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An important way to improve the recognition of computer viruses is the
"intellectualization" of recognition methods through the use of the theory of artificial
neural networks (NN). The prospects of this area are confirmed by some successful
applications of NN in the detection of computer viruses (antivirus with open source
ClamAYV, startup Deep Instinct) and a large number of relevant theoretical and practical
work. However, insufficient recognition accuracy and insufficient adaptability to operating
conditions, the secrecy of the solutions used significantly limit their scope. At the same
time, constant progress in the field of neural network theory indicates the possibility of
significant improvement of the tested recognition methods.

In such a setting, the scientific and applied task of developing an effective neural
network method for recognizing computer viruses, adapted to the conditions of domestic
anti-virus protection systems, is relevant.

The proposed method consists of the following steps:

Stage 1 - determining the conditions for the creation and use of NN.

Stage 2 - the formation of portraits of viruses and secure programs.

Stage 3 - determination of architectural parameters of DNN.

Stage 4 - verification of NN.

Stage 5 - evaluation of the effectiveness of NN.

The computer virus database BIG-2015, published by Microsoft, is used for training
and testing of DNN (table 1).

Table 1
Database BIG-2015
Name Number of examples
Ramnit 1541
Lollipop 2478
Kelihos v3 2942
Vundo 475
Simda 420
Tracur 751

Note that due to the use of the proposed design method GNM architecture managed to
avoid long-term numerical experiments, aimed at determining the appropriateness of its
use and to determine it structural parameters, and approximately 1.5 times to reduce
computational costs, related to the definition of the specified architectural parameters.
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Thus, the results studies confirm the possibility of improving the efficiency of recognition
computer viruses through the application of the developed method.
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HarnionaneHuit aBiaiiinuii yHiBepcuTeT

OpranizamiifHuii  KoMiTeT KOH(EpeHIii Ta pemakmis MOXYTh He
MTOJIUJISITHA TYMKH aBTOPIB 1 HE HECYTh BiJIIIOBITANBHICTH 32 JJOCTOBIPHICTH
BHKIIQ/ICHOT iH(opMaIIii.

3a HayKkoBMH 3MICT 1 BHKJIAJEHHS Marepiany, JOCTOBIPHICTh Ta
KOPEKTHICTh (akTHYHUX HaHUX (y TOMY 4YHCHi Kiacu(ikamiifHOTO
irgekcy YJIK) ycs BiAmOBimadbHICTH MOKIAAETHCS HAa aBTOPIB Ta iX
HAyKOBHX KEPiBHUKIB.

HeindopmaruBHuil TEKCT MaTepiaiiB JOMOBIl Mir OYTH CKOpOYEHHIt
a0o BuityueHuit Ha poscy OprroMiTery KoH(pepeHiii.

Opwurinan-mMakeT HiATOTOBICHO Ha Kadeapi
Oe3reku iHPOpMaIiTHUX TEXHOIOTIH

HarionansHOr0 aBialiifHOro yHiBEpCUTETY
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