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Buxoasun i3 TpPOBEICHOTO JOCIIKCHHS Ta TOPIBHAHHS MIDKHApPOJHHUX
CTaHIAPTIB, L0 ONHUCYIOTHh MPABWIBHICTh Ta 3aKOHHICTH ompamoBaHHs 1] B
iHpOpMaLliHHOMY MPOCTOpi, BH3HAYEHO, IO HE BCi CTAHIAPTH BiAIOBITAIOTh
pumoraMm ISACA, ame BCi BOHH MOXYTh IOIOMOTTH KOMIIAHISIM TOYHO 1 SKICHO
Bu3HauuTH, ski came [IJI mami kommanii HOTPiOHO 3aXWIIATH Ta BU3HAYUTH
HaWKPUTHYHIIII TOYKH B iHPOpMaLiifHOMY IPOCTOPI.

Pernament GDPR noBHicTIO BinoBifae npuHIunam koHdinermiHocti ISACA,
IO BiJMOBifae MOBHOIIHHINA 3axumieHocTi [1J] rpomansH. Tomy koMmaHisM, II0
MPAIOIOTh Ha PUHKY YKpaiHU HEoOXiTHO MepeBipUTH BIIaCHY BIAMIOBIHICTE HOPMaM
Pernamenry, ne, mig gac aynuty Oyne OTpEMaHO BHCHOBOK, IIIO TOTTOMOKE YiTKO Ta
SKICHO OIIHUTH 3axumeHicte [1J, Ta gomomMortn mnoOOYyAyBaTH 3aXUIIEHY
iHGpacTpyKTYypy 1ist onpantoBanss [1]] rpomansa Ykpainu.
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Abstract
Improving the reliability of account protection in the blockchain is one of the most
important goals of the entire cryptographic arsenal used in the blockchain and
cryptocurrency exchange.
We propose a new threshold multisignature scheme with a double boundary
condition.
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Access to funds stored on a multisig wallet is possible only when two or more
signatures are provided at the same time.

A simple analogy is a safe deposit box or safe with two locks and two keys. Maria
holds one key, Juan holds the other. They can open the cell only if they present both
keys at the same time. Individually, they cannot open a cell without the approval of
the other [1].

Thus, multisig wallets provide an additional layer of security. With this
technology, users can avoid the problems often encountered with single-key wallets,
single point of failure, and vulnerable to attacks from cybercriminals who are
constantly developing new phishing techniques.

Since multisig wallets require more than one signature to move funds, they are
also suitable for businesses and corporations looking to store funds in shared wallets.

Definition. Multisignature is a technology for signing transactions with multiple
private keys to increase security and privacy during the approval process for sending
transactions.

A multisignature is a kind of threshold signature, implemented as a check of
conditions specified in the basic scripting language of the cryptocurrency.
Multisignature technology has become widespread in the world of cryptocurrencies
[2].

Definition. A token is a digital certificate that guarantees the company's
obligations to its owner, an analogue of shares on the stock exchange in the world of
cryptocurrencies [3].

Definition. Threshold signature is a variant of an electronic signature, for the
imposition of which the cooperation of at least t members of a group of n participants
is required, denoted as. . In essence, it is a special case of the threshold division of a
secret according to the scheme (t, n), when the private key is split into n parts, and any
t parts are enough to recover it. The public key is used in the usual way. Generation,
sharing of a key and distribution of its fragments requires a group manager (dealer).

Note that such a group can be, in particular, a manning pool consisting of n
members.

Let's denote — the number of tokens in the wallet of the -th account belonging to
a subset of the accounts from the blockchain. Note that one participant can have
several accounts, therefore, we consider double indexing where — denotes a wallet in
the blockchain network and — this is the owner of the wallet. More generally,
cryptocurrency can be used instead of tokens. It is convenient to express the value of
a token in cryptocurrency as in monetary terms.

We introduce a double threshold signature condition according to the scheme (t,
n), where different t participants from satisfying the inequality where that is,
participant really belongs to the group from persons. The this is the boundary number
of tokens (or their value in the specified crypto currency) that persons must have in
order to be eligible for multisignature.
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Access to funds stored on a multisig wallet is possible only when two or more
signatures are provided at the same time. At its core, a user's account can be identified
with his wallet. But one person can have several accounts (for example, this happens
during a CB-attack). Therefore, if person j proves that she has in the aggregate at least
the threshold amount necessary to satisfy the inequality of the threshold amount for
multisignature, then the sums of tokens or currency equivalents on all her wallets are
summed up and included in the total amount of the group. To install accounts on a
node, each of the participants can use the BIP 39 algorithm. Even on one node, one
person can have several accounts. Therefore, we will summarize each wallet -th the
participant indexing it by its index and then we summarize the amounts available to
different participants in the external amount by . Then we construct multisignature
with sheme, where number of wallets of participant denoted by and is sum of taken
in -th wallet of -th participant of blochain

The method of proving that -th a person has a certain amount in the wallet can be
a simple contract, where the money is transferred back to the same -th user. Thus,the
-th participant shows in the contract that he has this amount explicitly, but then
transfers it back to himself (possibly by paying for the transaction). In most cases, for
example, in the Effirium currency, the amount in the wallet is visible inside the
blockchain. In addition, such an amount can be counted as the sum of incoming money
from records inside blockchain transactions and the amount of outgoing spending
from this wallet visible in blockchain transactions. Thus, in any case, the total amount
of tokens or currency of the -th participant can be calculated without cost.

We will divide the entire blockchain into domains, each of which has its own
digital signature. Only those domain entities whose wallets have the number of tokens
in excess of a percentage of the critical number of tokens of the entire blockchain
domain have the right to sign. The persons who has the authority to sign in the -th
domain will be denoted by. If a domain member does not have a number of tokens
that exceed the percentage of critical tokens of the entire domain i, it can apply for the
right to sign to the authorized person of his domain S. It should be noted that S can be
located at the intersection of domains, then the process of transferring the key is
simplified due to the fact that an authorized person acts as a surety of two parties at
once.
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Ki1r090BMM NHMTaHHAM SIKICHOT Ta e()eKTUBHOI MiATOTOBKH KaJpPiB ISl Oyab-sKOi
KpalHH BHCTYIIA€ CHCTEMa iX OLIHIOBaHHS. baraTo kpaiH Iie MUTaHHS YK€ JaBHO Ta
ycminrHo BUpimmi. Hanpsmki peanizarii omiHOBaIbHOI MisuTbHOCTI Oe3miv, e i
Tudopmariiitna mepexa 3ausats CIIHA (Occupational Information Network (O'net)[1]
Ta aMepHKaHChbKa MepeXka LEHTPIiB 3 BUIAHHS JiLeH31H Ha npodeciiiHy isuTbHICTH
[2], nationanbHi Gas3u iHGOpMaliHHIX MaTepianiB 3 OLIHIOBAHHS, MEPEXi LIEHTPIB 3
HE3aJIe)KHOTO OLIIHIOBAHHS Ta MPHCBOEHHS MpodeciiiHnx kBanidikaniii y 6iibmocti
kpain €C, y Benukiéi bpuranii Ta Kanani, B OCHOBY SKHX MOKIAJCHO KIFOUOBI
noJsioskeHHst MixkHapoaHOi crangapTHOl kinacudikarii 3austs 2008 poky (ISCO-08)

! Tupopmaniiina mepesxa 3ansts CIIA.- URL: https://www.onetonline.org/
2 HamionanpHa 0a3a ganux 3 npodeciiiHoro minensyeanHs.- URL:
https://www.ncsl.org/research/labor-and-employment/occupational-licensing-
statute-database.aspx
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