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YnockoHalIeHHsI MeTOAY MajiopecypcHoro remyBanus HDG
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VY cydacHOMY IU(POBOMY CBITI BHKOPHCTaHHS MaJIOPECYPCHHX TPHCTPOIiB IHTEpHETY
peueit (IoT), Takux K po3yMHi TOAMHHUKH, OpacieTH, CEHCOPHI BY3JH, CMapT-KapTH,
Monynm, mo BukopucToBYI0Th RFID-mitkm a6o NFC texnomorito (Near Field
Communication), Tommo crae Bce 011 nomupenuM. OqHak 0OMexeHi 00UnCITIOBaTBHI
Ta EHEPreTUYHI MOKIUBOCTI IIUX MIPUCTPOIB CTBOPIOIOTH HOB1 BUKJIMKH JIs 320€3I1€UEeHHS
Oe3rnexn Ta KOH}INeHIIHHOCTI TaHNX, 30KpeMa, Y KOHTEKCTi TPOIIeCy TelTyBaHHs.
IIpobnema remryBaHHS Ha MaJOPECYpCHUX IMPUCTPOSX IMOJATAaE B OOMEKEHOCTI iXHIX
pecypciB, sKi He 3aBKAM JO03BOJSIIOTH €(DEeKTHBHO BHKOHYBAaTH CKJIAIHI aJTOPUTMHU
remyBaHHA. lle Moke mpHU3BECTH [0 TMOBUIBHOI pPOOOTH TPHCTPOIB, BHUCOKOTO
CIIO’KUBAHHSI €Heprii Ta HU3bKOI MpoayKTUBHOCTI. KpiM Toro, icHye pH3HMK 3HMKCHHS
0e3MeKn JaHUX Yepe3 BUKOPUCTAHHS CIAOKHUX a00 HEJOCTATHHO HAMIMHUX aITOPUTMIB
TelIyBaHHA Ha LUX NPHUCTPOsX. Y 3B’S3Ky 3 MM BHHHUKAae 1moTpeba B po3poOIi Ta
oNnTHMIi3alii METONIB TeIIyBaHHsS, CIEHialbHO aJanTOBaHUX 10 MOXKIMBOCTEH
MaJIOpeCypCcHHX HOpHUCTpoiB. Meton manopecypcHoro reuryBanHs HDG (Hash Data
Generator) € OJHUM 3 TOTCHIIMHUX PIllICHb JJIsI BUPINICHHS Ii€l Mpo0iIeMu, OHAK BiH
MICTUTB CyTTEBUH HEOJIK, a caMe OOMEKEeHHsI JJIsI 3aCTOCYBAHHS Ha JJaHUX, MiHiMaJIbHa
JOBKHHA SKHX csrae 64 GaiTw.

Mertoro 1aHoi poOOTH € YIOCKOHAICHHS METOAY ManopecypcHoro remysanis HDG mis
yCyHeHHsI a00 MaKCHMAaJbHOTO 3MEHIIEHHS OOMeXEHHS Ha JOBXKHHY IUTbOBHX JaHUX
Ul 0T0 3aCTOCYBaHHS.

Merton wmanopecypcHoro remyBaHHs HDG mepenbadae BHUKOPHCTaHHS IOXOAY IO
TelIyBaHHA «JIaHi — TeHepaTOp» BiINOBIAHO 10 SIKOTO MPOMDKHI Ta OCTaTOYHI 3HAYEHHS
rem-QyHKIii OOYMCITIOETHCS NUIAXOM JOAaBaHHsA OailTiB MaHUX Yy TO3MINSX, IO
BiJITIOBIIAIOTH 0iTaM, SIKi TeHEPY€EThCS TICEBIOBUITAIKOBUM YHHOM.

BxinHe mOBiTOMIICHHS M MOAAETHCS Y BUMIIAL MOCTITOBHOCTI OaidT !

m={m,m,,...m } 1)

[ouarkose rem-3Ha4eHHs Ny € CyKYITHICTIO ICEBOBUIIAIKOBHUX OAITIB Ta peICTaBICHO
Y BUIJISAI ITOCTiTOBHOCTI:

ho ={ho,0,ho 1, o -1} )

ne k=1/8, | — goBXuHa rem-3Ha4eHHs B OiTax.

[Tpomixui remr-3HaueHHS M ={hio.hi1...hik1} OOUHMCIIIOIOTBCS Ha OCHOBI HOIEPEIHBOTO
rem-3Ha4eHHs M1 1 MOTOYHOro 3HAYeHHS M IUIIXOM BUKOHAHHS (QYHKIIT YIITbHEHHS
f . B sixocti Moaudikarii opurinagsHoro meroay HDG nponoHyeThest BAKOPUCTAHHS m;
, 10 € 00EPHEHHUM JI0 OPUTIHAILHOTO 3HAYCHHS JAHUX MPH OOUMCIICHH] TPOMIKHHUX Tell-
3HAYEHb.

Kpoku BukoHaHHs QyHKIIT YIITEHEHHS IS i-r0 0aiiTy JaHuX:

1. Jlnst j Bim O o k—1 BuKOHYBaTH:
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2. 3reHepyBarH IICEBIOBUNIANKOBHUH OIT g i

3. Bukonaru 004YHCIEHHS:

h (hi—l,j + mi) mod 256,
") (hy_yj +mi)mod 256,

AKIO G (k- j) =1
AKIO G (k-1 j) =0
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CxeMy oOpaxyHKy MoaudikoBaHOI (YHKWii yIIIJGHEHHS 3a METOJOM TeIIyBaHHS

HaBeJeHO Ha puc. 1.
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Puc.1. Cxema 004HCIIEHD TElI-3HAYEHb

Bukonano cratuctuune TectyBanms y makeri NIST STS 800-22 monudikoBaHoro meroay
HDG Ha ocnoBi 200000 rem-3HaueHb, IO OOYHMCIEHHI Ha OCHOBI IOBiJOMIICHB

nmosxkuHoto L =8, 10, 11, 12, 16, 64 Gaiir.

Tabmuns 1
Pe3ynpTaTi CTATUCTHYHOTO TeCTyBaHHs MoaudkroBanoro HDG

L Howmep tecty NIST STS 800-22
12 3 4 5 6 7 8 9 10 11 12 13 14
8 + - + + + - + + + + - + + +
9 + - + + + + - + + + + + + +
10 + - + + + + - + + + - + + +
11 + | + + + + + - + + + + + + +
12 + | + + + + + + + + + - + + +
13 + | + + + + + + + + + + + + +
14 + | + + + + + + + + + + + + +
15 + | + + + + + + + + + + + + +
16 + | + + + + + + + + + + + + +

Binnosigao mo Tabmuii 1 i 1oBXHHU NoBigoMIIeHHsT L=8 peanizamis MmoaudikoBaHOl
¢yHKOii ymiasHeHHS 3a0e3nedye yci ycmimHi TecTd, okpiM Ne 2, 6 Ta 11. [l JOBKHHI
nosigomiens L=12 ycnimmuumu € yci tectu, okpim Nell. IlounHaroum 3 IOBXKHHH
noBizomieHs L=13 moxudixoannit merox HDG 3abe3nedye yci ycmimHi TecTH, IIo €
KpalmuM y mnopiBHsHHI 3 opurinambHuM HDG, sikuii y cBoro uepry 3abesmeuye yci
yemimHi Tectrr NIST npu 3Hauennsx L=64 Ta Ginbie.
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