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Tee-based hash functions are increasingly adopted across a wide range of practical
applications: ensuring and verifying data integrity in blockchain systems,
optimization of electronic document workflow, structured hashing of complex objects
(such as JSON or XML), digital signature schemes etc. This approach allows reduced
complexity of hash values updating due to ability of processing only an updated part
of the hashed message. However, tree structure exhibits internal non-uniformity,
which creates new attack vectors such as subtrees manipulation.

The aim of this research is to improve tree-based hash functions infeasibility be
analyzing the structural vulnerabilities of tree-based hash functions in the context of
multicollision attacks.

One of the most important attacks is the method proposed by Antoine Joux in
2004 [1], which is schematically illustrated in Figure 1.
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Fig. 1. Schematic representation of Joux’s multicollision.

It is based on the ability to combine collisions of the compression function into an
exponentially growing set of messages that yield the same hash value [1]. Another
significant method is the Colliding subtree attack, which relies on the repeated usage
of collisions to construct tree nodes those yield to identical hash values. In the absence
of domain separation or positional information within the tree structure, this attack
enables the generation of 2% collisions with the same computational cost as finding k
collisions [2]. Another case of efficient attack is the Herding-based tree collision
attack [3]. Due to the hierarchical structure of the hash tree, this attack allows an
adversary to manipulate not only individual nodes but entire subtrees.

Hash tree grafting attack, which exploits the ability to replace a subtree of the hash
tree with an alternative, structurally compatible subtree containing different content,
without altering the final hash. This attack is based on the existence of collisions
between subtrees that differ in input data but produce the same intermediate hashes
[4]. The position-blind multicollision attack constitutes a separate class of attacks
those arise when the compression function of the hash does not rely on the position of
input blocks within the tree [3]. A further critical threat is posed by the Expand-
compress tree attack [5], which is based on alternating phases of tree expansion and
compression to create multicollisions between trees of differing topology but with the
same resulting hash. A summarized comparative analysis of these attacks is presented
in Table 1.
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Table 1
Comparative analyses of the multicollision attacks
Attack Threat Complexity
Joux's attack Generation of an Decreases with tree
exponentially growing height
number of multicollisions

Colliding Possibility of subtree Decreases with tree
Subtree manipulation height

Herding-based Possibility of High complexity;
Tree Collision manipulating subtrees requires manipulation of tree

structure

Hash Tree Ability to alter the tree Medium complexity;

Grafting Attack structure requires finding subtrees
collisions

Position-Blind Generation of an Decreases with tree

Multicollision exponentially growing height
number of multicollisions

Expand- Construction of different Technically complex;
Compress  Tree | trees with the same final effective when structural
Attack hash protections are absent

Tree-based hash functions, despite their advantages, are vulnerable to
multicollision attacks. The research findings confirm the critical impact of tree height
and the structure of the compression function on the overall resilience of the system.
The analyzed attacks highlight the necessity of integrating contextual information,
positional encoding, and unique identifiers for nodes and levels in the design of tree-
based hash functions.
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VY cygacHOMy (hiHAaHCOBOMY CEpEOBHILI KIJIBKICTh Ta CKIAAHICTh MaXpaiChKUX
CXEM CTPIMKO 3pOCTaE, 10 3yMOBIIOE HEOOX1THICTh BIPOBAKEHHS IHTEIEKTYy alIbHUX
CHCTEM BHABIICHHS 3arpo3.

Knacnuni meroam, mo 6a3yroTecs Ha MpaBWiaX a0 CTaTHCTHYHHX HOPOTax,
BUSBIIINCS OOMEXKCHHMH Y BHSBJICHHI CKJIAQAHUX 1 HOBUX (opm (iHaHCOBHX
3JI04MHIB. 3 OISy Ha Iie, OCOOJMBY yBary HPHBEPTAIOTh IiJXOIW MAIIMHHOTO
HapyaHHg (ML) Ta rimboxux HeiiponHnx mepesx (DNN), siki 3maTHi aHanizyBaTH
BEJIMKI 0OCSTH JaHWUX TPaH3aKIiH, BUSBISIOYM aHOMAJIIT HABITh Y CKIAIHUX YaCOBHX
1 CTPYKTYpHUX mradionax [1].

Merta nocHimKeHH — NOCTIOUTH MOTEHIIAN CyJYaCHUX METOJIB MAIIMHHOTO Ta
rIMOOKOT0 HaBYAaHHA I BUSIBICHHS (DiHAHCOBHX 3JI0YHHIB, OLIHUTH iXHIO TOUHICTB,
aIanTHBHICTh, NPOAYKTUBHICTB, a TaKOX IpOAHATI3yBaTH MOXIIUBOCTI iX
MPaKTUYHOTO BIPOBAKEHHS Y (PIHAHCOBHX YCTaHOBaX.

AKTyanpHICTH  JOCHI/DKCHHS  3YMOBJIEHa  HEOOXITHICTIO  MigBHIICHHS
e(eKTUBHOCTI CHCTEM NPOTHIII IIaxpaicTBy B yMOBaxX AWHAMIYHOTO 3pOCTaHHS
00CSTy eJIeKTPOHHHX TPAH3aKI[iH, 3HWKEHHs JJOBIPY KOPUCTYBauiB 10 (iHAHCOBUX
MOCJIYT Yepe3 4acTi IHIUACHTH IIaxpaicTBa, a TAKOXK IMOSBU O1TBII BUTOHYEHHX aTak,
sIKi He QiKCYIOThCS TPaANLIHHUMU iHCTpYMEHTaMH [2].

HaykoBa HOBU3Ha pOOOTH TOJSTA€E y TMOPIBHSUIFHOMY aHalli3i MPOJXYKTHBHOCTI

kigpkox apxitektryp DNN — 30kpema 3roprkoBux Hedpouuunx Mmepexx (CNN),
JOBroTpuBainoi kopotkodacHoi mam’arti (LSTM), aBroerkoznepis (AE) Ta rpadosux
HeiiponHnx Mepexx (GNN) — y 3amayax AeTekmii aHoMamiid y TpaH3aKmiiHUX
MOTOKAX.

JlonaTtkoBO MpoaHami30BaHO TiOpUAHI MOJENi, SKi MOEAHYIOTh HAaBYAHHS 3
migkpimteHasM (Reinforcement Learning, RL) 3 momensamu knacudikartii, mo aae
3MOT'y aJanTyBaTHCs 0 HOBUX IIAOJIOHIB MOBEAIHKH MOJIETI B PEXUMI pealbHOro
qacy [3].

HocnimkerHs: 6a3yeThest Ha 00poOIIi TBOX BIIKPUTUX HAOOPIB JaHUX:

1)  Credit Card Fraud Detection Dataset (po3mimenuii Ha Kaggle, mictuth
aHOHIMI30BaHi JJaHi pealbHAX TPaH3aKIil 3 BHCOKOIO TUCIIPOTIOPIIIEF0 MK KIIACAMH )
[4];

2) PaySim — cumynboBaHMi HaGip MOOLTBHHX TIPOIIOBHX MEpeKas3iB Ha
ocHOBI nanux 3 M-Pesa (omyGunikoBanuit y Harvard Dataverse) [5].

Byno 3niificHeHO MOBHHI LMKJI OOpPOOKM JaHWX: OYMILNEHHS, HOpMai3allis,
3MeHnIeHHs aucbanancy knacis yepe3 SMOTE, moGynoBa Ta TpeHyBaHHS MOZIENEH.
Hwxkde mogaHo MOpiBHUIbHY TaOIMIIO 3 pe3yIbTaTaMi OCHOBHHX METPHK:
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