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MIOMIJIKOBHX CHOBIIIEHb MOX€ 3MEHIIHUTHCS NpHOIM3HO Ha 60%, a po3citixyBaHHS
IHIIUAEHTIB MOXe cTaTu mpubnusHo Ha 40% mBuamuM [5]. Ane BapTo MiAKPECIHUTH,
1o 11l yrcia Tpeda cpuiiMaTti 00epekHO, 00 BOHU B3ATI 3 BTOPUHHUX JKEpel, a He
3 KOHTPOJIbOBAHOTO EKCIIEPHMEHTY.

Jns oliHIOBaHHA TaKMX CHCTEM MAOLiIBHO He obmexysatuca ROC-AUC. ¥V
0E3MeKOBHX JaHHX IIKUMBHHI Tpadik gacTo craHoBUTH MeHmIe Hix 0,1% Bin ycporo
tpadiky, Tomy ROC-AUC Mosxe mpUXOBaTH BEIUKY KUIBKICTh 3aWBUX CIOBIIICHB.
Kpusi Precision-Recall Ta nokasauk Average Precision kpaie moka3yTb, CKIIbKH
CIOBINIEHb CIPaBJi € KOPUCHUMH [6]. [yt crcTeM peaibHOTo 4acy IPOHOHY€EThCS
Numenta Anomaly Benchmark, 60 BiH BpaxoBy€, HaCKiJIbKH PaHO CHCTeMa IOMiTHIIa
aHomadito [7].

BucHoBKkH. Y OOCHIIKEHHI 3alpOINOHOBAaHO TiOpUAHY MOJENb 3aXHUCTy
Be03acTOCYHKIB 3 [BOMa mrapamu. Foundation mae 6a30Buii i 3po3yMinuii 3aXucT 3a
OWASP Top 10:2025, a Amplifier migcuiroe ioro Ttproma Mmetomamu II:
HTTP2vec, rpadgoBumu HelfiponHnmu Mepexxamu Ta Kitsune. ['osoBHa inest mozgeni
npocra: 11 He 3amiHIOE TpaauLiHHKI 3aXKCT, a pOOUTH Horo crtpHinmM. [Tonanenra
poboTa Mae BKIIOYATH TMEPEBIPKY MOJENi B KOHTPOJIBOBAHOMY CEPEIOBHIIII,
CTBOPEHHS KpaIlluX BiAKPUTUX HAOOPiB TaHWX, HABYAHHS MoJeneil Oe3 nmepeaaBaHHst
Yy TJIMBOTO Tpadiky Ta TecTyBaHHA cTilikocTi 111 10 HaBMHECHOTO 00XO0My.
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In the era of post-quantum computing, it is necessary to increase the length of
keys to increase cryptographic strength, which affects the performance of hardware-
software cryptographic complexes. The performance of such complexes depends to a
greater extent on the performance of the square operation [1] by modulus.

The multiword operation of squaring by Mersenne modulus is considered, which
is one of the steps of the algorithm for implementing the multiword operation of
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squaring based on the Mersenne transform. The operation of squaring by Mersenne
modulus is performed element by element for each value of the result of the
calculation of the direct Mersenne transform similarly to the Schonhage-Strassen
algorithm [2].

A new algorithm for multiplication modulo a Mersenne prime is considered based
on two half-length multiplications, instead of three multiplications, as in the Karatsuba
method [3].

Lemma 1. The operation of squaring <A2>M a number 4= 4, -27° + 4, of

P

length p bits modulo a Mersenne prime As, =27 —1 can be implemented based on

two operations of multiplication of numbers of length py =(p+1)/2 and p; = py -1
bits.

Proof. The square of a number modulo <A2>M can be represented in the form
4

<(A1-2”° +A0)2>M :<A12 2P0 40 g 4y 2P0 +A§>M Given that
P

P

<22p °> =<2p +1> =2, the previous expression can be written in the form
M M
V4

<A2>M :<Af.22po+2.A1.AO.2po+Ag>M Lets add 34 Ay 34 -4y 1o
’ P

the expression and get:
<A2> =<A12-22P0+2-A1-A0-2p°+A02+3~A1-A0—3-A1~A0>
M, M,

We willuse Mo =(2- 4+ 4y)- (4 +4y), M;=4 -4 for replacement and get
finally <A2>M :<M0+2-M1-2p° —3~M1>
P

P
Multiplications by 2 and 3 are not considered, as they can be replaced by addition

operations. Multiplication by 27 can be replaced by a bitwise cyclic shift to the left
(towards the most significant bits).

The lemma is proven.

Similarly, it can be shown that in the case of dividing a multiword number into
three sections, squaring modulo a Mersenne number can be performed based on three
squaring operations and two multiplication operations of numbers of lengths that are
a third of the original length of the number.

Lemma 2. The operation of squaring <A2 > a  number
M
V4

A=Ay -2P17P0 4 4,.270 4 4y0f length p bits modulo a Mersenne number

M, = 27 —1 can be implemented based on three operations of squaring and two
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operations of multiplying numbers of length po=p; =(p+1)/3 and py =py—1
bits.

<A2>M =<R2-2PO+P1+R1~2P°+RO> , where

p M[)
Mo = (4y+ (A + 4))°, Ry - My+ M, o, For Vegiﬁcation;
My = (A= (4 + 4)° 2 Ry =(Ag)’ +4- 4 - 4y,
MZ:(AI—Az)Z Rl:MO_Ml — M, R1:24(A2)2+2.A0.A1,
, > , :
R, = (4 2. A,
My =2-(4y—4)- 4, X _MO_Ml_M S =(A4)" +2- Ay Ay
M3 =Q2-Ay— 4)- 4. 2= M

Similarly to Lemma 1, multiplication and division by 2, multiplication by 2P

and 277 can be disregarded in the total number of multiplication operations.

The algorithm for squaring a Mersenne number modulo by dividing the number
into two sections (Lemma 1) is 33% more efficient than the Karatsuba method. The
algorithm for squaring a Mersenne number modulo by dividing the number into three
sections (Lemma 2) allows us to calculate the squaring operation by using three
smaller-length squaring operations out of the five required multiplication operations.
Squaring smaller-length numbers based on the fast Fourier transform is one of the
reserves for optimizing the implementation of the multiword multiplication operation.
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Ilocmanosxa npobaemu. CTpiMKHN pO3BUTOK I(GPOBUX (iHAHCOBUX MIATHOPM,
KPUNTOBANTIOTHUX  Oipk  Ta  JeleHTpamizoBaHMX  (hiHAHCOBUX  CepBiciB
CYNPOBOJKYETHCS 301IBIICHHSIM KiJIBKOCTI KiOep(hiHaHCOBHX 3arpo3, cepei SKuX
0co0NMBY HEOE3NEKy CTAHOBISATH KOOPAWHOBAHI iH(pOpMaliitHO-(piHAHCOBI aTaku:
ITOPUTMIYHI MaHImyJsAii JiKBiAHICTIO, spoofing, wash trading Ta mpuxoBaHe
HaKOIIMYEHHS MO3UIIH BEIMKUMH yJaCHUKaMHU pUHKY [1]. OcoOmmBicTh Takux aTtak
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