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Ilocmanoexka npobremu. BusBieHHsS maxpaiictBa y  Be0-3aCTOCYHKax
€JIEKTPOHHOI KoMep1ii Ta 6aHKIBCHKUX IUIATHKHUX CUCTEMAax € MPAaKTHYHOIO 3a1aUcio
npukiagHoi kibepbesneku. Knacudikaropu miei 3agadi mparoTh i3 CHIBHO
nrcOaTaHCOBaHMUMH KIacaMy, OCKUIBKY IIaXpaichKi TpaH3aKIii 3a3BU4Yall CKIIaTal0Th
merme 0,1 % oOcsry. ImxeHepis o3Hak moTpeOye 3HaHB IPEAMETHOI ramysi i
NepeBa)XKHO BHUKOHYyeThest BpydHy. MosHi Moneni (CAAFE [1], LLM-FE [2])
JIO3BOJISIOTH ii aBTOMATH3YBaTH, aje y cBoeMy nociimkenni Kiiken J., Purucker L. ta
Hutter F. [3] moka3anu BaXJIMBY Bajay: MOJENI Maibke 3aBXIU MPOMOHYIOTh MPOCTI
apu(MeTH4HI omepaTopu (JOJaBaHHS, MHOXKEHHS) 1 IyXke PpIIKO HPONOHYIOTH
omepauii TpymyBaHHSA 3 arperamiero. Y 3agadax BHSBJICHHS IIaxpaiicTBa came
omnepaii rpymyBaHHs Jal0Th JOCTYI 0 arpeTOBAaHUX METPUK KOPHCTyBada (4acTOTH,
00csTiB, 4acOBUX MAaTEPHIB), HA SKUX OyIYyIOTHCS IMpaBUIIa BHUSIBICHHS DPiOKICHUX
moniii. AML-maTaceTn BUKOPUCTAHO SK HAOMWKEHHH CTCHJ, BOHH MICTSTH 4acoBi
TpaH3aKLii, KOHTPAreHTiB, CYMHU Ta PiJKICHY O3UTHBHY MITKY, ajle HE IIOKPUBAIOThH
yCiX BeO-ITOBEIIHKOBHX O3HAK.

Memoio pobomu € yIOCKOHAICHHS METOJOJIOTii aBTOMAaTH30BaHOI IeHeparil
O03HaK MOBHMMH MOJEISIMU IS Kiacu]ikaTopiB BUSBICHHS MIaxpaicrBa y BeO-
3aCTOCYHKaX 4epe3 3MiHy pO3MOALTY IMPOIIOHOBAHUX OIEPATOPIB 1 3alpoBaKEHHS
BapTiCHO-YYTIMBOTO MPOTOKOIY OLiHIOBAHHS.

Ob'exmom OocniddcenHs € TIPOIECH aBTOMATH30BAaHOI TeHepamii O3HaK st
knacu(ikaTopiB BUABJICHHS IAXpanCTBa; npeomemom € KpHUTepii BigOopy O3HaK 3
BpaxyBaHHSIM BapTOCTi TOMIJIOK Ta TPOTOKOJ YacOBOi BKJIAJEHOI BaNifamii I
HE3aJIeXKHOI OL[IHKU MPUPOCTY SIKOCTI.

Axmyanvnicme. 30UTKH Bifl IUIaTDKHOTO HIaxpaiicTBa B €IEKTPOHHIN KOMepIii
MPOIOBKYIOTh 3pOCTATH, a PydYHa iH)KEHEPist O3HAK IS BiIMOBIAHUX KiIacu(ikaTopiB
€ 3aTpaTHO0. be3 BunpasneHHs 3cyBy Moielield 10 IPOCTHUX OIepaTopiB aBTOMaTHIHA
IHmKeHepish 03HAK MOBHHMH MOJIENISIMH He JJa€ CTabiIbHOTO MPUPOCTY SKOCTI B 33124l
BUSIBJIICHHS TUTIATDKHOTO MIaXpaicTBa. Y IOCTYIMHHX YKPAiHCHKUX ITyOJiKamisx
aHAJIOTIYHY 33/1a4y MPHULUTEHO HE PO3TIISIaH.

Hayxosa Hogu3sHa. 3amipoTIOHOBAHO MPOTOKOJI aBTOMATH30BaHO1 TeHeparlii 03HaK
MOBHHMMH MOJEJISIMH JUTsl BUSIBIICHHSI IIaxpaiicTsa, 1o po3suace miaxin CAAFE [1]
ta LLM-FE [2] Tppoma enemeHTamu: 1) m1abjgoH CHCTEMHOTO 3alUTy JOTOBHEHO
anpiOpHUMH 3HAHHSAMHM MPO OMNEpPaTOpH, M0 EMIIPUYHO 3CYBA€ PO3MOALT
HPOMOHOBAHMX MOJEJUIIO OIIepaTopiB BiJ MPOCTUX apu(METHYHUX 10 TPYMyBaHb 3
arperarfi€io; 2) KpuTepiii NpUHHATTS KaHAWAATHOI O3HAKM 3aMiHeHO: 3aMicTe ROC-
AUC BHUKOpHCTaHO OYIKyBaHy BapTiCTh IIOMIJIOK i3 MAaTpHIEI0 BapTOCTi, sKa
BpaxoBye pobounii mopir; 3) ¢iHanbHEe OLIHIOBAaHHS BHKOHAHO HAa HE3aIC)KHOMY
YacOBOMY TECTOBOMY PpO30OHTTI 3 IOPOTOM, HAJAIITOBAaHHUM JIMIIE HAa OKpeMii
KanmiOpyBanbHii BUOIpLIi.
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Buxnao poss'azky. Merononoris Bkimrodae kiacugpikarop LightGBM ma 27
0a30BUX O3HAKaX, MOBHY MOJIENb SIK ICHEPAaTOp KaHAWJATHUX O3HAK i3 3allUTOM,
Opi€HTOBAHUM Ha IIPEIMETHY raly3b 1 UK IPUHOMY 03HAK 3 KOHTPOJIEM Ha OKpeMii
KamiOpyBaibHIM BHOIpI, IO CXBaIIOE HOBY O3HAaKy 3a MiHIMyMOM OYiKyBaHOI
Baprocti. YacoBumit mozmin 70/15/15. Omepatopu O3HaK HABYAIOTHCS JIMIIE Ha
TpeHyBaJbHIM BHUOIpIl, KaniOpyBanbHa BHKOPUCTOBYETHCS VIS IOIIYKY POOOYOTo
IIOPOTY, @ MITKH TECTOBOI BHOIPKH 3aJIFOFOThCS JIMIIE JUIs (DiHATBHOTO MiIpaxyHKY
METpHK.

Pezynvmamu ninomnozo excnepumenmy. Ilyoniuni natacetn IBM AML LI-Small
[4] (6,92 man Tpan3akuii, yacTka maxpaiictea 0,0515 %) i LI-Medium (31,25 muH,
0,0513 %), crparudixoBana migsubipka 200 Tuc., mo 20 03HaK-KaHAWAATIB Ha
mozens. [IporecToBano cim Mozeneit. OfHy BUKIIIOUMIN 32 PE3yJIbTaTaMH IEPEBIPKU
3amam'atoByBaHHsA. [lo Ga3oBoi manemi yBiHmumM micte mMozaened: Llama-3.1-8B,
Mistral-v0.3, GPT-40-mini, Claude-Haiku-4.5, Claude-Sonnet-4.6 ta GPT-5.4.
VYcepenHeHa dYacTKa IPOCTHX OIEpaTopiB cepel MOAeNel, BaligHUX B 000X
IIPOTOKOJIaX, HaBe/leHa y Tabur. 1.

Tabuuns 1.
VYcepeaHeHa yacTka MpOCTHX ONEPATOPIB 32 MOJACISMH, BaJiJTHAMH B 000X MPOTOKOJIAX
JHaracer Moneneit CAAFE % npoctux HoBuit % npoctux
LI-Small 4 82,2 1,3
LI-Medium 5 69,9 1,1

Ha LI-Small Mistral-7B-v0.3 i GPT-40-mini BUKIIOYEHO dYepe3 HEBaliAHUI
¢opmar Bimnosimi, Ha LI-Medium Bukmouyeno mnmme Mistral. Y mepeBipmi
3amam'atoByBanHs 3a Kuken §3.4 (n = 100) yci micte Moneneir 6a3oBoi maHemi
3anmumaroTees Hmkde 50 %-ro mopory. Bixnosine Mozmeni odikyeThes y (opmari
JSON 3 monsimu {oneparop, KOJOHKH, OOTPYHTYBAHHS }, BaIiHICTh BU3HAYAETHCS
YCHIIIHAM MTApCHHIOM i TOOYJOBOIO O3HAKH Ha TPEHYBAIBHIN BHOIpLIi.

Obmedicennsi: BapTICHUH KpUTepii NMpuiloMy He 3alWIIMB JKOAHOI O3HaKu (y
KamiOpyBanbHii BubipIi Oyno 17 mraxpaiicekux Tpansakiii Ha LI-Small i 12 na LI-
Medium), Tomy edekT naB mepermyciM mabioH 3anuTy. Ha omHOMYy dYacoBoMy
BiJKJTafieHOMy HaOOpi 3MEHIIIEHHS BapTOCTI MOMUJIOK HE 3apiKCOBaHO.

Bucnosku. Y 1poMy TiNOTI MATBEpKEHO JIUIIE TEPIINNA €TaIl: 3alUT CIPaBIi
3MIHIO€ THITH 3T¢HEPOBAaHUX O3HAK (Ta0u. 1). 3MeHIIeHHs BApTOCTI HOMIIOK IIOKU HE
MOKa3aHO, BapTiCHUH KPUTEPiil IPUHOMY HeE 3aJIUIIKB YKOJHOI KaHAWAATHOI O3HAKH.
KisnbKkicHe OIiHIOBaHHS NPHPOCTY SKOCTI HOTPeOyE MOBTOPHHUX YaCOBHX PO3OUTTIB.

1. Hollmann N., Miiller S., Hutter F. LLMs for Automated Data Science:
Introducing CAAFE for Context-Aware Automated Feature Engineering.
NeurIPS. 2023. arXiv:2305.03403.

2. Abhyankar N., Shojaece P., Reddy C.K. LLM-FE: Automated Feature
Engineering for Tabular Data with LLMs as Evolutionary Optimizers.
arXiv preprint. 2025. arXiv:2503.14434.

3. Kiiken J., Purucker L., Hutter F. Large Language Models Engineer Too
Many Simple Features for Tabular Data. 3rd Workshop on Table

~73 ~



The 15 International Scientific Conference «ITSec» May, 27-29 2026

Representation Learning at NeurIPS. 2024. arXiv:2410.17787v2.
4. Altman E. et al. Realistic Synthetic Financial Transactions for Anti-Money
Laundering Models. NeurIPS. 2023. arXiv:2306.16424.

Sustainable information technology for auditable financial anomaly
prediction aligned with the EU AI Act, ESG and CSRD standards
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The digital transformation of EU financial institutions requires a shift from
experimental Al models to industrial, auditable, and sustainable Al systems. This
transition is central to the goals of the AIFEU project, which focuses on artificial
intelligence in EU financial institutions. In banking, Al is increasingly used for credit
scoring, fraud detection, anomaly monitoring, and risk assessment. Creditworthiness
and credit-scoring Al systems are classified as high-risk under Annex III of the EU
Al Act, while fraud-detection systems, although treated differently in the legal
classification, still require strong governance because they affect operational risk,
customer protection, and institutional accountability. This creates a direct need for
financial Al systems that are transparent, stable, and resource-aware. The scientific
contradiction is clear: models optimized solely for predictive accuracy may become
fragile in real-world conditions, suffer from backtest overfitting, and incur
unnecessary computational and environmental costs.

This paper presents Sentinel as a sustainable information technology for
predicting financial anomalies. Sentinel is not defined as a single predictive model. It
is a modular information technology designed to support the full analytical cycle. It
connects raw data processing, model stability diagnostics, sustainability evaluation,
resource-aware training, and automated reporting. The architecture follows a
regulation-first logic. This means auditability, traceability, stability, and sustainability
are not added after model training. They are embedded in the technical architecture
from the beginning. Sentinel consists of 4 functional modules: Adaptive data engine,
Diagnostic algorithmic core, Green Al guard, and reporting layer.

The first module is the Adaptive Data Engine. It implements the Data processing
method for financial datasets with extreme class imbalance, noise, and leakage risk.
In the experiment, the credit-card fraud dataset contained only 0.18% fraudulent
cases. This creates a serious risk because a model can appear accurate while failing to
detect rare anomalies. Sentinel addresses this through leakage-safe preprocessing. The
method includes robust scaling, stratified sampling, under-sampling, outlier removal,
and out-of-fold target encoding for categorical variables. These operations protect the
integrity of the input data and support the logic of Article 10 of the EU AI Act, which
emphasizes data quality, data governance, data preparation, and bias mitigation for
high-risk Al systems, also supporting ESG and CSRD compliance.

The second module is the Diagnostic algorithmic core. It implements a stability
diagnostic model based on dispersion indicators: variance, interquartile range, and
95% confidence interval. Unlike standard validation relying only on average accuracy
or error, this module evaluates model stability across folds and complexity levels. It
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