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The digital transformation of EU financial institutions requires a shift from
experimental Al models to industrial, auditable, and sustainable Al systems. This
transition is central to the goals of the AIFEU project, which focuses on artificial
intelligence in EU financial institutions. In banking, Al is increasingly used for credit
scoring, fraud detection, anomaly monitoring, and risk assessment. Creditworthiness
and credit-scoring Al systems are classified as high-risk under Annex III of the EU
Al Act, while fraud-detection systems, although treated differently in the legal
classification, still require strong governance because they affect operational risk,
customer protection, and institutional accountability. This creates a direct need for
financial Al systems that are transparent, stable, and resource-aware. The scientific
contradiction is clear: models optimized solely for predictive accuracy may become
fragile in real-world conditions, suffer from backtest overfitting, and incur
unnecessary computational and environmental costs.

This paper presents Sentinel as a sustainable information technology for
predicting financial anomalies. Sentinel is not defined as a single predictive model. It
is a modular information technology designed to support the full analytical cycle. It
connects raw data processing, model stability diagnostics, sustainability evaluation,
resource-aware training, and automated reporting. The architecture follows a
regulation-first logic. This means auditability, traceability, stability, and sustainability
are not added after model training. They are embedded in the technical architecture
from the beginning. Sentinel consists of 4 functional modules: Adaptive data engine,
Diagnostic algorithmic core, Green Al guard, and reporting layer.

The first module is the Adaptive Data Engine. It implements the Data processing
method for financial datasets with extreme class imbalance, noise, and leakage risk.
In the experiment, the credit-card fraud dataset contained only 0.18% fraudulent
cases. This creates a serious risk because a model can appear accurate while failing to
detect rare anomalies. Sentinel addresses this through leakage-safe preprocessing. The
method includes robust scaling, stratified sampling, under-sampling, outlier removal,
and out-of-fold target encoding for categorical variables. These operations protect the
integrity of the input data and support the logic of Article 10 of the EU AI Act, which
emphasizes data quality, data governance, data preparation, and bias mitigation for
high-risk Al systems, also supporting ESG and CSRD compliance.

The second module is the Diagnostic algorithmic core. It implements a stability
diagnostic model based on dispersion indicators: variance, interquartile range, and
95% confidence interval. Unlike standard validation relying only on average accuracy
or error, this module evaluates model stability across folds and complexity levels. It
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identifies the Knee point of complexity, where further model growth no longer
improves generalization and increases instability risk. In the stability experiment, the
Knee point was identified at 400 leaf nodes, with MAE = 242,906.

The third module is the Green Al guard. It implements the Sustainability scoring
model, known as the P-score. P-score is not only a predictive metric. It is a multi-
objective Model that combines predictive quality, training time, energy consumption,
and CO: footprint. Unlike standard approaches that select the model with the lowest
error, P-score penalizes resource-intensive configurations. In the Bitcoin LSTM
experiment, the Balanced model achieved a P-score of 0.86, while the resource-
intensive configuration achieved a P-score of 0.63.

The fourth module is the reporting layer. It transforms technical outputs into audit-
ready documents. The first artifact is the Model utility bill. It summarizes data
integrity, predictive performance, statistical stability, energy use, CO: footprint, and
resource efficiency. The second artifact is the ESG Audit Trail. It records
preprocessing versions, validation evidence, P-score results, training budget, final
model decisions, and regulatory-relevant information.

The simulations verified the practical value of Sentinel. In the fraud detection
experiment, the Adaptive data engine neutralized the initial 0.18% imbalance and
achieved an ROC-AUC of 0.9787 with a Support Vector classifier. In the stability
experiment, the Diagnostic core identified the Knee point at 400 leaf nodes and
produced dispersion-based evidence through Variance, IQR, and 95% Confidence
interval. In the Bitcoin experiment, P-score selected the more sustainable
configuration and avoided a resource-intensive model that emitted 8.4 times more
CO:s. In the LightGBM experiment, budget-aware training reduced the training cycle
by up to 52% while improving predictive performance.

Sentinel enables EU financial institutions to meet legal and organizational
expectations while improving operational performance. It supports EU Al Act-
oriented documentation through data governance, stability evidence, robustness
assessment, and audit-ready reporting.

Acknowledgments: This research is carried out within the framework of the
ERASMUS+ Jean Monnet project «Artificial Intelligence in the EU Financial
Institutions» (Project number 101127170 — AIFEU — ERASMUS-JMO-2023-HEI-
TCH-RSCH) and TURBO project (Project number 101129315-TURBO-Erasmus-
EDU-2023-CBHE). Views and opinions expressed are, however, those of the authors
only and do not necessarily reflect those of the European Union or European
Education and Culture Executive Agency (EACEA). Neither the EU nor the granting
authority can be held responsible for them.

1. European Parliament and Council. Regulation (EU) 2024/1689 laying down
harmonised rules on artificial intelligence. Official Journal of the European
Union. — 2024.

2. Bailey D.H., Borwein J.M., Lopez de Prado M., Zhu Q.J. The probability
of backtest overfitting. Journal of Computational Finance. — 2016. — Vol.
20, Ne4. — P. 39-69.

3. Dal Pozzolo A., Caelen O., Johnson R.A., Bontempi G. Calibrating
probability with undersampling for unbalanced classification. 2015 IEEE

~ 75~



The 15 International Scientific Conference «ITSec» May, 27-29 2026

Symposium Series on Computational Intelligence. —2015. — P. 159-166.
4. Strubell E., Ganesh A., McCallum A. Energy and policy considerations for

deep learning in NLP. Proceedings of the 57th Annual Meeting of the

Association for Computational Linguistics. —2019. — P. 3645-3650.

Hocaimkenns cnenudikauii ZigBee Ta crangapty IEEE 802.15.4

VIIK 004.7 Makcum Mapuenko', Cerenis Isanuenko?,
Irop Isanuenko®, Anna BacbkoBcbka®

Leporcasnuil ynisepcumem iHghopmayitino-KOMYHIKAYIUHUX MeXHON02il,
Imv.marchenko@duikt.edu.ua, *e.ivanchenko@duikt.edu.ua,
3i.ivanchenko@duikt.edu.ua, *a.vaskovska@duikt.edu.ua

P03po6eHHs TPOTOKOJILHOT CTPYKTYPH IepelaBaHHs TOBITOMIIEHb Y CEHCOPHUX
Mepeskax 3airicHoBasocs 3 2000 poky HayKOBHMH KOJIEKTHBAMH JIBOX OpTaHi3arliii:

e qinpoBoto rpymoo TG 15.4 xomirery IEEE 802 3i cranmapruzarii
LAN/MAN, ska 3aiimanacsi CTBOPEHHSM CTaHAapTy, IO BU3HAYa€e
nporokomu piBHiB PHY i MAC mns LR-PAN. Ilepma penaxmist
crargapty (IEEE 802.15.4-2003) Oyuma 3arBepmkeHa y skoBTHI 2003 p.,
a npyra Bepcist (IEEE 802.15.4-2006) - y BepecHi 2006 p.;

e rpymoro po3podOku crerudikanii ZigBee Alliance, misnpHICTH AKO1
Oyia crpsMOBaHA Ha CTaHAAPTU3AIII0 MPOTOKONIB BUIIMX piBHIB LR-
PAN. Ilepma penmakuis cranmapty (ZigBee Specification 1.0) Oyma
3aTBepykeHa y rpynHi 2004 p., a aBi HactymHi Bepcii (ZigBee
Specification 2006 Ta ZigBee Specification 2007) - y rpyani 2006 p. Ta
mucronaai 2007 p. BiAMOBITHO.

Crnenundikanii ZigBee nepenbayaroTh BUKOPUCTaHHS ABOX BEPXHIiX PIBHIB CTEKY
MIPOTOKOJIB BY3JiB HU3BKOIIBHIKICHHX MEpEX: MEpEeKEeBOro Ta IPHUKIAIHOTO,
BHACIIIOK 4YOTO 3arajibHa IPOTOKOJFHA CHCTEMa B3a€MOJIl BY3IIB Mae
YOTHUPHUPIBHEBY CTPYKTYpy (puc. 1). PiBHI B3aemopii, Bu3HaueHi cnenudikamisMu
ZigBee, (QyHKIIOHYIOTh SK HaaOyIoOBa HaJ pIBHAMH, pPErjJaMEHTOBAaHUMH
crargaptamu IEEE 802.15.4.

HeoOXiqHICTh CTBOPEHHSI NEPCOHATBHHX MEpeX i3 HEBHUCOKOIO IIBHAKICTIO
nepenaui nanux (Low Rate PAN - LR PAN), Ha piBHI KiTbKOX JAeCATKIB KOiT/C,
3yMOBJICHa TJIOOANBHOI TEHICHINEID 0 aBTOMATH3allil MPaKTUYHO BCiX cdep
JISUTEHOCTI JTIoquHU. Po3BUTOK HU3bKOMBHIKICHUX PAN BimOyBaBcs mapaieibHo 3
aBTOMaTH3alli€l0 MOOYTOBUX NMPUCTPOIB 1 BIPOBA/HKEHHSAM CHCTEM PO3IOALICHOTO
koHTpoio Ta ynpasminas (Distributed Control System - DCS), mounnatoun 3 80-x
pokiB XX cTOmTTSI. METOI IOCHIPKEHHS € aHali3 apXiTeKTypH, MPOTOKOIBHOI
CTPYKTYpHU Ta 0co0JnBOCTEeH (YHKI[IOHYBaHHS HU3BKOIIBHIKICHHX MEPCOHATIBHUX
Mepexx LR PAN, nobynosanux Ha ocHOBI ctanaapty IEEE 802.15.4 Ta cienudikartiit
ZigBee. Ixus HayKOBO-TeXHiYHa OCHOBA (hpOpMyBaIacs 3 1BOX KIIFOUOBUX CKJIaJ0BUX:

e 3 oxHOro OOKy, CTBOPEHHs LIMPOKOTO CIEKTpa CEHCOpiB (sensor) -
€JIEMEHTIB, MPU3HAYCHHX JJI1 BUMipIOBaHHS (Di3UYHHUX BETHMYHMH Pi3HOT
npupoar Ta (GOpMyBaHHs ENEKTPUYHUX CHTHAIIB, sIKi BiOOpaXkaioTh
3HAYCHHJ IIMX BCIIMYHH,
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