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Puc.2. Ctpykrypa CI/CD nponecy B DFD notamii

3anporoHoBana komb6iHaniss SSDF Tta STRIDE wmeromonoriii 3abesmeuye
cHCTeMaTHYHe BUSBJICHHS Ta mpiopuru3anito 3arpo3 B CI/CD mponecax.
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Currently, the digital transformation process is characterized by the active
introduction of artificial intelligence (AI) technologies at all levels of the education
sector. Adaptive learning platforms and intelligent systems are enhancing the
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efficiency of the learning process and enabling each learner to create a personalized
trajectory. However, this technological progress has also brought significant risks, the
most important of which is the issue of personal data privacy and security.

Since the data is of a confidential nature, any security threat in the education sector
has a high possibility of affecting an individual's future career or reputation in society.
The biggest challenge of the century is building an overall data protection model for
Al systems.

In the context of digitizing the educational process, artificial intelligence
technologies make it possible to collect data about learners on an unprecedented scale.
As noted by domestic scholar E.Y. Bidaybekov, informatization of education is not
just the introduction of technical tools; it is a complex process that requires adherence
to safety and ethical norms in shaping the learner's individual trajectory [1].

Foreign expert R. Luckin indicates that the possibility of collecting "invisible"
data (for example, pauses in task completion, emotional responses) by artificial
intelligence carries a risk of infringement of privacy [2]. This leads us to the problem
of storing data in an anonymous manner. At the same time, as demonstrated in the
research by C. Dwork, it has been found that "simple" anonymization does not hold
up under modern de-anonymization techniques, and it is necessary to resort to
"differential privacy" technology. [3].

In the space of law in Kazakhstan, personal data protection issues have been
thoroughly explored in the works of R.E. Zhatkanbayeva. The author suggests that
legislative regulation should be aligned with international regulation, especially
regarding the provisions of the GDPR. [4,5,6].

From a technical security point of view, local researchers B.B. Akmetov and A.A.
Biyakaeva suggest using cryptographic methods in the field of data integrity. This
solution is in line with the idea of “Federated learning,” which was introduced by B.
McMahan. This idea guarantees that the data doesn’t leave its source during the
training of an Al model [7,8].

For the security of the personal data used in Al, a protection model that is
comprehensive, suitable for different stages of data processing, has been developed,
as shown in Table 1. The model is a combination of technical regulations and laws.

Table 1
Data security model in Al systems
Stage Security Measure Technology Used
Collection Principle of Minimalism SSL/TLS encryption
Storage Data Anonymization AES-256 standard
Processing (Al) Local data processing Federated Learning
Accessibility Role-based access control model RBAC system

The table takes into account the architectural features of educational platforms,
and each level performs the following functional tasks:

Data collection and transmission stage. The major risk in this phase is the Man-
in-the-Middle attack. By using the SSL/TLS encryption protocols, the communication
channel between the learner's device and the server is secured, such that no third party
can intercept the information being sent. In addition, in line with the “principle of
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minimalism,” only the data required for the educational process is collected, thus
addressing the aforementioned risks proactively.

Data storage and anonymization. The information stored on the server should be
encrypted using AES-256 (Advanced Encryption Standard). AES is one of the best
encryption standards in the world. However, the information stored in the database
should not only be encrypted but also de-identified to avoid the identification of the
students in the future. This can be achieved by replacing the names with ID numbers.
In this way, the students can be protected even if the database is compromised.

Federated Learning technology for training Al models. In traditional Al
technologies, all the data is collected and stored in one place. This is a big problem.
The proposed Federated Learning technology is an extremely innovative approach for
education. The idea of this technology is as follows: the Al model is not trained on a
central server, but rather on each individual’s device (smartphone or laptop). Only
new mathematical parameters are transferred to the server, and personal information
is not transferred from the device. This is the highest level of privacy.

Access Management (RBAC). In an educational institution, access to data must
be strictly controlled. In the Role-based Access Control (RBAC) model, for example,
a teacher can only access his or her own group’s progress, and an administrator can
only access technical settings. This is based on the principle of “need to know.”

As shown by the analysis conducted, the key problem of Al-based education
systems lies in the “gap” between technological efficiency and ethical responsibility.
The educational institutions should follow the “Privacy by Design” principle. This
means that the security requirement should become the first need when creating any
kind of software product.

The strategy for the integration of Al technology in the education sector should
be accompanied by the development of digital literacy. An analysis of the research by
domestic and international scholars suggests that the development of a safe digital
learning environment can only be achieved by the simultaneous implementation of
technical protection and legislative regulation.
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