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CTBOPEHHS pIBHIB JocTymy 10 iH(opMamiiHUX pecypciB, OaraTodakTopHy
aBTEHTU(IKALIO EPCOHAITY, i30JIILI0 KPUTHYIHO BOXKIIHBUX CHCTEM YIPABIIHHS Bil
BIIKPUTHX MepeXkK Iepenadi MaHHUX, IyOJIIOBaHHS cepBepHOi iH(pacTpyKTypH,
BUKOPUCTAHHA 3aXHMIIEHHMX MOOUIBPHMX LEHTPiB YNPaBIiHHA Ta CTBOPEHHSA
aNbTEepHATUBHUX KaHANiB mepemadi iHdopmamii, HiABUINEHHA pIBHA 3HAHb 13
kibepOesmekn mepcoHanmy TI, BHKOPHCTAHHS CHCTEM INTYYHOTO IHTENEKTY JUIs
aHai3y PU3UKIB OO0 MOKIMBHX Kibep3arpos.

Konmeniro 6e3nekn T1 Ykpainu ciig OyayBaTé Ha OCHOBI CHCTEMHOTO MIIXOIY
sk GaraTopiBHEBY MOJENb OpraHi3aIlifHMX, MDKBIZOMYHX, TEXHIYHHX, HayKOBHX,
iHpopMmaniitHux Ta KibepOe3nekoBUX 3aXO[iB, SKi CTBOPIOIOTh HailHI yMOBHU
BukopuctanHs T1 Ykpainn.
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Modern corporate databases are characterized by a large number of interconnected
nodes, services and data exchange channels. Under such conditions, ensuring
cybersecurity becomes one of the key tasks. Traditional security mechanisms are
focused mainly on the analysis of individual events or network traffic, and cannot
fully assess the risks of multi-stage attacks implemented by sequentially
compromising network nodes. In this regard, the use of graph models becomes
promising, since they allow formalizing the structure of the network infrastructure and
assessing risks at the level of possible access paths to the database.

The relevance of the topic of using graph models to improve the effectiveness of
corporate database protection is substantiated in many studies. In work [1], the authors
showed the need to use structural graph attack models to detect complex lateral
movement scenarios. In paper [2], a model for assessing the cyber-physical security
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of industrial systems based on “AND/OR” attack graphs is proposed, which allows
identifying critical infrastructure components and minimal ways to compromise the
system. In study [3] a combination of Bayesian attack graphs with process mining is
proposed for dynamic risk assessment in real time.

Unlike the above approaches, in the proposed work, the graph model is combined
with an Al-based node anomaly assessment based on Isolation Forest, LSTM, and
Autoencoder, as well as an exponential risk model that takes into account the
cumulative impact of node criticality along the attack path to the corporate database.
This allows for adaptive risk assessment in conditions of variable network activity and
dynamic network segmentation. The purpose of the study is to develop a graph-based
model for assessing access risks to corporate databases in network infrastructure by
considering attack propagation paths, node criticality, and Al-driven anomaly
detection mechanisms.

The corporate network is proposed to be represented as a directed graph G=(V,E),
where V' is the set of network nodes (workstations, servers, routers, databases), and £
is the set of edges defining possible transitions between nodes.

This model makes it possible to describe potential attack propagation routes and
formalize the relationships between infrastructure components. To evaluate the state
of nodes, a combined Al-based approach using Isolation Forest, LSTM, and
Autoencoder models is applied. The anomaly level of a node is determined by the
following expression:

q,(1) =0 (0s, (v,0) + B8, s, (V1) + 75,15 (v,1)) ’ )

where S, Sy stm, and S5 are the outputs of machine learning models, o (+) is the
sigmoid normalization function, and g, (t) € [0,1] characterizes the suspiciousness
level of a node. a+p+y=1 - model impact factors

The probability of spreading an attack between adjacent nodes u-v of the network

is defined as:
pu,v (t) = V qu ([)M]v (t) (2)

Accordingly, the probability of attack traversal along a path mis calculated as the
product of transition probabilities:

P(ﬂ:ﬁt) = H puu(t)
(u,v)en (3)
Unlike conventional approaches, the proposed model makes it possible to assess
not individual incidents but the risk of reaching a critical resource through a sequence
of interconnected network nodes. For integrated risk assessment, an exponential risk
model is proposed:

R(r,t) = P(m,){ (DB)lexp(1)_1(v))

verw (4)
where /(v) denotes the criticality of a node, and A is the sensitivity coefficient of
the model, /(DB) — database criticality
With an exponential function, even a small increase in the number of critical nodes
can significantly increase the overall risk level. Model analysis shows that the most

~137~



The 15 International Scientific Conference «ITSec» May, 27-29 2026

dangerous routes are critical infrastructure nodes. Reducing the number of alternative
database access paths significantly reduces the overall risk of system compromise.
The results obtained confirm the effectiveness of the graph approach for assessing the
risks of accessing corporate databases. The proposed model provides a comprehensive
analysis of the network infrastructure, takes into account the structural features of the
attack propagation and can be applied in SOC and SIEM systems for automatic
management of cybersecurity policies. Prospects for further research include
integrating the model into real corporate networks, using industrial datasets, and
optimizing the parameters of the artificial intelligence model to increase the accuracy
of risk assessment.
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Inrerpauis Beankux MoBHUX Mozenel (LLM) y kopriopaTuBHi cucteMu 00poOku
iHpopMamii BiIKpUBa€ HOBI BEKTOPU aTaK, IO HE OXOIUTIOIOTHCS KIACHYHUM
amapatoM CTaTHYHOTO aHamizy. ATakd THITy prompt injection JIO3BOJSIOTH
3JI0BMHUCHUAKAM MAaHIITyJIIOBATH TIOBEIIHKOI MOJENi 4epe3 CTPYKTypOBaHUHA BXif
MIPUPOAHOIO MOBOIO, OOXOAAYH CUCTEMHI IHCTPYKIii a00 BUTATYIOUH KOH(IISHIIIHHI
naHi. PerynstopHi Bumoru - 3okpema EU Al Act (crarti 12, 13, 15) Ta qupekrtuBa
NIS2 - BHCyBalOTh J0JATKOBY BHMOTY: KOJKHE aBTOMAaTH30BaHE pillleHHs y cdepi
Oe3neku Mae OyTH ayOumonpuOamuum mda npoCMeHCy8aHum, IO TPHHIUIIOBO
HECYMiCHE 3  «YOPHOCKPHHBKOBMMH»  ML-knacugikaropami  3araJbHOrO
npu3HaveHHsL.[ 1,2]

IcHyroui miaxoam 10 GiNETpaIii MPOMNTIB MOIISIOTHCS HA JIBA TOMIOCH: TIPOCTL
KITFOYOBO-CJIOBHUKOBI (DUTBTPH 3 JETEPMiHOBAHOIO, ajlé HETHYYKOO JIOTiKO0 1 ML-
Kknacu(ikaTopH, Mo 3a0e3NedyroTh CEMaHTHYHE PO3YMIHHS [IHOK HEMPO30pOCTi Ta
pecypcomictkocti. JKoneH i3 MmiAXOAIB HE 3aJOBOJIBHSE OJHOYACHO KPHUTEPIsM
TOYHOCTI, IIBUAKO/II Ta ay ANTONPUAATHOCTI. PO3pHB MiXK LIMMU MOTIOCAMH BU3HAYHB
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