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riopunay ML+OPA apxitektypy, B sikiii ML Hanae iimoBipHicHI o3Haku, a OPA
3aJIMIIAETHCA €NMHAM aBTOPUTETHUM JIKEPEIIOM pillieHb.[5]

1. OWASP Foundation. OWASP Top 10 for Large Language Model
Applications, v2.0. 2025. URL: https://owasp.org/www-project-top-10-for-
large-language-model-applications/

2. Regulation (EU) 2024/1689 of the European Parliament and of the Council
(EU AI Act). Official Journal of the European Union, 2024.

3. Vakhula O., Opirskyy I. Al Development Security as Code (AISaC): A
Policy-Based Approach for Securing Al Engineering Pipelines. CEUR
Workshop Proceedings, Vol. 4024, 2025, pp. 170-185.

4. Open Policy Agent. Policy Language (Rego). URL:
https://openpolicyagent.org/docs/policy-language ~ (mata  3BepHEHHs:
25.04.2026).

5. Fernandez Saura P. et al. On Automating Security Policies with
Contemporary LLMs. arXiv:2506.04838, 2025.

Po3pobka apxiTekTypH 3aXHIIIEHOT0 MeHe:Kepa 00J1IKOBHX IAHUX 3
niaBuIeHo1o ctiiikictio 10 GPU-aTak

YK 004.056 Muxaiino Brosin', Onena I'omoBauosa®

Hayionanvnuii ynigepcumem «Odecvka noaimexnikay,
9650041 @stud.op.edu.ua’, holovachova@op.edu.ua’

AKTyaJbHICTE TeMH pOOOTH. 3pOCTaHHsA KiIBKOCTI BeOcCepBiciB, OHIAMH-
iaThopM Ta IHIIMX IU(PPOBUX PECYPCIB IPH3BOAUTH JI0 HEOOXITHOCTI CTBOPEHHS Ta
BHUKOPHUCTAHHSI BEJIUKOi KUIBKOCTI OOJIIKOBUX JaHUX. Y pe3yibTaTi KOPHCTyBadi
4acTO 3aCTOCOBYIOTH cllabKi a0 OJJHAKOBI MapoJi AJIs Pi3HUX CEPBiCiB, 110 3HAYHO
MiABHIIYE PU3UK HECAHKIIOHOBAHOTO JOCTYIY /0 1X AaHNX. MeHemKepn 00IiKOBHX
JAaHUX € HagifHUM pIilIeHHAM s LEHTPalli30BaHOTO, Oe3neyHoro 30epiraHHs
BEJIUKOT KUTBKOCTI OOJIKOBUX JaHUX KOPHCTYBaya.

Mertoro poGOTH € po3poOKa apXiTEKTYpH 3aXHIIEHOTO JOKAIFHOTO MEHEIKepa
0OJIIKOBUX JaHMX, SIKMH 3a0e3redye HajiiiHe 30epiraHHs HUIIXOM BHKOPHCTAHHS
kpuntorpadiunux anmroputmis AES-GCM Tta Argon2.

Opniero 3 HaiiHeOe3mewHIMX 3arpo3 € oduiaiH-nepebip mapons Mmichs
oTpuMaHHs (aiiny 3 aHuMH a0 pe3epBHOI Koril. Y TakoMy cleHapii 3T0BMHCHHK
MOX€ BUKOPHCTOBYBATH NOTY>kHi rpadiuni npounecopu (GPU) abo cnemiamizoBanux
cxeM (ASIC) st mepedopy BeMKOT KITBKOCTI BapiaHTIB.

Jns  mpotwaii 1bOMYy THIly arak B apXiTEKTypi MPOTpaMu AOIIIBHO
3aCTOCOBYBAaTH (DYHKIII BHBEACHHS KIIOYiB, CTIKi JO amapaTHOTO MPHUCKOPEHHS.
Haii0inbi po3noBcropkeHuM piteHHsM € Argon2 [1], skuii crieniansHo po3pobiaeHo
3 ypaxyBaHH:M 3arpo3, noB’s3anux 3 GPU Ta ASIC.

Menemxkep 007iKOBHX IaHuX OyayeTbesi 3a Takoro Jorikoro: 1) Kopucrysau
CTBOPIOE TONOBHHUIT mapounk; 2) [laponb He 30epiraeTbest HampsMy, a 00poOIEThCS
aropuT™MoM Argon2 (CTBOPIOETHCS X1 AJIs HePEBiPKM BBEACHOTO TAPOJIS IIPH BXOAI
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Ta CTBOPIOEThCSA KIIOW 11 mU(pPyBaHHA NaHWX); 3) Yci JaHi KOpHCTyBada
mmdpyroTbes Ta 30epiratoTeCsi B 3ammdpoBaHOMy BHIIIAL. MaiicTep-mapois
KOPHCTYBaua MPOXOAUTh depe3 Argon2 — OTPUMY€EThCA KII0Y MH(PYBaHHI — LUM
kimoueM yepe3 AES-GCM mudpyersbes 6a3a maposmis.

Ha BiaMiHy Bif KJIACHYHMX IIBHIKUX XeLIiB, Argon2 HaBMHCHO CIOBUIBHIOE
006poOKy KoskHOTO mapoJs. 1 KopucTyBada Iie 03Ha4Yae He3HaYHe 301IbIIeHHS Jacy
BXOZy, a AV 3JIOBMHCHHKA — pi3Ke 3POCTAaHHS OYIKYBaHHS IIPH KOXKHIA CrpoOi
nig6opy. Came Taka acCUMETpis 1 € OCHOBOIO KPUNITOrpaiqTHOTO 3aXUCTY.

GPU-araxu 6a3yroThCs Ha 31aTHOCTI TpaivHIX IIPOIECOPiB BUKOHYBATH BEIUKY
KUIBKICTh OJHOTHIIHUX oOmepauiii mapanenbHo. Came TOMY 3JIOBMHUCHHUK MOXKeE
MepeBipATH MUTBHOHU BapiaHTIB 32 KOPOTKMH Yac, SKIIO aJrOPUTM XCIIyBaHHS €
HEJOCTATHBO CKJIAJIHUM.

ApXiTeKTypa MeHeIKepa 00JIIKOBHX JaHUX PO3IiICHa Ha YOTUPH OKPEMi MO Ii:
1) Moxys aBTeHTH]IKALT — TPX MepIIOMY BXO/I BiIIOBIa€ 3a CTBOPEHHS MakicTep-
maposrs, IepeBipKy iforo HamiiHOCTI Ta cTBoproe (aitn aBTeHTHOiKaLil, B SKOMY
36epirarotscs nmapamerpu KDF anropurmy i xemr maposst. B momansimomy BHKOHYe
(byHKUIT epeBipky BBEICHOTO MapoJisi Ta HOro IepeTBOPEeHHs Ha KpUNTorpadiqHui
KIII0Y; 2) MOAynb 30epeXeHHS HaHuX — 3a0e3ledye 3YNTYBaHHS BBEACHHUX
KOpUCTYyBaueM JaHUX, IX IuQpyBaHHI Ta 30epexeHHs y daitn; 3) Momyns
3aBaHTAXXCHHS JaHUX — BIAIOBiJa€ 3a 3UATYBAaHHA Ta PO3IMU(PYBaHHS NAaHHUX 31
cxoBuIa; 4) MOYJb TeHEpaLii MapoJiB — CTBOPIOE MAPOIi, BiAMOBIAHO 10 3aaHUX
KOpHCTyBadeM IapameTpiB. ApXiTeKTypa HaBeaeHa Ha puc. 1.

Puc. 1. ApxitexTypa MeHeKepa OOIIKOBUX TAaHUX
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Argon2 3HIWKye e(QeKTHBHICTh TaKMX aTak 3aBASKA TPHOM BIACTHBOCTSM:1)
Argon?2 € anroputMoM [2], IKuil BUMarae 3HaYHOTO 00CATY OTIEPaTUBHOI aM SITi A1t
obuncnenus. GPU MaioTh BHCOKY OOUHMCIIOBAJIbHY MOTYXKHICTB, ajie HaM SITh JAJIA
KOXKHOTO TOTOKY OOMexeHa. SIKIo anroputM notpedye Oarato mam’sTi Ha OJHY
cnpoOy, TO KUIBKICTh OJHOYACHHX MEPEBIPOK Pi3ko 3MeHIIyeThes; 2) Xoua GPU
no0pe MiIXomITh JUI 3ajad i3 He3aIe)KHHUMH oO04MCIeHHSMH, Argon2 dopmye
3aJICKHOCTI MiXK OJIOKaMU TIaM’SITi TaK, IO aTaKa CTae€ MEHII e(peKTUBHOK; 3) Argon2
JIO3BOJISIE PETYIIOBATH OOCST ITaM’sITi KUTBKICTh MPOXO/IB, CTYMiHb MapainenizMy. Lle
JIO3BOJIAE MimiOpaTH MapaMeTpH, NPH SKUX BXIX M1 KOPHCTyBada 3aJHIIATHCS
3py4yHuM, ane GPU-araka craHe He BUTiTHOIO.

3anponoHOBaHa apXiTEKTypa MO€AHYE 3PYUYHICTh I KOPUCTyBaya Ta BUCOKUH
piBeHb KpUnTOrpadiyHOro 3aXHCTYy.
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The rapid transition to distance education has intensified the need for automated
assessment technologies capable of supporting instructors in evaluating large volumes
of student work [1]. In many learning management systems (LMS), assessment
remains predominantly manual, requiring significant time and leading to potential
subjectivity in scoring. Machine learning (ML) methods provide new opportunities
for automating evaluation processes and generating individualized feedback for
learners [2]. Unlike rule-based approaches, ML models can recognize linguistic
patterns, semantic relationships, and contextual nuances in student responses. This
study examines the application of machine learning methods for automated scoring
and real-time feedback generation in LMS environments, with particular attention to
adaptability, interpretability, and efficiency.

One of the most challenging aspects of distance learning is the evaluation of open-
ended student responses [3]. Manual assessment demands substantial instructional
resources and may result in inconsistent scoring across different evaluators. Existing
automated systems typically focus on multiple-choice or short-answer items that can
be assessed using pattern-matching techniques. However, such approaches cannot
adequately capture semantic depth, logical structure, or argumentative quality in
extended written responses. The central objective of this work is the development of
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