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Argon2 3HIWKye e(QeKTHBHICTh TaKMX aTak 3aBASKA TPHOM BIACTHBOCTSM:1)
Argon?2 € anroputMoM [2], IKuil BUMarae 3HaYHOTO 00CATY OTIEPaTUBHOI aM SITi A1t
obuncnenus. GPU MaioTh BHCOKY OOUHMCIIOBAJIbHY MOTYXKHICTB, ajie HaM SITh JAJIA
KOXKHOTO TOTOKY OOMexeHa. SIKIo anroputM notpedye Oarato mam’sTi Ha OJHY
cnpoOy, TO KUIBKICTh OJHOYACHHX MEPEBIPOK Pi3ko 3MeHIIyeThes; 2) Xoua GPU
no0pe MiIXomITh JUI 3ajad i3 He3aIe)KHHUMH oO04MCIeHHSMH, Argon2 dopmye
3aJICKHOCTI MiXK OJIOKaMU TIaM’SITi TaK, IO aTaKa CTae€ MEHII e(peKTUBHOK; 3) Argon2
JIO3BOJISIE PETYIIOBATH OOCST ITaM’sITi KUTBKICTh MPOXO/IB, CTYMiHb MapainenizMy. Lle
JIO3BOJIAE MimiOpaTH MapaMeTpH, NPH SKUX BXIX M1 KOPHCTyBada 3aJHIIATHCS
3py4yHuM, ane GPU-araka craHe He BUTiTHOIO.

3anponoHOBaHa apXiTEKTypa MO€AHYE 3PYUYHICTh I KOPUCTyBaya Ta BUCOKUH
piBeHb KpUnTOrpadiyHOro 3aXHCTYy.
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The rapid transition to distance education has intensified the need for automated
assessment technologies capable of supporting instructors in evaluating large volumes
of student work [1]. In many learning management systems (LMS), assessment
remains predominantly manual, requiring significant time and leading to potential
subjectivity in scoring. Machine learning (ML) methods provide new opportunities
for automating evaluation processes and generating individualized feedback for
learners [2]. Unlike rule-based approaches, ML models can recognize linguistic
patterns, semantic relationships, and contextual nuances in student responses. This
study examines the application of machine learning methods for automated scoring
and real-time feedback generation in LMS environments, with particular attention to
adaptability, interpretability, and efficiency.

One of the most challenging aspects of distance learning is the evaluation of open-
ended student responses [3]. Manual assessment demands substantial instructional
resources and may result in inconsistent scoring across different evaluators. Existing
automated systems typically focus on multiple-choice or short-answer items that can
be assessed using pattern-matching techniques. However, such approaches cannot
adequately capture semantic depth, logical structure, or argumentative quality in
extended written responses. The central objective of this work is the development of
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an intelligent grading mechanism capable of evaluating free-text answers while
preserving interpretability and transparency in the scoring process.

Previous research on automated assessment methods can generally be divided into
two categories: rule-based systems, which rely on predefined keyword lists and
scoring templates; machine learning systems, which learn to evaluate responses based
on features extracted from human-scored data.

Rule-based approaches are straightforward to implement but lack adaptability and
scalability across diverse linguistic styles [2]. Machine learning approaches,
particularly those combining TF-IDF representations with semantic embeddings,
achieve greater scoring accuracy but may introduce challenges related to model
interpretability. Additionally, existing work rarely addresses mechanisms for
generating real-time formative feedback for students. Therefore, there is a need for
hybrid models that integrate the robustness of linguistic rules with the flexibility of
machine learning to support both automated scoring and meaningful feedback
delivery in LMS environments.

The proposed method includes three core components: feature extraction, model
training, and feedback generation.

First, student responses undergo preprocessing through tokenization,
lemmatization, and stop-word removal, after which each text is represented using a
hybrid vector that combines TF-IDF weights and Word2Vec semantic embeddings.

Second, a regression-based prediction model (e.g., Random Forest or Linear
Regression) is trained on human-scored samples to learn a mapping between textual
features and score values.

Finally, after the model predicts a score, the system analyzes low-weight or
missing semantic features to automatically generate feedback in the form of corrective
suggestions or conceptual hints. This mechanism provides personalized feedback
while ensuring interpretability, as instructors may review feature contributions and
the rationale underlying the score.

The proposed model was experimentally evaluated on a dataset of manually
graded student responses obtained from an online learning course. Performance was
compared with a baseline TF-IDF + Cosine similarity scoring method. Results
indicate that the proposed approach achieved a higher correlation with human-
assigned scores and demonstrated stable performance across multiple evaluation runs.
Additionally, the system was able to process responses in real time and produce
feedback summaries for learners, which reduced instructor workload and enhanced
transparency in assessment practices.

In conclusion, this study presents a machine learning-based approach for automated
scoring and feedback generation in distance learning environments. The proposed model
integrates TF-IDF features, Word2Vec embeddings, and regression-based prediction to
achieve both accurate and interpretable evaluation results. Implemented as a microservice,
the system exhibits high scalability and usability within modern learning platforms. Future
research will focus on expanding the dataset, incorporating transformer-based language
models, and improving the personalization of generated feedback through more advanced
linguistic analysis techniques.
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Posrnsayto anroputMiuni ITICO, mo BHKOPHCTOBYIOTH I'€HEpaTHBHI MOJeI,
CHHTETHYHI MeJia, bot-swarming i MikporapreTuHr. BuzHaueHo THIOBI cueHapii
TaKUX aTak, IHJWKAaTOpH IX BHSBICHHS Ta 0a30By MOJENb pearyBaHH.
Ob6rpynToBano, mo mnporuamia Ll-mizcmmennm ITICO motpebye HE OKpeMHX
CIPOCTYBaHb, a y3TO/HKEHOTO UKy MOHITOPUHTY, MIPAaBOBOI OIIHKH, CTPATET1YHUX
KOMYHiKamii i MikBiztoMdoro oOMiHy iHnuKaropamu [1-5].

I'eneparuBuuii L1 3minuB He mume inctpymenTty IT1ICO, a # TeMn iX BUKOHAHHSI.
Sxmo panime iHpopmaliitHa oneparis moTpeOyBaia aBTopa, peIakTopa, MOHTaXepa
i Mepexi MOMIMpPEeHHS, TO HWHI 3HaYHy YacTHUHY LUKy MO)KHA aBTOMAaTH3yBaTH:
MOBHA MOJIeJIb TOTY€ BapiaHTH TEKCTYy, T€HEpaTop 300paKeHb CTBOPIOE Bi3yalbHUH
CYNIpPOBiJ, CHHTE3 TOJIOCY [a€ ICEBJOABTCHTUYHE aylio, a 00T- abo peknamHa
iHppacTpyKTypa HepeBipsie, sSIKMH Mece/DK Kpallle Jli€ Ha KOHKpeTHy rpymy. s
VYkpainm 1me He aOCTpakTHa TEXHOJIOTiYHA TeMa: pPOCifichbka arpecis MOETHYe
Kibepormepariii, nesindopmarito, TICUXOJIOTIYHU I THCK HAa  POAWHH
BIICHKOBOCIYKOOBIIIB 1 CHPOOM PO3KOJIOTH IOBipy MiXK BiHCBKOM, BIIQJIOI0 Ta
CYCITBCTBOM.

Anropurmiusi ITICO HOMiNBHO PO3TIANATH SIK 3MiHY apXiTEKTypH BIIUBY. Ii
OCHOBHMMH KoMmmoHeHTamu € synthetic identity, deepfake-kontent, LLM-
MIKpoTeKcTH Ta bot-swarming. CHHTETHYHI aKayHTH IMITYIOTb JIOKaJbHY
HPHUCYTHICTH 1 CTBOPIOIOTH BpaKeHHsI opraniynoi quckycii. Deepfake moxe O6ytu He
JIUIIE TTOBHICTIO CHHTETHYHHM BiJI€0, a i 3MiIIaHO0 (GOPMOIO: CIIPaBXkKHIN (parMeHT
BHCTYILY, 3MiHEHa ayi0IOpiKKa, 00pi3aHuil KOHTEKCT a0 TIOMIMPEHHS Yepe3 KaHal
i3 ToTroBOlO aymuropiero [3; 5]. LLM-MikpoTeKCTH IifOTH TOHIIE: KOPOTKL
MOBIMOMJIEHHSI  JJIsl  BIHCHKOBHX, POAHMH  BiCHKOBOCTY)KOOBIIIB, ~MEIHKIB,
€HEPreTHKIB, BOJIOHTEPIB YM MiCIIEBUX IPOMAJl MACKYIOThCS ITiJ] KOMEHTap, «iHcailm
abo no0yToBy nopany. Kpoc-miatdopmui XBuIIi iepeHocaTh HapaTuB Mixk Telegram,
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