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NPUCTPOIB y CKJIami Maph Mepexki By3miB KBaHTOBoi Mepexi. IlomepemnHso
pO3MoALIeH] KiII04i, CTBOPIOIOTHCS 3 BUKOPUCTAHHAM JaTYMKa BUMAIKOBHUX YHCE, 3
BY3J1iB KBAaHTOBOi MeEpexi, 3 JOCTAaBKOIO JOBIPEHHUM Kyp'€pOM 10 HOBOTO By3la
KBaHTOBO{ Mepexi. [Ticns mpoBeieHHs yCHILITHOTO C€aHCY KBAaHTOBOTO PO3MOAUICHHS
KITIFOYiB 3 HOBUM BY3JIOM KBaHTOBOI MEPEXi, JaHU By30J1 BBAKAETHCS MITKIIOYCHUM
JI0 KBAaHTOBOT MepeKi MPOTOKOJIY KBAHTOBOT'O PO3IOIICHHS KITIOYiB.

3. Knacuuni KBaHTOBI KIIIOYi 3aXHCTy KBaHTOBO-3aXHIIEHHX KIIOWIB IS
MIPOBEACHHS PO3MOALTY KBAaHTOBO-3aXHIIEHHX KIIOYIB [UII CHCTEM 3aXUCTy
iHdopmarii-kopucTyBadiB MOXYTh OyTH BHKOPHCTaHI KBaHTOBO-3aXHIIEHI KIIOYi,
po3moaieH] i3 3aXUCTOM Ha KBaHTOBHX KJIIOYaX IO KBAHTOBIH Mepexi MPOTOKOITY
KBAaHTOBOT'O PO3MOIIIEHHA KIIOYiB MK HOBHM BY3JIOM KBaHTOBOi Mepexi Ta
HEOOX1AHUMH LITFOBUMH BY3JaMH KBAHTOBOI MEpPExi.

3anponoHOBAaHO apXiTEKTYpy KBAaHTOBOI MeEpeXi KBaHTOBOTO PO3MOALTICHHS
KJIIOYIB 3MillIaHOT TOIIOJIOTIi, Ta HaBeIeHi BUMOTH 110 (YHKIIH KBAaHTOBOI Mepexi,
OTpHMaHI Ha OCHOBI 3aIllpOITOHOBAHUX IJXOJIB PO3MNOALTY KBAHTOBO-3aXHIIEHUX
KJIIOYIB Ta BUSBICHHX, IPH I[bOMY, OCOONMBOCTEH KBaHTOBHX mHpucTpoiB. Taka
KBAaHTOBAa Mepe)ka HaJIae MOXIIMBICTH PO3IOIUIATH KBAaHTOBO-3aXHIIEHI KIIOYi,
MepeaBaTy 3reHepOBaHi K04l Y TapH CHCTEM 3aXUCTy iH(pOpMaIii-KOpHCTyBadiB,
HAa OCHOBI 3alUTaHOTO CHCTEMaMH 3axHCTy iHQopMmamii-kopucTyBayamu
3a0e3MeyYeHHs KII0YaMHy, BHUPIIIYIOYM 3aJady 3MIiHH Ta JIOCTaBKH KIIFOYiB
mdpyBaHHSA.
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Multimedia objects on web resources are not only interface elements or user-
generated content, but also potential carriers of hidden cyber threats. Mechanisms for
loading images, video files, avatars, banners, and graphic containers create a separate
attack surface that often falls outside the scope of traditional web request scanning.
Hidden data can be embedded in the pixel area, frequency coefficients, EXIF/XMP
metadata, service segments, overlay areas, or polyglot files [1, 2].

The problem is that such modifications do not always alter the appearance of the
multimedia object and may not violate the format’s basic characteristics. Therefore,
checking only the file extension, MIME type, signature, or antivirus database does not
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provide sufficient reliability in detection. For web resources, this creates a risk of
bypassing download filters, covertly transmitting service markers, storing script
fragments, or preparing multi-stage attacks [1, 3].

The main groups of features characterizing hidden cyber threats in multimedia
objects of web resources have been identified, and the feasibility of their
comprehensive use within the framework of multimodal analysis has been
determined. Formally, a multimedia object is presented as a multi-level information
container:

M = {P,F,S, Meta, B}, (1)

where M is a multimedia object of a web resource; P is a pixel matrix or a
sequence of frames; F is a set of frequency features; S are structural elements of the
file container; Meta is EXIF/XMP metadata; B are behavioral features recorded
during the opening, decoding, previewing, or transformation of the object.

Model (1) provides a formalized description of a multimedia object as a container
comprising heterogeneous groups of features. Component P reflects changes in the
pixel domain, particularly those characteristic of LSB steganography; F describes
anomalies in the frequency domain, specifically in DCT or DWT coefficients; S
characterizes the integrity of the file structure, the consistency of signatures, MIME
type, and actual content; Meta covers hidden or atypical service fields; B reflects
behavioral manifestations that arise during the processing of the object in a controlled
environment.

To detect hidden threats, it is advisable to use statistical, structural, frequency-
based, neural network, and behavioral methods. Statistical analysis is used to study
entropy, histograms, correlations between pixels, and noise residuals. It is effective
for detecting some steganographic changes, but depends on the compression method,
image quality, and type of hiding [3].

Structural analysis makes it possible to verify whether a container conforms to the
declared format, as well as to detect redundant data, duplicate signatures, anomalous
service blocks, suspicious metadata, and polyglot structures [2]. Frequency analysis
is used to detect changes in DCT and DWT representations, which is relevant for
JPEG images and other lossy compression formats. Neural network methods enable
the automatic extraction of complex latent features that are difficult to formalize
manually.

Behavioral analysis complements static analysis by allowing us to assess how the
software environment reacts to a suspicious object. In a sandbox, honeypot, or decoy
environment, it is possible to capture events that do not occur during a standard file
analysis but arise when the file is opened, decoded, previewed, or transformed.

For practical application in web security, it is advisable to develop a
comprehensive risk assessment:

R(M) = wyAgrar + Wolstrucr + Walgreq + Walnn + WsApen  (2)

where R(M) - the overall risk of a multimedia object; Agq, - statistical anomalies;

Agtruct- structural abnormalities; Afqq- frequency deviations; A,y,- evaluation of a

neural network detector; Ap.,- behavioral abnormalities; wy, Wy, W3, Wy, W5 -
weighting factors for the respective groups of characteristics.
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A multimodal model makes it possible to assess a multimedia object as a potential
carrier of a cyber threat by taking into account a set of heterogeneous features,
including pixel-based, frequency-based, structural, metadata-related, and behavioral
characteristics. Such representation allows the object to be analyzed not only as an
image, video, or graphic file, but also as a complex information container in which
hidden modifications may appear at different levels.

To protect web resources, it is advisable to combine statistical, structural,
frequency-based, neural network, and behavioral methods within an integrated risk
assessment framework. This combination increases the reliability of detecting hidden
modifications in multimedia content, since each group of methods covers a specific
class of indicators and compensates for the limitations of the others.

This approach reduces the detection system’s reliance on a single type of indicator
and enables it to respond more effectively to various methods of concealing threats.
As a result, the assessment of multimedia content becomes more comprehensive and
better adapted to the detection of hidden cyber threats in web environments.
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Introduction. Modern scenarios for the use of Unmanned Aerial Vehicles (UAVs)
require solving complex routing problems in dynamic environments. This issue
becomes particularly acute when planning flights over territories containing restricted
access objects or critical infrastructure. Traditional approaches based on the complete
bypass of "No-Fly Zones" lead to significant time and energy expenditures.

Problem Statement. This study considers the applied task of constructing a UAV
route from point A to point C through a transit area B. Area B contains objects whose
coordinates are confidential. It is necessary to minimize the travel time while ensuring
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