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Forbidden and restricted access zones were defined for the objects in area B.

Analysis of Results. Statistical data processing demonstrated that as the number
of iterations increases, the distribution of results converges to a normal distribution.

The findings indicate that utilizing the dual-level model allows for an average
flight time gain of 19% compared to the maximum bypass trajectory. Such an
indicator is critically important for the operational planning of UAV missions,
particularly in electronic warfare, reconnaissance, and monitoring tasks under time-
sensitive conditions.

Conclusions.

1. The application of an adaptive trajectory model instead of rigid "No-Fly Zones"
significantly increases the efficiency of UAV utilization.

2. The dual-level access model ensures reliable protection of confidential
information regarding critical objects even during the physical transit of the vehicle
through their location zone.

3. The results confirm the algorithm's stability under the random distribution of
objects, allowing for its recommended integration into the intelligent control systems
of autonomous unmanned complexes.
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Po3Butok TexHomoriii cuHTely MoBieHHS Ta deepfake-ronocy cTBOproe HOBI
Kibep3arpo3u g CHCTEM pO3IMi3HABaHHS MOBIEHHSA. CHHTETHYHHH TOJIOC MOXKE
BUKOPUCTOBYBATHCS IS MiAMiHH 0CcOOM, 00XOIy TOJOCOBOi aBTeHTHUdiKamii 1
HECAaHKI[IOHOBAHOTO JOCTyIy 1O iHQOpMamiiHUX pecypciB. 3a TaKHX YyMOB
TpamuIliiHI MiAXOMH MO PO3Mi3HABAHHS MOBJICHHS, OPIEHTOBaHI MEPEBAXKHO Ha
TOYHICTb 1 IBUAKOIIIO, HE 320€3MeuyI0Th JOCTATHHOTO PiBHS 3aXUCTY JTaHHUX.

AKTyaJIbHICTh JJOCIIZDKEHHS 3YMOBJIEHA IIOLIMPEHHAM TOJIOCOBUX CEpBICIB i
OJTHOYACHHUM 3POCTaHHSAM JOCTYIHOCTI 3ac00iB reHepanii CHHTETUYHOTO MOBJICHHSL.
JUJIs CHCTEM pealibHOTO Yacy 0co0JIMBO BaXKIIMBHIM € CBOeuacHe BusBieHHs deepfake-
rojocy 06e3 iCTOTHOTO 301IbIICHHS 3aTPUMKH 00OPOOKH, OCKITBKH BiJl I[LOTO 3aJIEKHUThH
0e3reka JI0CTyITy 10 JaHKX 1 HaiiHiCTh pOOOTH MOBHHUX CEPBICIB.

MeTor0 po6OTH € MiABHIIEHHS PiBHS 3aXHCTy JaHUX Y CHCTEMAax PO3IMi3HaBaHHS
MOBJICHHSI peaNbHOro 4acy nusixom BusiBieHHs deepfake-rosocy Ta CHHTETHYHOTO
MOBJICHHSI Ha OCHOBI iHTEJIEKTYaJbHOTO aHai3y ay/i0MOTOKY.
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EdexruBue BusBinenns deepfake-ronocy Ta CHHTETHYHOTO MOBJIEHHS JOLLIEHO
po3riAgaté K OKpeMHi (YHKIIOHAJIBHMKA MOIyNb, IHTEIPOBAaHMK y 3arajbHy
CHCTEMY PO3Ii3HABAHHSA MOBJIEHHS. Takuil MOIyJb Ma€ NpalOBaTH MapaJie]bHO 3
OCHOBHHMMH eTanmaMu OOpOOKM ayIiOCHTHAIy Ta BHKOHYBAaTH IIONEPEIHIO OLIHKY
HOro aBTEHTHYHOCTI 1Ie J0 3aBEpIICHHS MPOLEeaypH po3mizHaBaHHs. Lle nae 3mory
HE JIMIIC TiJBUNIATH HAJIMHICTH IHTEpIpeTalii MOBHUX KOMaHJ, a i CBOEYACHO
3armo0irTé 00poOIli MOTEHIIIHO HEOE3MEYHOTO BXITHOTO CHTHAITY.

Jnst BUSIBIICHHST CHHTETHYHOTO MOBIICHHSI MOXKYTb BUKOPHCTOBYBATHUCSI O3HAKH
pi3HOI TIPHPOIY: CHEKTpalbHI XapaKTePUCTHUKH CHTHAIY, OCOOIMBOCTI 4acoBoi
CTPYKTYPH, HEIPUPOIHA CTAOUTBHICTE TEMOPY, aTUIIOBI EPEX0AN MK poHEMaMH, a
TaKOX BIAXWJICHHS B PUTMIKO-IHTOHALIMHIA opraHi3auii MOBIEHHs. Y MO€IHAHHI 3
IHTENEKTyaJlbHUIMH METOJaMU aHaNi3y Taki MapaMeTpH IO3BOJIIIOTH (OPMYyBaTH
OIIIHKY HMMOBIPHOCTI IITyYHOTO TIOXO/DKEHHS TOJNIoCcy. Y MeXax 3axHIIeHol
apXiTEeKTypH CHCTEMH PO3ITi3HABaHHS MOBIICHHS PE3yJIbTaTH TAKOTO aHAJIi3y MOXKYTb
BHUKOPHUCTOBYBATHCS JUTS aJalITUBHOTO KEPYBAHHS ITOJAIBIIMMH JisIMU cucTeMH. [1pu
MiJABUIICHOMY pIiBHI pPH3UKY MJOLUIGHO IHINIIOBaTH JOJATKOBY IIEPEBIpKY
KOpHCTyBada, OJIOKYBaTH JOCTYI 0 OKpeMHX (yHKIH abo mepeBoanTr oOpoOKy B
PSKUM MiIBUIICHOTO KOHTpoONto. Llel miaxim Ho3BoNs€ MOEAHATH BHUMOTH IO
LIBHIKOJI] 3 BUMOTaMu 10 Oe3meku 0e3 MOTipIIeHHsI KOPHCTYBAIBKOTO TOCBIdY.

Otxe, BusBieHHs deepfake-ronocy Ta CHHTETHYHOTO MOBJICHHS € Ba)KIHBOIO
CKJIaJJOBOIO MiABHIICHHS KiOEp3axXWIIEHOCTI CHUCTEM pO3Ii3HABAaHHS MOBJIEHHS B
peansHOMy 4aci. [HTerpamist iHTENeKTyaJbHUX MEXaHi3MIB aHali3y ayiOCHTHAIY B
apXiTEeKTypy TaKHX CHCTEM JIO3BOJISIE CBOEYACHO BHSBILSITH O3HAKHU IiAPOOIEHOrO
roJIoCy, 3MEHIIYBAaTH PU3UK HECAHKIIOHOBAHOTO JOCTYITy Ta ITiJBUILYBAaTH PiBEHb
3aXUCTy AaHMX. [IpakTH4YHE 3HAUSHHS IBOTO IMiIXOJy IOJATAE y MOXKIUBOCTI
CTBOPEHHS IalTHBHUX MOBHHUX CEPBICIB, Y KX 3a0€3MeUyIOTHCS HE JIUIIE TOYHICTh
1 MIBUAKOISL, @ i CTIHKICTh IO aKTyaJIbHUX Kibep3arpos.
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B ymoBax eBosromii minecnpsimoBaHux aTak (APT) Ta mommpeHHS CKagHOTO
IIKIJIMBOTO MPOrPaMHOro 3abe3leueHHs, TPaAWIidHI METOAM 3axXHCTy, IO
0a3yroThCs BUKJIIOYHO HA CUTHATYpaX, CTAIOTh HEJOCTATHIMHU. 3a AaHuMHu 3BiTy IBM
Cost of a Data Breach 2025, cepenHs BapTiCTh BHTOKY A@HHX Y CBiTi CATHYyJa
PEKOPIHUX MMOKA3HHUKIB, IO MiIKPECITIOE HEOOXITHICTh BIPOBAKCHHS PO aKTHBHUX
3aco6iB 3axucty [1]. OmHmM i3 HaWOINBII MEpPCIIEKTUBHHUX IHCTPYMEHTIB JUIS
BUpIMIEHHS i€l mpoOleMH € TOBEAIHKOBHW aHami3 Tpadiky, peani3oBaHHHA Y
BIIKPHUTHX MPOEKTax, Takux sk Stratosphere Linux IPS (SLIPS) [4].

Stratosphere Linux IPS - e MmomynbHa cucrema BusBieHHs BTopraens IDS/IPS,
110 0a3y€eTHCsI Ha aHANi31 OBEIIHKY MEpPeXeBUX MOTOKIB. Ha BiMiHy BiJ KITaCHYHUX
IDS, SLIPS opieHTOBaHA Ha BHUSBJICHHS MATCPHIB IIKIJTHBOI aKTUBHOCTI, TAKUX 5K
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