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CyuacHuH CTeK TeXHOJIOTIH /Ut aHami3y Tpadiky 3a monomoroto SLIPS Bkimrowae
iHCTpyMeHTH 3axoruieHHs Zeek i Suricata Ta oOpoOkM JaHUX Yy peaJbHOMY dYaci.
Bukopucranns anroputmis tuimy Isolation Forest miaTBepauno cBo e(peKTHBHICTH
JUsL  UIBUAKOTO BHSBJIEHHS aHoMmamii y BeOGTpadiky. Ilmarpopma SLIPS
BUKOpHUCTOBYE Redis mmst mBuakoro oOMiHy HJaHUMH MDK MOIYJISAMHU Ta MPOIOHYE
IHCTpYMEHTH Bi3yauizamii iHIuIeHTiB, Taki sk Kalipso.

OcoOnuBe 3Ha4eHHS Mae€ BIAKPHUTICTH JaTaceTiB, Ha sSKUX TpeHyerbess SLIPS,
Hanpuknan, Stratosphere IoT Dataset, mo 103BoJsIe IOCHIIHUKAM aJanTyBaTh
cucremy min crierudivni motpedu Linux-ceprepiB abo loT-iHppacTpykTyp.

Stratosphere Linux IPS npexcraBisic co6010 Cy4acHUi MPUKIAT IHTEICKTYaIbHOT
CHCTEMHU 3aXHCTy, fKa YCIILIHO TIOEJHY€E CTaTHCTUYHMI aHami3 3 MeToJaMM
rmbokoro HaB4yaHHA. 3actocyBaHHS SLIPS no3Bosisie 3HaYHO MiIBHUIIMTH PiBEHb
BUSIBJICHHS CKJIaTHHX KiOep3arpo3 3a paxyHOK aHajli3y JOBIOCTPOKOBOI MOBEAiHKH
By3JiB Mepexi. [lepcrnekTuBaMy 1MoJaablIIoro PO3BUTKY € BJOCKOHAICHHS MOJYIIB
aHami3y 3amugpoBaHoro Tpadiky Ta aBTOMAaTU3aIlsl pearyBaHHs Ha iHIMIACHTH [PS
mode B XMapHHUX CepeIOBUINAX.
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Over the past decade, the number of cyber incidents targeting small and medium-
sized businesses (SMBs) has grown at an accelerating rate. According to the Verizon
Data Breach Investigations Report (2024), 46% of cyberattacks in the United States
are directed at SMBs, while 60% of businesses that suffer a significant cyber incident
cease operations within six months [1]. At the same time, the SMB segment — over
33 million enterprises accounting for 44% of U.S. GDP [2] — remains critically
underprotected. The root cause lies not in the absence of standards, but in their
inapplicability under conditions of limited resources.

Existing information security frameworks — NIST Cybersecurity Framework 2.0,
ISO/IEC 27001:2022, and CIS Controls v8 — were designed primarily for large
organizations with dedicated security departments, certified personnel, and substantial
implementation budgets. For SMBs that typically lack any dedicated cybersecurity
specialist, full implementation of these standards is practically unfeasible.
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The objective of this paper is to develop and validate a practice-oriented
framework for risk assessment and information security policy implementation,
adapted to the specific organizational and resource constraints of SMBs, enabling
achievement of a baseline cybersecurity posture without dedicated security personnel
or significant financial investment.

Analysis of existing approaches revealed a systemic gap between academic
standards and the real capabilities of SMBs. Specifically, ISO/IEC 27001
implementation requires 6 to 18 months and external consultants; NIST CSF, despite
its declared scalability, provides no concrete tools for organizations without an IT
department; CIS Controls v8 encompasses 18 control groups, of which only a subset
is adapted to the SMB level [3-5].

Based on this analysis, the SMB Cybersecurity Framework: Assessment, Policy
& Implementation was developed. The framework implements a four-stage
methodology: (1) asset inventory and threat identification accounting for the
enterprise's industry-specific context; (2) risk prioritization using a likelihood X
impact matrix; (3) implementation of a minimum viable set of security policies —
password policy, access control, data protection, and incident response; (4) a phased
implementation roadmap with 30/90/180-day horizons and an employee security
awareness program.

A distinguishing feature of the proposed approach is its prioritization of
organizational over purely technical security measures. Practical consulting
experience demonstrates that the vast majority of successful cyber incidents against
SMBs are enabled by organizational vulnerabilities — absence of policies, inadequate
access control, low staff awareness — rather than technical infrastructure deficiencies.
Addressing organizational vulnerabilities is a necessary precondition for the
effectiveness of any technical security controls.

A comparative analysis of the proposed framework against existing approaches is
presented in Table 1.

Table 1
Comparative analysis of information security frameworks

Criterion NIST ISO/IEC | CIS Controls | SMB Framework
CSF 2.0 27001 v8 (proposed)

SMB-oriented No No Partially 209
No df:dicated security staff No No Partially 220
required
Minimal budget No No Partially Yes
Phased implementation Yes No Yes Yes
Staff awareness training Partially | Partially Yes Yes
Open access Yes No Yes Yes
Implementation complexity 7 9 6 5
(1-10, lower is better)

The framework is distributed in open access and designed for independent
implementation by SMB enterprises without external specialist involvement.
Application of the approach across enterprises in multiple sectors confirmed its
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practical feasibility and effectiveness in achieving a baseline cybersecurity posture
under constrained resources.

The following conclusions can be drawn from this research: 1) existing
information security frameworks exhibit a systemic gap with the actual needs of
SMBs, making their full implementation impractical under resource constraints; 2)
the proposed framework provides a practically achievable path to baseline
cybersecurity, bridging the gap between academic standards and the real capabilities
of small businesses; 3) prioritizing organizational security measures over technical
ones is the key principle of effective cybersecurity for SMBs; 4) a phased approach
with a 30/90/180-day horizon enables enterprises to systematically build their security
posture in accordance with available resources.
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ExcrioHeHIiiHe 3pocTaHHS OOCATIB JaHMX 3 BIJKPUTHX JUKEpeNl BHMarae
neperJisity MiaXoAiB 0 3a0e3nedeH s KoprnopaTuBHoi Kibepoesneku [1]. Tpaxuuiitai
METOAHM MOHITOPHHTY JEMOHCTPYIOTh HU3BKY €()eKTHBHICTh, OCKUIBKH (Pi3HUHO HE
3[IaTHI BIIOpATHCS 3 MOTOKaMH iH(opMmarii Ta reHepyloTh 0arato XUOHUX TPHUBOT.
ABTOMATH3aIlisl MIATOTOBKM KiOepaTak 3J0BMHCHHUKAMH 3yMOBIIOE MOTpeOy B
CUMETPUYHUX DINICHHSX, OI0 POOHUTH MPEBEHTUBHY CTPATETiI0 OE3MEKH KPUTHIHO
BOXIMBHUM (pyHIaMeHTOM ai1s OizHecy [2].

Meroto poGoTtn € po3poOka aBromarm3oBanoro iHctpymenta OSINT, skwii
BHKOPHUCTOBYE TEPEI0BI apXiTEKTypH IITYYHOTO iHTENEKTY, 30KpeMa OaraToareHTHi
mozmeni Ta Retrieval-Augmented Generation (RAG), xan1 BusiBICHHS Ta
KOMIIJIEKCHOT'O aHajli3y BEKTOPIB 3arpo3.

J10 KITFOYOBHX BEKTOPIB 3arpo3 HAJIEKaTh: 1) eKCIUTyaTallis 30BHIITHBOT MOBEPXHI
ataku (tiHpoBe [T); 2) rimboxke HI-npodinroBaHHs A7 aTak COLiaNBHOT iHXEHEPIT;
3) MacoBi BUTOKM KOHQIICHIIHHIX TaHUX y MyOIIYHUX PENO3UTOPIfX.

HaykoBa HOBHM3Ha MOCITIDKEHHS TIojsirae B iHTerpamii 0OararoareHTHOT
apxitektypu LangGraph i3 Benmkoro MoBHOI0 Mojesutio Gemini 3.1, sika BUCTyTIa€ K
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