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L{inHicTe MXOMy MOJATaE y CKOPOYEHHI Yacy MDK MOSBOIO O3HAK aTaky Ta
pimeHHsM 1mono  pearyBaHHA. Al-Momyne  Moxke — 00’emHaTM  HEBAATLY
aBTeHTU(iKaIlif0, HeTUNOBHI TpadiK, 3BepPHEHHS 10 KPUTHUIHOTO CepBepa Ta 3MiHy
MOBEIHKY KOPHUCTYBaya B OJHMH 1HIUAEHT i3 MiABUIIEHUM IpiopuTeToM. BogHouac
OCTaTOYHE PIIIeHHS Mae€ yXBaIOBaTH (haxiBellb 3 YpaxyBaHHSM OpraHizaliifHOTo
KOoHTeKcTy. OCHOBHUMH PH3HKAaMH BIPOBa/DKCHHS Al € 3aJexHICTh BiJ SIKOCTI
HaBYaJbHUX JAaHUX, XWOHOIO3WTHBHI a00 XWOHOHETAaTHBHI CHpalOBaHHS,
CKJIQ/IHICTh MTOSICHEHHS PIillIeHb 1 BPa3IMBICTh MoJenel 10 MaHImy i, OCKUIbKH
ISO/IEC 27005 po3risiae ynpaBiiHHS pU3UKaMH sIK Oe3nepepBHui nporec [4], Al-
pILIEHHS MAalOTh CYINPOBOKYBATHCS ayIUTOM [aHHMX, IEPEeBIPKOI0 MojeneH,
KOHTPOJIEM JIOCTYITy Ta XYPHAIFOBAaHHIM PEKOMEHALlii.

OTxe, IUTYYHUH IHTETCKT € TEPCHEKTUBHUM I1HCTPYMEHTOM MiATPUMKH
MPUAHATTSA pilieHb y KibepOesmer, o MiIBUILY€E MIBHAKICTh aHANI3Y, HOKPAIILye
MIpiOpHUTE3allil0 IHIMACHTIB 1 CIpusie OOIpyHTOBaHOMY pearyBaHHIO. [lomambrmii
JOCNI/DKEHHST JOIUILHO COpsAMyBaTH Ha mnosicHroBaHi Al-moxemi mis SOC-
CEepEIOBMII], OIIHIOBAHHS JOBIPU 0 aBTOMATU30BaHUX pEKOMEHMAIli i 3axuct Al-
MOJTYJIIB BiJl IJICCIIPSIMOBaHHX aTaK.
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Phishing remains one of the most common cyberattack vectors, utilizing social
engineering and technical masking techniques to steal confidential data.

With the emergence of automated tools, attackers have gained the ability to mass-
generate deceptive URLs and clone legitimate web resources, which reduces the
effectiveness of traditional security measures.

The use of comprehensive approaches to analyzing domains and links is critical
for countering phishing attacks, particularly zero-day attacks [1].
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The main objective of this study is to analyze the methods and criteria for
detecting phishing domains and URLs, as well as to evaluate their effectiveness,
speed, and practical feasibility in modern cybersecurity systems.

The process of identifying phishing resources involves checking various levels:
from analyzing the URL structure to examining the webpage content. For a
comprehensive review, 10 fundamental detection methods were identified.

1. Use of blacklists. The method is based on comparing the requested URL with
global databases of known malicious links (e.g., Google Safe Browsing, PhishTank).
If the domain is found in the database, access to it is automatically blocked. This is
the oldest and most basic approach to filtering internet traffic.

2. Use of trusted site lists. The method relies on utilizing global rankings of the
world's most popular and trusted domains (e.g., the top 1 million domain lists by
Tranco or Cisco Umbrella). Resources included in this list are considered safe by
default and are bypassed by the system without deep inspection. This approach works
as a fast pre-filter to separate the bulk of legitimate traffic [2].

3. Lexical analysis of URLs. The method examines the structure of the link itself:
URL length, presence of special characters, use of an IP address instead of a domain,
and typosquatting. It operates at the text level, detecting statistical anomalies that are
atypical for legitimate sites.

4. Analysis of DNS and WHOIS records. The method evaluates a domain's
reputation based on data regarding its registration, age, time-to-live (TTL), and history
of IP address changes. Phishing domains typically have an age of a few days and are
registered in cheap or free zones.

5. Hosting and network reputation analysis. Verifies whether the domain's 1P
address belongs to a specific Autonomous System (ASN) and evaluates the hosting
provider's reputation. Attackers often choose specific, abuse-tolerant data centers or
networks compromised by botnets.

6. Analysis of SSL/TLS certificates. Checks the presence, type, and issuer of the
cryptographic certificate. Today, domain name mismatches within the certificate or
the mass use of free solutions (Let's Encrypt) are analyzed, since the presence of basic
HTTPS is no longer a guarantee of security.

7. Analysis of HTML content and page structure. The method involves
downloading the page code to search for hidden iframes, suspicious login collection
forms, and external link mismatches (when a form sends data to a third-party domain).
The method records actual malicious activity on the site.

8. Visual analysis of the page. Takes a screenshot of the web page and compares
its graphic elements (logos, structure, color scheme) with reference samples of well-
known brands. It uses neural networks to evaluate the percentage of visual similarity
[3]-

9. Analysis of redirection chains. Tracks all HTTP redirects from the initial link
to the final page. Phishers often use multiple redirects through shortening services to
hide the final malicious domain from security filters [4].

10. Search indexing analysis. Checks whether the domain is present in the organic
search results of search engines (Google, Bing) and what its ranking is. Most phishing
sites do not have time to get indexed or are quickly blocked by search algorithms [5].
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Based on the comprehensive analysis conducted, the following conclusions can
be drawn: there is no single universal method for detecting phishing. The simplest and
fastest methods (blacklists, trusted lists of the top million domains) are excellent
primary filters due to their ease of implementation, but their standalone detection
effectiveness is insufficient against modern zero-day threats. Methods of visual
analysis and HTML content inspection demonstrate the highest accuracy, but they are
too slow for stream processing. Therefore, an effective modern phishing detection
system must be combined and include the following parameters: fast lists and lexical
analysis filter out mass traffic, after which resource-intensive content or visual
analysis using artificial intelligence is applied to suspicious links.
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Cy4vacHuit PO3BHTOK iH(pOpMAaIifHO-KOMYHIKaifHAX TEXHOJIOT1H
CYNPOBODKYETBCSI TMOCTIHHMM 3pOCTaHHSIM OOCATIB TepelaBaHHsS JaHUX Ta
HiIBHUIIEHHSM BUMOT 110 iX Kpunrorpadiunoro 3axucty. OcoONMBO aKkTyaJbHUMH €
3amaui  3abe3nedyeHHs  KoHOiAeHUiitHOCTI  iHGopMmanii y  GaraTopiBHEBHX
iHpopMaLiifHUX cHCTeMax, /¢ HeOOXiJHO MOETHYBAaTH BHCOKY KPHNTOCTIHKICTH i3
MIBUAKOJIEIO MpoLeciB MH(ppyBaHHs Ta Aemu(pyBaHHs. Y 3B’I3Ky 3 UM 3HAUHHH
IHTEepeC CTaHOBILITH KpHUNTOrpadidHi MeToAH, MoOyJOBaHI HAa OCHOBI CHCTEM
sammmkoBux kiaciB (C3K) [1, 2] ta Kuraticskoi Teopemu npo 3ammku (KT3) [3].

VY pobori [4] mocnimKeHO TeOpeTHIHI OCHOBH CHMETPHYHNX KPUITOAITOPUTMIB
y C3K Ta mokazaHo, 1110 KPUNTOCTIHKICTh TAKUX METOJIB BU3HAYAETHCS KINBKICTIO
MoayJiB i ix pospsanictio. [lomanpumii pO3BUTOK JAQHOTO HANPSIMY OB SI3aHUM i3
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