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Konreriis po3yMHOro Micta nepeabadae BAKOPUCTaHHS KiOephi3uIHUX CHCTEM,
y sxux loT-npuctpoi nmoeaHyoTs (Qi3u4Hi 00’€KTH iHPPACTPYKTYPH 3 LHUPPOBUMHU
cepBicaMM, CEHCOPHMMH Mepexamu, edge-By3inaMH, XMapHUMH IUIaTGopMaMu Ta
CHCTeMaMHt TMIATPUMKH pilleHb. BoHM 3a0e3nedyloTh TeleMeTpilo, IUCTaHIiiHe
KepyBaHHs, aBTOMAaTHYHE pearyBaHHS U IHTErpalilo 3 cepBicaMH OCBITJICHHS,
TPAHCIIOPTY, EKOJIOTIYHOTO MOHITOPHHTY, CHEPrOMEHEIKMEHTY, BOJOIIOCTAYaHHs Ta
Ge3reky rpoMajicbkux mpoctopis. KitrouoBoro nmpobiemMoro € Mepexea Oesneka [oT-
MPHUCTPOIB, OCKIJIBKH Yepe3 MEPEIKEBY B3AEMOIII0 EPENAIOTHCS IaHi MK CEHCOpaMH,
HUTI03aMM, IulatpopmMaMu  OOpOOJEeHHS W OmepaTOpCchbKUMH  iHTepdeicamu.
PosnoxineHicTe By31iB, pI3HOPIAHI MPOTOKOJIHM, OOMEXeHi pecypcH, Gi3udyHa
JIOCTYTNHICTh YaCTHHM O0JagHAHHs, OE3POTOBI KaHAIN W 3aJISKHICTD BiJl XMapHUX
CepBICIiB MiABUILYIOTh PHU3MK IEPEXOIUICHHS abo MigMiHH TeleMeTpil, BiIMOBH
CepBiCy, BTpPaTH KEPOBAaHOCTI BHKOHABYMMHM MEXaHi3MaMH Ta HOMHIKOBHX
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ynpasiiHchkux pimens[1]. s loT-cuctem me osHawae moTtpedy B Mopeni, IO
BPaxoBYy€e MapIIPyTH NepelaBaHHs JaHHX, CETMEHTAIIi10, IPaBuIIa JOCTYIY, XKypHaIn
MO, 3aXMILEHe OHOBIICHHS Ta B3a€MOJI0 3 XMapHUMHU Iuiatdhopmamu. ba3osi
BuMmoru loT-0Oe3neku mependavaroTh BiAMOBY BiJl YHIBEpPCAlIbHUX CTaHAAPTHHX
napoiniB, Oe3meuHe 30epiraHHsA OONIKOBHX [aHHX, KEPYBaHHS BPa3IUBOCTIMH,
OHOBJIEHHS IIPOrPaMHOr0 3a0e3MeueHHs i MiHIMi3aIlifo TOBEepXHi aTak [2].

OCHOBHMMHM  3arpo3aMH €  HepexomieHHs  Tpadiky, MITM-araxu,
HECAHKIIOHOBaHE MiAKIIOYEHHS BY3JiB, CKaHyBaHHS IIOPTIB, CIa0Ki mapouti, maMina
inenTudikaropis, araku Ha MQTT, CoAP, HTTP, Modbus TCP Tta mopyuieHHs
JOCTYIHOCTI.

Tabmums 1

OcHoBHI piBHI MepexeBoro 3axucty loT-npuctpois

PiBenn S . .

O0’eKTH 3aXUCTy Tunosi pusuku 3axucHi 3aX011
3aXHCTY

— CEHCOpH, HECAHKI[IOHOBaHU yHIKanbHi  OOJIKOBI  JaHi,
HDHCTPOIB KOHTPOJIEPH, IoCTym, cinabki maponi, | Ge3meune OHOBJICHH,
pHCTP BUKOHABYi MOIyJTi | Bpa3iuBa IPOLINBKA BHUMKHEHHS 3aiiBUX cepBiciB

KaHalu  3B’SI3KY,
MepexeBuit | U034,
piBeHb MapuIpyTH3aTOpH,

nepexoruieHds Ttpadiky, | mmdpysanns, VPN, TLS,
MITM-araku, DDoS, | cermenrauis, (dinpTparis

ITiIMiHa [IaKETIB adix
IPOTOKOJIH Tpadixy
edge-By3mn . KOHTPOJIb OCTYII
. SC-BY3IH, KOMIIpOMeTaist p FOCTYTY
PiBenb XMapHi  cepsicy, ooTvIly. BuTik nammx. | YPHATIOBAHHS,
mwiarhopm APIL, naneni | oo 5 | pesepByBaHHSI, SIEM-
HOPYIIEHHS JOCTYITHOCTI :
KepYBaHHsI MOHITOPUHT

IpakTnyna peanizamiss Mae moywHatvcs 3 iHBeHTapu3auii loT-mpuctpois i
kiacudikamii X 3a KpuTH4HiCTIO. {5 KOXKHOTO By3ja BH3HAYAIOTh (YHKIIIO,
MEpEeKeBy a/ipecy, IPOTOKOIN OOMiHy, piBeHb IOCTYIy, 3aJIeKHOCTI Ta HACITiAKH
kommpomerarii. Jlam (opMyIOTh OKpeMi CerMEeHTH Il KPUTHYHHX HPUCTPOIB,
TECTOBUX BY3JIB, aIMiHICTPaTHBHOTO JOCTYITy, IyOJIYHHX CepBiciB 1 mumardopm
00pOOGIICHHS JaHHX, 10 3MEHIITYE PU3HK TOPH30HTAIBHOTO MONIMPEHHS aTaKH.

TexuHiunmii 3axuct Mae BkIrodatd TLS s npuknagaux npoTtokorniB, VPN mist
BiAJIAJICHOTO  aJMiHICTpyBaHHs, cepTH(IKaTH  NPUCTPOIB  JUIT  B3aEMHOL
aBTEHTU(]IKaIlil, KOHTPOJIb IIICHOCTI MOBIJOMJICHb | KepyBaHHS Kitouamu. J{ms
obmexenux loT-By3miB ciif 3acTOCOBYBaTH JIETKOBAaroBi, ajie KpunrorpadiqHo
CTIHKI MeXaHi3MM, TIIO€AHAHI 3 KOHTPOJEM JOCTyNy, OHOBJICHHSAMH Ta
KYPHATIOBAaHHSIM.

MOHITOPHHT Mepex)eBOi aKTUBHOCTI € BaXJIHMBHM, 00 6araTto CEHCOpHUX i
BUKOHABUMX BY3JIB MalOTh IependadyBani mabnonn moseminku. O3Hakamu
KOMIIPOMETAIlil MOXKYTh OyTH pi3Ke 30UIbIICHHS 3’ €JHaHb, 3BEPHEHHS 10 HEBIIOMUX
azpec, 3MiHa 4YAacTOTH TeEpedaBaHHs TaHWX, HETUNOBI KOMaHAW abo cripodu
aBTEHTU(IKAIT 3 HEBITOMHUX JKepell. 3 OISy Ha aKTyaslbHi aTaku Ha JOCTYIHICTb,
EKCIITyaTalilo BPa3IMBOCTEH 1 3arpo3u JaHUM MOHITOPUHI TIOTPiOHO iHTErpyBaTH 3
pearyBaHHSM Ha iHIMACHTH [3].
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Jns  miABUINEHHS CTIMKOCTI CJiJl 3aCTOCOBYBAaTH IPHHIUI MiHIMAbHO
HEOOXIAHOTO JOCTYIy: MPUCTPiil B3aEMOJi€ JIHMIIE 3 pecypcaMy, MOTPIOHUMH s
fioro QyHKUi#, a aAMiHICTpaTHBHI iHTEp(eHcH 130I0I0ThCS Bifl MyOIIYHUX MEPEex i
3axXUIAOThC OaraTodakTopHo aBTeHTH(iKanieo. €Bpomelchbkuil miaxig 1o
KPUTUYHUX CYyO’€KTIB  aKueHTye Oe3lepepBHICTh  (YHKIIH, ypaxyBaHHS
B32€MO3AJICKHOCTEH 1 37]aTHICTh IO BITHOBJICHHS IIiCIISI iHIIUICHTIB [4].

Omxe, MepexeBa Oesmeka loT-mpucTpoiB € 0a30BOI0 yMOBOIO HaAiHHOCTI
KibepdiznyHNX cHCTEM pPO3YMHOro Micra. 3alpONOHOBAaHHN IiJXiJ OXOILUIIOE
aBTeHTH(]IKaIlifo, MU(PPYBaHHS, CErMEHTAII0, MOHITOPHHT, XypHAIIOBaHHS Ta
pearyBanHs. [lomampini JOCTIKEHHS AOLIUIBHO CHPSMYBaTH Ha aBTOMAaTH30BaHE
BUSBJICHHS aHOMAiil Tpadiky, amanrtanito Zero Trust i MOZJETi OIIHIOBAaHHS PU3UKIB
s pisHuX loT-mepex.
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The cyber resilience of virtual communities on social networking services is
determined by their ability to maintain functionality, uphold trust among participants,
ensure communicative continuity, adapt to disruptive influences, and recover from
them. One factor reducing cyber resilience is Al bots, which can mimic human
behavior, automatically generate messages, perpetuate specific narratives, provoke
conflicts, and complicate the detection of coordinated inauthentic activity [1-2].

The urgency of the issue is heightened by the fact that Al is already considered
one of the defining factors of the modern cyberthreat landscape. In particular, ENISA
notes that Al is used to enhance social engineering, generate content, and increase the
effectiveness of destructive campaigns [3]. In the case of virtual communities, the
danger lies not only in the spread of misinformation but also in the gradual degradation
of the socio-technical environment.

The goal is to identify sets of indicators that can be used to assess the impact of
Al bots on the cyber resilience of virtual communities on social networking services.

Existing research has primarily focused on bot detection, disinformation analysis,
automated moderation, network resilience, and the assessment of behavioral
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