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Jns  miABUINEHHS CTIMKOCTI CJiJl 3aCTOCOBYBAaTH IPHHIUI MiHIMAbHO
HEOOXIAHOTO JOCTYIy: MPUCTPiil B3aEMOJi€ JIHMIIE 3 pecypcaMy, MOTPIOHUMH s
fioro QyHKUi#, a aAMiHICTpaTHBHI iHTEp(eHcH 130I0I0ThCS Bifl MyOIIYHUX MEPEex i
3axXUIAOThC OaraTodakTopHo aBTeHTH(iKanieo. €Bpomelchbkuil miaxig 1o
KPUTUYHUX CYyO’€KTIB  aKueHTye Oe3lepepBHICTh  (YHKIIH, ypaxyBaHHS
B32€MO3AJICKHOCTEH 1 37]aTHICTh IO BITHOBJICHHS IIiCIISI iHIIUICHTIB [4].

Omxe, MepexeBa Oesmeka loT-mpucTpoiB € 0a30BOI0 yMOBOIO HaAiHHOCTI
KibepdiznyHNX cHCTEM pPO3YMHOro Micra. 3alpONOHOBAaHHN IiJXiJ OXOILUIIOE
aBTeHTH(]IKaIlifo, MU(PPYBaHHS, CErMEHTAII0, MOHITOPHHT, XypHAIIOBaHHS Ta
pearyBanHs. [lomampini JOCTIKEHHS AOLIUIBHO CHPSMYBaTH Ha aBTOMAaTH30BaHE
BUSBJICHHS aHOMAiil Tpadiky, amanrtanito Zero Trust i MOZJETi OIIHIOBAaHHS PU3UKIB
s pisHuX loT-mepex.
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The cyber resilience of virtual communities on social networking services is
determined by their ability to maintain functionality, uphold trust among participants,
ensure communicative continuity, adapt to disruptive influences, and recover from
them. One factor reducing cyber resilience is Al bots, which can mimic human
behavior, automatically generate messages, perpetuate specific narratives, provoke
conflicts, and complicate the detection of coordinated inauthentic activity [1-2].

The urgency of the issue is heightened by the fact that Al is already considered
one of the defining factors of the modern cyberthreat landscape. In particular, ENISA
notes that Al is used to enhance social engineering, generate content, and increase the
effectiveness of destructive campaigns [3]. In the case of virtual communities, the
danger lies not only in the spread of misinformation but also in the gradual degradation
of the socio-technical environment.

The goal is to identify sets of indicators that can be used to assess the impact of
Al bots on the cyber resilience of virtual communities on social networking services.

Existing research has primarily focused on bot detection, disinformation analysis,
automated moderation, network resilience, and the assessment of behavioral
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anomalies [3]. Such approaches are important because they enable the identification
of suspicious accounts, the classification of destructive content, and the detection of
specific signs of coordinated influence. At the same time, their limitation lies in their
fragmentary nature: they do not always reveal whether a community maintains its
cyber resilience after exposure to Al bots.

It is advisable to view Al bots as a factor in the systemic destabilization of a virtual
community, affecting the four interrelated dimensions of its cyber resilience (Fig. 1).
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Fig. 1. Dimensions of a virtual community’s cyber resilience

The communicative dimension encompasses an increase in the proportion of
repetitive or formulaic posts, a decline in the depth of discussions, a rise in the number
of contentious debates, the spread of toxic reactions, and a decrease in substantive
reciprocity among participants. The behavioral dimension includes abnormal posting
frequency, synchronized actions by groups of accounts, unnatural activity, sudden
spikes in comments or reactions, and uniformity in communication patterns. Trust-
related indicators are associated with a decline in real user participation, a suspicious
increase in the number of new accounts, the fragmentation of discussions, and a
weakening of social support within the community. Moderation-related indicators
characterize an increase in the number of complaints, longer response times from
moderators, the reappearance of destructive content, and an increase in the number of
repeat violations.

Unlike approaches that assess only signs of the presence of bots or bot-like
activity, the proposed approach focuses on evaluating their impact on the functioning
of the community. This allows us to view Al bots not merely as a technical or
informational risk, but as a cybersecurity factor that can alter the structure of
interactions, participant behavior, communication channels, and the effectiveness of
moderation mechanisms. In this context, structural stability is just one component of
broader cyberresilience: a community may maintain formal activity but lose the trust
of its members, engage in destructive communication, and lose its ability to recover.

A limitation of the proposed approach is the difficulty of reliably distinguishing
between Al bots, ordinary automated accounts, and overly active real users. An
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additional challenge is the uneven access to data across different platforms,
particularly to moderation logs, interaction histories, and account metadata.

Further research should focus on building a model of a virtual community in
which the proportion of Al bots, the intensity of their activity, the level of toxicity,
and the speed of moderation vary. This will allow us to identify empirical threshold
conditions under which Al bots do not yet disrupt community functioning, as well as
critical states under which significant destructive effects, fragmentation of
interactions, and a decline in cyberresilience occur.
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CrpiMKHi PO3BHTOK BEJIMKMX MOBHHMX Mozened (LLM) rta ix iHTerpaumis B
IHTENeKTyaJbHUX areHTiB CTBOPWJIM HOBI BEKTOPU 3arpo3, cepel SKHX BHTIK
cucteMHuX iHCTpykid (Prompt Leakage) crae onmHi€ro 3 HAWOIIBII KPUTHYHHX
mpo6iem Oe3neku. List Bpa3muBiCTh MOMsTae B HCHABMUCHOMY PO3KPHTTI IPUXOBAaHUX
HAJIAIITYBaHb, $Ki BH3HAYAIOTh JIOTIKY TIOBEMIiHKH, OOMEXEHHS Oe3meKkH Ta
omepauiiiHi mapamerpu mozeni [1]. B cyuacHiit ekocuctemi LI cucremHi iHCTpyKIIii
MIEPETBOPIOIOTHCS HA HANIIHHIIINN aKTHB 1HTEJIEKTYaIbHOI BIACHOCTI, IO CTBOPIOE
OpsIMi CTUMYJIH IS 1X BUKPAJCHHSI.

Mera nocnmifUkeHHsI MOJATae y MPOBEACHHI aHali3y aTak Ha BHUTIK CHCTEMHHX
IHCTPYKILIH, JOCIIKEHHI BHYTPILIHIX MeXaHi3MiB iX peaiizauii a1 3a0e3nedeHHs
0e3MeKH iHTeNneKTyanbHol BiacHoCTi B ekocucTeMax LlII-areHTiB.

Cucremni inctpykunii y LLM QyHKIIOHYIOT SIK IPHXOBaHUH IIap yNpaBIIiHHA,
10 33/1a€ POJIb MOJIENI, 11 TOH Ta MEXi JO3BOJICHOT B3a€MOIil. Y Cyd4acHHUX areHTHUX
CHCTeMax BOHM €BOJIIOIIOHYIOTH Bifl MIPOCTHX TEKCTOBHUX NPOMIMTIB 0 MOJIYJIBHUX
MAKeTiB HABUYOK, SIKi TOETHYIOTh poOOUi MPOIECH, BUKOPUCTAHHS IHCTPYMEHTIB Ta
cnerudivni nomeHHi 3HaHHsA. CyTHIiCTh aTak Tumy Prompt Leakage 0Oasyerbcs Ha
eKkcrTyaranii (pyHIaMeHTaIbHOT 3IaTHOCTI MOJENEH O OBTOPEHHS KOHTEKCTY, 10
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