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pimens: aBToHOMHOI KoHTeHHepHOi iardpopmMu UNIWA nHa ocnoBi OpenStack Ta
Docker [1] ta mnar¢popmu EMP mis bootcamp-popmaty Ha 6—11 BipTyamnbHHX
MampHax [2]. BiaMiHHICT monsirae y KOMOIHOBAHOMY BUKOPUCTaHHI BIpTyalbHUX
MaIlliH 1 KOHTeitHepiB Ha 0a3i rimepsizopa piBHsA 3akiany ocBitd (Proxmox VE)
3aMICTh XMapHUX IaT(opM, 10 3HWXKYE Oap’€py BOPOBAIKEHHS ATl PETiOHATBHUX
yHiBepcuTeTiB [3].

Pesynprat  anpo6ariii MiATBEpUKYIOTh IPAIE3aTHICTh  3allpOIIOHOBAHOT
merononorii. Konreinepmsarniss CTFd-cepsiciB i cermenramisi Mepexi firewall-
MpaBWIaMH 3a0e3NeYMId TOBHY I30JBI[I0 BPa3IMBUX CEPBICIB BiJ IUTaTHUX
HaBYAIBHUX CEpPEelOBUII MPOTIAroM 24 roauH podotu. MexaHi3Mm 3HIMKIB Proxmox
VE 103BOJMB IIBHIKO MOBEPTATH CEPEIOBHUINA Y BUXITHUN CTaH MK payHIamu 0e3
BIUIMBY Ha cycinHi komanau. PakTuune HaBaHTakeHHA mif yac 3maranHs (CPU mo
50 %, RAM 6mm3pk0 90 %) 3amummnocs HIDKYUM 3@ TPAHUYHI TOKa3HUKH CTCHIY
(850 omnowacanx HTTP-3'ennans, 1,8 I'Git/c Tpadiky), oo CBITYNTH NPO HasIBHUH
3amac HOTYXHOCTi. Po3poGnena meromonoris npuiatHa miust npoBeneHHs CTF-
3MaraHb perioHabHOro Macmralby Ha 6a3i KiOepIoJiroHiB 3akjaziB OCBITH 3 open-
source CTEKOM BipTyaui3artii.
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Social media have become the primary channel for interpersonal and mass
communication: according to DataReportal estimates, in 2025 they were actively used
by more than 5.2 billion people — about 64 % of the world population. Modern
platforms accumulate unprecedented volumes of personal data: contacts,
geolocations, biometric templates (face and voice recognition), interaction history,
behavioural patterns and psychometric profiles. The combination of these data with
artificial intelligence tools, in particular Al-based open-data aggregation and
generative models (deepfake), creates qualitatively new risks to the privacy and
information security of users, organisations and the state as a whole [1, 2].
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The objective of the work is to systematise current threats to privacy and
information security in social media and to substantiate a complex of technical and
organisational measures that mitigate these risks both at the level of the platform
provider and at the level of the end user.

The relevance is driven by the rapid growth in the number and scale of incidents.
According to ENISA Threat Landscape 2024, social media remain among the top
three vectors for phishing and account takeover; large-scale leaks such as the 2021
Facebook incident (533 million records) and recurring compromises of the open APIs
of X (Twitter), Telegram and LinkedIn demonstrate the systemic nature of the
problem [3]. An additional factor in the Ukrainian context is the hybrid information
operations under the conditions of the war: social media are actively used for
coordinated disinformation, adversarial OSINT, profiling of military personnel from
open posts and targeted phishing against the civilian population [2, 3].

The scientific novelty consists in systematising threats with regard to modern
capabilities of Al-based open-data aggregation and generative synthetic content
models, and in formulating a two-level «platform — user» protection model that
combines technical means, regulatory requirements and behavioural practices of users
[4].

As a result of the study, five main classes of threats have been identified. 1)
Personal data leaks caused by attacks on platforms, open APIs and third-party
applications (SQL injections, authentication vulnerabilities, cloud-storage
misconfigurations). 2) Social engineering: phishing through direct messages and
links, spoofing of trusted contacts, account takeover via password guessing and SIM-
swap attacks. 3) Profiling and de-anonymisation through Al aggregation of open
sources (OSINT) — combining data fragments from several platforms makes it
possible to re-identify a person even in cases of formal anonymisation [2]. 4)
Manipulative content: video and voice deepfakes, disinformation narratives,
coordinated inauthentic behaviour (CIB) of botnets. 5) Disclosure of metadata and
geolocation through EXIF data of photos, check-ins, messenger activity and
background telemetry collection by client applications.

To mitigate the listed threats, a two-sided complex of measures is proposed. On
the platform side: implementation of the «privacy by design» principle, minimisation
of collected data, end-to-end message encryption (E2EE), restriction of OAuth token
scopes, anomaly detection based on machine-learning models (graph neural networks,
ensembles of outlier-detection algorithms), automated labelling of synthetic content
with digital watermarks (in particular C2PA manifests), regular independent security
audits and bug-bounty programmes. On the user side: multi-factor authentication with
FIDO2 hardware keys, regular audit of third-party application permissions, restriction
of public profile telemetry (private account, disabled geotags), use of different e-mail
addresses for different platforms, and a critical attitude towards unverified content,
especially audio and video recordings concerning sensitive topics.

At the organisational level, enterprises and public institutions should implement
acceptable-use policies for social media, regular cyber-hygiene training, DLP
solutions and formalised DPIA procedures for any integrations with external
platforms and APIs, in line with GDPR and Law No. 2297-VI.
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Of particular interest are emerging privacy-enhancing technologies (PETs) that
can be deployed at the platform level: differential privacy for analytical queries,
federated learning that enables training of ML models without centralising user data,
homomorphic encryption for confidential computation, and zero-knowledge proofs
for age or identity verification without disclosing the underlying attributes. Pilot
deployments of these mechanisms by major operators (Apple, Google, Meta)
demonstrate the feasibility of combining service functionality with strong privacy
guarantees, although wider adoption still requires industry-level standardisation,
economic incentives and clear regulatory expectations.

Conclusions. Security in social media is a complex socio-technical problem at the
intersection of technical, legal and behavioural aspects, which cannot be solved by
one party alone. The combination of platform-side protection mechanisms,
requirements of GDPR and Law No. 2297-VI, organisational policies and conscious
user behaviour substantially reduces the risks of leaks and manipulation. Further
research should focus on ML models for detecting coordinated inauthentic behaviour
and on adapting regulatory mechanisms to the challenges of generative Al.
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[TyOnivyni GMOKYEHHM 3a CBOEIO KOHLEMIIEI € MPO30PHMH — BCi TpaH3aKIil
JOCTYIHI JUIA Tepersigy, IO CTBOPIOE MpodiaeMy KOHQIIeHIIHHOCTI IS
3aCTOCYBaHb, LII0 ONEPYIOTh YyTJIMBHMH JaHUMH. BuHHKae noTpe6a B epeKTHBHOMY
CUMETPHUYHOMY IIH(pYyBaHHI, sKke 3a0e3MeYuTh NPUBATHICTH O3 BTpaTu
MPOAYKTHBHOCTI Mepexi. MeTor IOCHiPKeHHS € po3poOka MeTomy iHTerparii
HEePCHEKTHBHOIO TOCTKBAHTOBOTO OiokoBoro mudpy «Kumapuc» y Oiokdeiin-

~238~



