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Of particular interest are emerging privacy-enhancing technologies (PETs) that
can be deployed at the platform level: differential privacy for analytical queries,
federated learning that enables training of ML models without centralising user data,
homomorphic encryption for confidential computation, and zero-knowledge proofs
for age or identity verification without disclosing the underlying attributes. Pilot
deployments of these mechanisms by major operators (Apple, Google, Meta)
demonstrate the feasibility of combining service functionality with strong privacy
guarantees, although wider adoption still requires industry-level standardisation,
economic incentives and clear regulatory expectations.

Conclusions. Security in social media is a complex socio-technical problem at the
intersection of technical, legal and behavioural aspects, which cannot be solved by
one party alone. The combination of platform-side protection mechanisms,
requirements of GDPR and Law No. 2297-VI, organisational policies and conscious
user behaviour substantially reduces the risks of leaks and manipulation. Further
research should focus on ML models for detecting coordinated inauthentic behaviour
and on adapting regulatory mechanisms to the challenges of generative Al.
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[TyOnivyni GMOKYEHHM 3a CBOEIO KOHLEMIIEI € MPO30PHMH — BCi TpaH3aKIil
JOCTYIHI JUIA Tepersigy, IO CTBOPIOE MpodiaeMy KOHQIIeHIIHHOCTI IS
3aCTOCYBaHb, LII0 ONEPYIOTh YyTJIMBHMH JaHUMH. BuHHKae noTpe6a B epeKTHBHOMY
CUMETPHUYHOMY IIH(pYyBaHHI, sKke 3a0e3MeYuTh NPUBATHICTH O3 BTpaTu
MPOAYKTHBHOCTI Mepexi. MeTor IOCHiPKeHHS € po3poOka MeTomy iHTerparii
HEePCHEKTHBHOIO TOCTKBAHTOBOTO OiokoBoro mudpy «Kumapuc» y Oiokdeiin-
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iHdpacTpykTypy s 3abe3medeHHS KOH(QINEHIIHHOCTI JAaHMX y TpaH3aKLisfxX i3
30epexeHHsIM Bepru(iKOBAHOCTI Ta iTiCHOCTI.

BnokoBuii mmdp «Kumapucy [1] Oyao po3pobieHo 3 ypaXxyBaHHSAM BUMOT J0
MMOCTKBAaHTOBHX NPUMITUBIB. [lepeBaraMu airopuTMy € BUCOKA IIBUAKOIS, CTIHKICTD
10 nudepeHIiaTbHOr0 KPUITOaHai3y, MOCTKBAaHTOBA CTIHKICTh [2].

3anporoHOBaHa CXeMa KPHNTOTrpadidHOro 3aXUCTy Oa3yeThCs Ha ITO€XHAHHI
CHMETPHYHOTO MM(PYBaHHS, ITOCTKBAHTOBHX NPHUMITHBIB Ta IEHEHTPai30BaHUX
TEXHOJIOTIH ISt 3a0€3MeUeHH [{IJIICHOCTI JaHUX.

Hwxde onucaHi KIIOYOBI eTaly UKy Ti0pUIHOTO MU pyBaHHS.

1) Tenepayis kmoua. CTBOpEHHsI BUIIAIKOBOTO CeCiiiHOTO Kittoua (256/512
OIT 3aJeXHO Bi HEOOXITHOTO PIiBHSA CTIHKOCTI) i3 BHKOPHCTaHHSAM
KpunrorpadiqHo cTiKoro reHeparopa IceBIOBUIIAIKOBIX YHCEIL.

2) Llugpysanus danux areopummom «Kunapucy. Buxopuctanuas ARX-
apXiTEeKTypH alropuTMy 3abe3leuye BHCOKY IIBHIKICTH 0OpOOKH Ha
MIPUCTPOSX 3 OOMEKEHUMH peCcypcaMy Ta MiHIMAIIBHY 3aTPHMKY.

3) Inxancynayis xknoua. 3aXMCT CECITHOTO KITIOYa MYOJIYHUM KIHOYEM
oTpuMyBaya 3a jonomororo PQC-amroput™my (Ha 0a3i pemrirok,
Hanpuknag, ML-KEM). Ile rapaHTye CTiiiKicTh JO KBaHTOBOTO
Kpunroanainizy (anroput Llopa).

4)  Posnooinene 36epicants. Po3MILICHHS TelTy ITUPPOTEKCTY, TIOCHIaHHSI
Ta 3amu(poOBaHOT0 CECIHHOTO KITF0Ya B OJIOKYEHHI, a MHU(PPOTEKCTY — B
off-chain cxoswumi (IPFS) s onTumizarii HaBaHTa)KEHHS HA MEPEXY.
OtpumyBau, 3aBantaxuBmm na”i 3 IPFS, mopiBHroe ixHii rem i3
3aIUCcOM y OJIOKYCitHi.

Inrerpauis «Kunapucy» B apXiTeKkTypy JeLEeHTpaIi30BaHOi 00pOOKHU TpaH3aKIii
CTBOPIOE HAMIHHUN PIBEHb 3aXWCTy NPUBATHUX MAHUX, JO3BOJLIIOUHM pealizyBaTH
MeXaHi3MH BUOIPKOBOTO JOCTYITY Ta TapaHTyBaTH KOH(I1ICHIIHHICTS.
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