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CydacHa eBomomist UGPOBOi 1HQPACTPYKTYpH XapaKTEPU3YEThCS CTPIMKUM
nomupeHHsM TexHoJorid Iatepuery peueit (IoT) Ta xibepdizmuHHX cucTeM.
BpaxoByroun OUHaMiuHICTh, 0araToeTamHiCTh Ta AJaNTHBHICTh CYYacCHHX
Kkibep3arpos. iHTerpamis MeTOAiB MammHHOrO HaB4yaHHi (ML) Ta rimboxoro
Hapyanus (DL) y cucremu BusiBieHHs BroprHeHb (IDS) crama kpurtndHOIO
HeoOXiaHicTFO. OnmHak, B I[bOMY BHIAAKy 3 SBISIOTHCS 3arpo3d peaizaril
3MaranbHuX arak (adversarial attacks) Ha Taki IDS.

Memoto danoi pobomu € aHaIi3 MOXKIMBUX 3MarajJbHuUX atak Ha IDS 3 ribpunHoro
apxiTekTyporo y mepexax loT.

OpHiero 3 HaWOUTBII MEPCHEKTHBHUX CTpPATEriii 3aXWCTy € Tmepexin Bif
130JIbOBAHOTO aHANII3Y OKPEMHX MOJii A0 BHUSBICHHS KOPEIMIIMHMX 3B'S3KiB y Yaci
Ta mpocropi. TpamumiitHi IDS He BpaxoByrOTh, IO aTaku B cepemopumax loT
MOMHPIOIOTHCS Yepe3 JOTTYHI B3aEMHHHN MK IIPUCTPOSIME Ta €BOJIIOIIIOHYIOTh Yepe3
YiTKi TeMmopaibHi (a3u. 3acTocyBaHHS TIOPUIHHX apXITEKTyp, IO MOETHYIOTh
rpadosi Heiiponni Mepexi (GNN) Ta Mepexi JDOBroi KOPOTKOCTPOKOBOI MaM'siTi
(LSTM), no3Bossie oqHOoYacHO (hikCyBaTH CTPYKTYpHI Ta 4acoBi JuHAMiku aTak [1].

OHaK 1151 No/BiiHA PUPOIa 301IBIITYE TOBEPXHIO TS 3MaraibHUX atak. OIHIE0
13 Bpa3muBicTio GNN € HeeBKJIi1oBa Mpupoaa rpagOBUX AaHUX, JI¢ HaBITh HE3HAYHA
3MiHa Baru pebpa abo aTpuOyTa By3/ia MOXE PAAWKAIGHO 3MIHHTH Ppe3yJbTaT
arperaiii TOBiTOMJICHb Yepe3 iTepaTHBHHUI XapakTep HaB4aHHS. Y Bumagky LSTM
BPAa3JIUBICTh KPUETHCS B aBTOPETPECUBHIN IPUPOJIi MOJIEN], TOOTO MOMHUIIKA, BHECEHA
B O/IMH YaCOBHMH KPOK, HAKOIHMYYEThCS Ta CHOTBOPIOE BHYTPILIHI CTaH KOMipKH
Ham'saTi JUIs BCIX HACTYNHUX KPOKIB.

Cepey Takux 3MaralbHAX aTak MOYKHA BUAUIATH HACTYIIHI:

1) Fast Gradient Sign Method (FGSM) — € ofni€ro 3 HaitO1b1I pyHIAMEHTATBHIX
aTak OuLTOT CKPHHBKH, SIKa BUKOPHCTOBYE Tpali€HT (YHKII BTpAT IMIONO BXIiTHHUX
JMAHWX Ul MIBUAKOI TeHepamii 3MmarainpHuX mnpukiagiB. B loT-mepexxax FGSM
JI03BOJISIE 3I0BMUCHUKY MaHIIyJIFOBaTH CTATUCTHYHHMH XapaKTePUCTHKAMU MAaKeTiB
(gac Mk makeramu ab0 PO3MipOM BiKHA), pOOJISTYM IIKIJUTUBHIA TOTIK HEBiAPIZHIM
Bix HopManeHOro i GNN-kiacudikaropa. Ile 0cobanBo e(hEKTHBHO NPOTH
MOJIenei, sIKi He POMIIUTH CrellianbHe 3MarajibHe HaB4aHHs [2].
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2) Projected Gradient Descent (PGD) — siBiste co6oto iTeparniiiHe BIOCKOHAJICHHS
FGSM, mo poOute ii 3HAYHO MOTYXKHIIIOI AaTaKOK MepIoro mopsaky. s
ribpugaux apxirektyp PGD € KpUTHYHOIO 3arpo3010, OCKiIBKA BOHA MOXE OyTH
HAJAIITOBAaHA HAa MOIIYK "HaWripmoro BUManky" 30ypeHHs, sKe OOXOIMTh SK
cTpykTypHi ¢inbTpu GNN, Tak i dacoBi mepeBipku LSTM. Bona nemoHcTpye
BHCOKHH pIBEHb yCIIXy HaBITh IPOTH 3aXHUIIEHUX cHCTeM [3].

3) Temporal Adversarial Examples Attack Model (TEAM) — € crienianizoBaHor0
aTakor0, po3pobieHoo Ul ekciutyartarii pekypenTHoi mpupoau RNN ta LSTM y
MmepekeBux IDS. Ile oxHa 3 HebaraTbox arak, ska Oe3MocepesHbO aTaKye MmaM'sTh
LSTM, BHKOPHUCTOBYIOUH IHEpIIHICTP MOJAENI MPOTH Hel caMoi, THM CaMHUM
I ABUIIYIOUH PiBeHb TOMMIIOK 10 96.68%. Lle poOuTs i HaJ3BUUaHO HEOE3MEUHOI0
st peanbHuX cueHapiiB [oT, ae Tpadik renepyersest 6e3nepepBHO [4].

4) Distance to Target Center (D2TC) — me araka «4OpHOi CKPHHBKHY,
opieHTOBaHa Ha KOHKpeTHI kiacu Tpadiky B loT-mepexax. Ockinmbkn GNN-LSTM
MOJIEJi 9acTO MOKJIAJAIOTHCS Ha arperoBaHi METPHUKHU Ul PO3PI3HEHHS TUIIB aTak
D2TC no3Bousie 3T0BMUCHUKY "po3unHATH" aTaky B (poHOBOMY Tpadiky 6e3 1ocTyIry
10 TpajmieHTiB Mozgeni[5].

5) Hierarchical Adversarial Attack (HAA) — TakoX BHKOPHCTOBYE CTpAaTETiro
«4OpHOI CKpUHBKH», fAKa BpaxoBye iepapxiuHy cTpykrypy loT-mepex.
BukopucToByrouH anrOpUTM BHIIAJKOBUX OJlyKaHb 3 II€pe3alyCKOM, aTaka
iIeHTU]IKye KITI0YOBI By3/IM B TONOJNOTIi Mepexi. [loTiM BoHA MoandiKye KpUTHYHI
03HAKH IUX BY3JiB, 1100 MaKCUMi3yBaTH BILUTUB Ha NMPEJCTABICHHs BChoro rpadal6].

JlocmipkeHHS [UMX Ta IHIIMX 3MaralbHUX atak Ha IDS 3 riOpumHOIO
apxiTeKTyporo y Mepexax [oT € BaxmBUMH JUIsl BIOCKOHAICHHS 3ac00iB MpOTHAil
TaKUM aTakaM, BPaXOBYIOUH peanbHi yMOBH pearnizauii. Lle € HeoOXinHOIO yMOBOIO
U €eKTUBHOTO BIPOBAKEHHS TakuX 1DS.
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On Evidence Deficits in Kleptography and the Application of Artificial
Intelligence for Their Mitigation
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Modern information systems are increasingly viewed not only as targets of
attacks, but as potentially controllable environments in which hidden intervention may
occur without explicit violation of functionality. Within the kleptographic paradigm
[1], the central problem is not merely the fact of compromise, but the deficit of
evidence, i.e., the inability to reliably detect and prove the presence of hidden
influence.

This work proposes a formalization of a class of evidence deficits in kleptography
and introduces their classification as a distinct object of cybersecurity analysis. The
proposed approach enables a transition from descriptive consideration of
kleptographic threats to a systematic analysis of the limitations of the evidentiary base
and the conditions under which such limitations manifest.

Unlike classical information security incidents, kleptographic interventions may
leave no unambiguous technical traces, which creates fundamental constraints for
their detection and attribution. In this context, we propose to treat these constraints as
formalized evidence deficits that define the boundaries of applicability of traditional
analysis methods.

Several key classes of such deficits can be identified.

First, the reproducibility deficit manifests itself in the instability of anomalies that
arise only under specific conditions, such as particular system states or environmental
configurations [2]. This prevents their reliable reproduction in laboratory settings. For
example, in systems with dependencies on third-party libraries, behavioral deviations
may occur only under narrowly defined input conditions that are not captured by
standard testing procedures. A typical case involves a modified software component
that exhibits correct behavior during testing but demonstrates selective or controlled
behavior in real-world deployment, making it practically non-reproducible.

Second, the causality deficit refers to situations where an observable effect exists,
but the underlying mechanism cannot be isolated or distinguished from normal system
behavior.

Third, the provenance deficit is associated with the inability to reliably verify the
origin of software artifacts, which is particularly critical in the context of supply chain
attacks.
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