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In the context of digital transformation, information and communication systems
(ICS) have become essential components for the functioning of government
institutions, enterprises, and critical infrastructure facilities. The intensification of
digitalization processes is accompanied by a rapid increase in the number of cyber
threats, as well as their growing complexity and adaptability, which necessitates the
improvement of approaches to assessing the security level of such systems.
Traditional information security assessment methods, based on periodic audits, expert
analysis, and the use of standalone scanning tools, do not ensure the required
efficiency, integrity, and scalability. Moreover, they are characterized by a significant
dependence on the human factor, which reduces the objectivity of the obtained results
and complicates the decision-making process in the field of cybersecurity [1].

The relevance of the research is due to the need to develop an integrated
technology for automated security assessment of ICS, which enables continuous
monitoring of the network infrastructure, detection of unauthorized devices,
vulnerability analysis, and the formation of a generalized risk indicator. Particular
importance is given to the problem of identifying unknown or unauthorized network
nodes that may act as potential sources of data leakage or entry points for cyberattacks.

The proposed technology for automated assessment of information and
communication system security is based on the integration of network scanning,
vulnerability analysis and risk-based threat ranking processes within a single
software-analytical loop. Unlike existing solutions such as Nessus, OpenVAS or
Qualys, which are mainly focused on detecting vulnerabilities without taking into
account the context of business processes and network dynamics, the proposed
approach involves a comprehensive integration of data about assets, their behavior
and criticality. Also, unlike SIEM systems (for example, Splunk or IBM QRadar),
which are focused on correlation of security events, but do not perform a full analysis
of network topology and automatic detection of unauthorized devices, the proposed
technology covers the full cycle of security assessment. This allows for a more
substantiated and adaptive assessment of the level of security.

The initial stage is automated discovery of network assets through a combination
of active and passive scanning methods. The integration of these approaches increases
the completeness of device detection and reduces the likelihood of missing hidden or
temporary nodes. The identified assets are matched against a reference database of
authorized devices by comparing MAC and IP addresses, which allows for the
identification of unauthorized connections. Additionally, behavioral characteristics of
nodes are taken into account, in particular the frequency of connections, atypical
protocols, and abnormal traffic volumes, which can be implemented through
statistical analysis or simple anomaly models.
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The next stage is automated vulnerability analysis, which involves identifying
potential weaknesses in software, network services, and system configurations. From
a technical perspective, this process includes banner grabbing, comparing obtained
version information with databases of known vulnerabilities, as well as configuration
checks using signature-based and heuristic rules. Information from known
vulnerability databases such as CVE, NVD, and Exploit Database is used, which
makes it possible to map detected services to known security issues. For example, if
an outdated version of an Apache web server is detected, the system automatically
finds the corresponding CVE records and assesses the level of risk.

Each detected vulnerability is characterized by a set of parameters, among which
the level of criticality, exploitability probability, and potential system impact are of
particular importance. Within the scope of the study, it is proposed to formalize the
vulnerability assessment as a function:

Vi=CixPixl;

where C; - is the criticality coefficient of a vulnerability; P; - is the probability of
its exploitation, which can be determined based on the availability of exploits or
external accessibility of the service; I; represents the potential impact on the
Information and Communication System (ICS), evaluated with regard to the type of
processed data.

In order to obtain a generalized characterization of the system’s security level, it
is proposed to use an integral risk indicator that takes into account both the properties
of vulnerabilities and the significance of the corresponding assets. The generalized
assessment can be represented as follows:

n
R=Z w; * V;
i=1

where w; is a weighting coefficient that defines the importance of the asset or
service associated with the corresponding vulnerability.

The use of such an integral indicator makes it possible to obtain a holistic
assessment of the ICS security level and provides the ability to compare different
system states over time.

The scientific novelty lies in the development of an automated security assessment
technology that integrates methods of network asset discovery, vulnerability analysis,
and risk-based evaluation within a unified formalized approach. The method of
identifying unauthorized devices has been improved through the use of behavioral
characteristics of network nodes, which allows increasing the accuracy of detecting
anomalous connections. The risk assessment method has been further developed by
taking into account the interdependencies between vulnerabilities and assets, as well
as their impact on the overall security state of the system.

The practical significance of the obtained results lies in the possibility of creating
a software tool that implements the proposed technology and can be used to automate
information security audit processes, monitor the state of network infrastructure, and
support decision-making in the field of cybersecurity. The application of this approach
enables faster detection of threats, reduces the impact of the human factor, and ensures
more effective cyber risk management in ICS of various purposes.
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AKTyaJbHICTP TEMH 3yYMOBJIECHA CTPIMKHM II€PEXOJOM OCBITH y Iu(ppoBuit
(dopMmar B yMoBax nasjeMii, BAMyIIeHoI Mirparii abo HaBUaHHS i3 30H KOHQIIIKTY Ta
HEOOXIJHICTIO TapaHTyBaTH aKaAeMiuHy HoOpodyecHiCTh Ta Oe3leKy HaHHX.
Jucranuiiine HaBYaHHS CTBOPIOE 3HAYHI BUKIMKMA U1 KOHTPONIO 3HaHb [1].
Tpanuuiitai metoan He naroth 100% BIEBHEHOCTI, IO BUKOHYE 3aBAAHHS abo gae
YCHY BiINOBiZb caMme TO# ydeHb. ['oocoBa GioMeTpis T03BOJISE MATBEPIUTH OCOO0Y,
1o 3arnobirae miaMiad ocoou. Ha BiaMiHy Bix mapodiB, sSiki MOKHA MTEpeAaTH iHIINM,
YHIKQJIBHI XapaKTEPUCTUKH Tojiocy (TeMOp, BHCOTa, PUTM) MiAPOOUTH 3HAYHO
CKJIaJIHIIIE.

Meroto poGoTH € po3poOka 3aXMINEHOI apXIiTEKTYpH CHCTEMH T'OJOCOBOI
OioMeTpHyHOi aBTeHTH(]IKALIl /U MiABUIICHHS piBHA OC3MEKH Ta aKaaeMidyHOl
JOOpOYECHOCTI B AUCTAHIIIITHIN OCBITI.

OCHOBHOIO TPOOJIEMOI0 iMeHTU]IKALli YUHIB MPH AUCTAHIIITHOMY HaBYaHHI €
BUSIBJIICHHS TOTO, IO BiIIOBiIa€ caMe y4eHb, a He CTOPOHHS 0coba, HelpoMepexka,
a00 BHKOPUCTOBYETHCS 3amuc. [Ipu moOyaoBi apXiTeKTypH Ui OCBITHIX IaTdopm
Oe3reka rnepeadi TaHuX € KPUTHIHO BaXITUBOI0. OCKUTBKY Oy Ib-sIKe MePEXOTIICHHS
JAHUX MOJKe MaTH cepiio3Hi Hactiaku. Konn ydeHs BuMoBIsie Gppasy, 1aHi IpOXOIsITh
LIUISX Big MikpodoHa 10 cepBepa. AyAionoTik Mae MmudpyBaTUCS, KOXKEH IaKeT
TOJIOCOBUX JaHHX Mac MiANUCYBaTUCS YHIKQUIBHAM TOKEHOM Y4YHS. AY/IONOTIK
MepeaeThes Mmifl yac Bepudikariii, Horo He Mo)Ha 30epiraTé JOBro, MiCIs BUAITICHHS
MaTeMaTHYHUX O3HAaK BiH Mae BHAAMATHCA. IIOTIM 3BYK IIEPETBOPIOETHCS Y
MaTeMaTHYHUH BEKTOp J[0 TOJOCOBOrO BEKTOpPA MOMAETHCS «Cib» — BUIIAIKOBE
YHIKaJIbHE YUCIIO, MPHUB'A3aHe 0 YHIKATBHOTO TOKeHY yuHA [2]. lomaBaHHS «COMi»
110 01I0METPUYHUX JaHUX POOUTH CHCTEMY CTIHKOIO 10 aTak depe3 BUTIK 0a3u TaHHX.
HagiTb sIKIII0 3T0BMHCHHK BUKPaB IOJIOCOBI BEKTOPH, BiH HE 3MOXe MOPIiBHSITH 1X MiXK
c00010 a00 BUKOPHCTATH B iHIIII CHCTEMI, 60 KOXKEH BEKTOP Ma€ yHIKaJbHUH KITIOY.
«Cipy» 3aBXAM OJHAKOBA JJIs OJJHOTO Y4HSI, 1€ J03BOJISIE POBOAUTH TIOPiBHIHHSL.
SIKI0 y4eHb BUIAISIETHCS 13 CHCTEMH, CepBep BUIALIE «Ciiby. bes 1iel cnenudiunoi
«COJI» BITHOBUTH OPUTiHAILHHIIA TOJIOCOBHI BEKTOP 13 0a3u MPAKTHYHO HEMOKITHBO.
Jani 4ucnoBuii Kox rosocy (TOJOCOBHH BEKTOp) MIMQPYETHCS 3a JOMOMOTO0
anroputmy AES-256[2]. ITonii moryioTscst, BOHM pO3MiieHi Ha TPH THIIN: MIPOHIeHa -
YCIHIIIHA 1IeHTU(IKAIIIS, TTOTIePEePKEHHS — HU3bKa CX0XICTh, KPUTUYHA — BUSBIICHA
nigpobka abo mimo3pa Ha araky. Jias MNOpIBHSAHHS OiOMETPUYHHX IIA0JIOHIB
BUKOPHUCTOBYETHCSI KOCHHYCHA MOAiOHICTB[3].
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