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базових технік інкапсуляції та безперешкодно пропускають трафік тестових 

DNS-тунелів. Цей факт підтверджує наявність вразливостей і обґрунтовує 

необхідність глибокого моделювання методів обходу фільтрації, для чого 

проєктований протокол виступатиме основним інструментом тестування. 

Попередній аналіз підтверджує, що традиційні DPI-рішення провайдерів, 

орієнтовані на сигнатурний пошук, є критично вразливими до методів 

динамічної обфускації та нестандартного шифрування на рівні DNS. Для 

надійного захисту інфраструктури та закриття цих “сліпих зон” необхідно 

змістити фокус із прямої інспекції корисного навантаження на евристичні 

моделі. Ефективна протидія сучасним прихованим каналам зв’язку потребує 

впровадження систем поведінкового аналізу на базі машинного навчання [6], 

здатних своєчасно виявляти аномалії та нетипові патерни DNS-комунікації. 
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Smoothed Particle Hydrodynamics (SPH) is a Lagrangian particle-based method 

widely used for simulating fluid dynamics. Each particle interacts only with neighbors 
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located within the kernel support radius h. A naive search over all particle pairs 

requires O(n²) operations, which becomes prohibitive for large n, making efficient 

neighborhood search one of the most important performance bottlenecks of any 

practical SPH solver [1]. 

Uniform grids and spatial hashing reduce the cost to approximately O(n), but on 

GPU architectures additional considerations are required: memory access patterns 

must be coalesced, dynamic memory allocation should be avoided, and parallel 

sorting algorithms must be carefully chosen. This paper presents a GPU-adapted 

compact hashing scheme combined with Bitonic Sort, designed to maintain memory 

locality and predictable runtime for real-time SPH simulations [2, 3]. 

Compact Hashing. Following the approach of Ihmsen et al. [2], a uniform grid is 

constructed over the simulation domain with cell size equal to the kernel support 

radius h. Each particle is mapped to a grid cell based on its position. The 3D-to-1D 

hash function is given by: 

   c = ( ⌊x/d⌋ p₁ ⊕ ⌊y/d⌋ p₂ ⊕ ⌊z/d⌋ p₃ ) mod m,    (1) 

where d is the cell size, p₁, p₂, p₃ are large prime numbers, and m is the hash table 

size. To ensure predictable memory access and avoid runtime overhead from dynamic 

allocation, the hash table is pre-allocated with size equal to the number of particles. 

While this does not eliminate hash collisions, it minimizes allocation overhead and 

enables efficient parallel processing. 

Bitonic Sort on GPU. After hash indices are computed, particles must be sorted 

by their grid index to ensure spatial locality during neighbor search. For GPU 

execution we adopt Bitonic Sort introduced by Batcher [4], which is highly structured 

and well-suited to parallel architectures. A sequence is called bitonic if it first 

increases and then decreases. The algorithm recursively builds bitonic subsequences 

and merges them into a sorted result using compare-and-swap operations executed in 

parallel by GPU threads. 

The overall complexity is O(n log² n) but each level executes fully in parallel, 

which gives a wall-clock advantage when n is large. After sorting, particles in the 

same or adjacent grid cells are stored contiguously in memory, dramatically 

improving cache utilization during the neighbor query step. 

Neighborhood Query. For each particle, only the 27 (or 9 in 2D) cells in the 

immediate vicinity of its grid cell are evaluated. The cost of the query scales linearly 

with the number of particles, i.e. O(n). The pseudocode of the integrated procedure is 

presented in Algorithm 1. 
Algorithm 1. GPU-adapted neighborhood search 

1: for all particles i in parallel do 
2:    compute hash cᵢ from particle position xᵢ via Eq. (1) 

3: end for 
4: BitonicSort(particles by cᵢ)  // parallel on GPU 
5: for all particles i in parallel do 

6:    for all 27 cells in vicinity of cᵢ do 
7:       collect candidates with ‖xⱼ − xᵢ‖ < h 

8:    end for 
9: end for 
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Results. The proposed scheme was implemented using compute shaders and 

tested on a benchmark with up to 75,000 fluid particles. The GPU-based 

implementation completes one full simulation step in approximately 10 ms. For 

comparison, a multi-threaded CPU implementation requires about 250 ms, and a 

single-threaded CPU implementation requires about 690 ms for an equivalent particle 

count. The reported speedup factor exceeds 25× compared to the multi-threaded CPU 

baseline and 65× compared to the single-threaded baseline, confirming that the 

dominant share of the gain comes from the parallel neighborhood search [5]. 

Pre-allocation of the hash table with size equal to the number of particles 

eliminates allocation overhead and stabilizes per-step timings. The locality enforced 

by sorting reduces irregular memory access in the subsequent density and pressure 

passes, which is particularly important for IISPH-based incompressible solvers where 

multiple Jacobi iterations are executed per step. 

Conclusions. This paper presented a GPU-adapted neighborhood search 

procedure for SPH simulations based on compact hashing and Bitonic Sort. The 

combination of pre-allocated hash tables, structured parallel sorting and cell-based 

neighbor queries enables linear scaling with the number of particles and real-time 

performance for ensembles of tens of thousands of particles. Future work includes 

adaptive hash table sizing and extension to multi-GPU configurations. 
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Сучасні вебзастосунки відрізняються складною багаторівневою 

архітектурою, яка включає серверну частину, клієнтський застосунок, бази 

даних та сервіси реального часу. За таких умов ручне тестування й розгортання 

програмного продукту стає неефективним і ризикованим. Методологія CI/CD 

(Continuous Integration / Continuous Deployment) забезпечує автоматизацію 

процесів перевірки, складання та доставки змін до виробничого середовища, 


