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OJIOKyBaTH BUKOHAHHS IPOTPaMHM. Y3aralbHeHy cxeMy B3aeMonil kiacy 3 Telegram
API, cepsicamu SerpAPI i imgbb Ta ¢aiinoBoro cucTeMor0 MOAaHO Ha PUCYHKY | Ta
HaBeJICHO OCHOBHI IMOTOKH AAaHUX 1 MiCIlsI 30epe:KeHHS pe3yIbTaTiB.

Ha ocHOBI mpoBeaeHOro MAOCHIIKEHHS pO3pOOJICHO apXiTeKTypy CHUCTEMH
Bepu(iKaIii BIIKPUTHX HKEPE, IKa OXOIUTIOE AEKiJIbKa B3a€MOTIOB’ I3aHUX MOAYJIIB.
VYci i exeMeHTH 00’ €THAHO Y €JUHY CHCTEMY iIHTErpOBaHOI OLIHKH, 110 3abe3medye
MOXJIMBICTE 00’€KTHBHOTO BH3HAUCHHS CTYIIEHS JOCTOBIPHOCTI JOCIIIKYBaHOTO
Marepiany. BaximBolo ckimamoBoio cuctemMu € 3actocyBaHHA Source Credibility
Matrix, sika JO3BOJISI€ KUTBKICHO XapaKTepH3yBaTH HAIiIHICTh KaHaTy Ha OCHOBI Horo
icTopii, aKTUBHOCTi, CTaOUIBHOCTI  myOmiKawmif Ta  BHUSABIGHHMX  O3HAaK
MaHIMyJIATHBHOCTI. JlaHi €NeMEeHTH CTBOPIOIOTH TEOPETHYHO OOIPYHTOBaHUH
IHCTPYMEHT /IS OLIIHIOBAaHH JuKepen iHdopMarii, 1o 0coOIMBO BaXIIHBO B YMOBAX
iH(pOpMaLIHUX 3arpo3, CIPSIMOBAHNX HA YKPATHCHKE CYCIIJIBCTBO.

1. What is OSINT: Open-source intelligence? European data. URL:
https://data.europa.cu/en/publications/datastories/what-osint-open-source-
intelligence.

2. Sx edexruBHo BukopuctoByBatH OSINT-iHcTpymenrtapiin? Komanna
«OsintFlow» ginmuthest mocBimom // JlepkaBHa NPUKOPAOHHA CIy»K0a
Vkpainn.  URL:  https://dpsu.gov.ua/uk/news/43174-Y Ak-efektivno-
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CyuacHi nigxoan 1o Tpancgopmanii cucTeM 0XOpoHH Npali HA OCHOBI
IITYYHOTO IHTEJIEKTY Ta NMPeIUKATUBHOI aHATITHKH

VK 004.056.5:57.087.1  Muxaiino Ipurapa', B’suecnas IlImaryxa?, Bonogumup
[lepbuna’

! Varczopoocwiuti nayionansruti ynieepcumem, misha_prigara@ukr.net,
’Kuiscbka wikona exonomixu, vwshmatukha@gmail.com,
3 llepycasnuii ynicepcumem «Kuiscokuii asiayitinuii incmumymy, smya@kai.edu.ua

Tpaguuiiiai cucremMu ympasiiHHS oxopoHoro mpami (CYOII) tpuBammit vac
0a3yBanucsl Ha PEaKTHBHOMY MiAXOJI — aHaJi3i iHIUIEHTIB, OI0 BXKe BiAOYJHCS.
Opnak y 2025-2026 pokax meBi3 BcecBiTHROTO THS OXOpOHHM Tpami «PeBomromiiiHi
MAXO0IH 10 370poB's 1 6e3nexn: pous LI Ta mudposizarii» miakpecauB riiodanbHUA
nepexiJ 10 MpoakTHBHHX crpaterii. Bukopucranns I mo3Bonsie He mmiie
¢ikcyBaTH TOpyLICHHs, a # mepeabadyaTH iX, CTBOPIOIOYM IMHaMiuHe Oe3nedyHe
CepeloBHIIIE.

1. Kitrouosi Hanpsimu Bukopuctanns L1 B OIT

CyuacHi mixoau MokHa KITacH(iKyBaTH 3a TEXHOJIOTIYHIMH JJOMEHAMHU:

e  Kowmm’rorepnuii 3ip (Computer Vision) U1l MOHITOPHHTY B peaTbHOMY
Jaci

e Ile Haifbinpm nommumpenuit Hampsm y 2026 poui. Kamepm 3 LI
IHTErPYIOTHCS B ICHYIOUi CHCTEMH BiJCOCHOCTEPEIKCHHS IS

e  ABTOMAaTHYHOTO KOHTPOJIIO BUKOPUCTAHHS 3aco0iB iHAMBITyanbHOTO
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3axucry (313): kacok, KHUIeTiB, MaCOK, pyKaBUIOK.

e  Jlerekuii HeOe3meuyHUX 30H: CHOBIMIEHHS MpaIiBHUKA Ta oOIllepaTropa
TIPY BXOJi JIIOUHU B 30HY poOOTH KpaHiB a00 HaBaHTa)KyBadiB.

e  AHamni3y eproHOMIKH: BiICTEKEHHS PYXiB IIPaIliBHUKA IS 3a1100iraHHs
CKENIeTHO-M’SI30BHM ~ pO3/ajaM  depe3 HENpaBWIbHI 103 4d
TIepEeBaHTAKCHHSI.

b. IlpenukTHBHA aHAIITHKA Ta IPOTHO3YBaHHS PU3UKIB

ANTOPUTMH MAIIMHHOTO HAaBYaHHSA OOpOOJAIOTH BeMMKI MacuBH maHuX (Big
Data), Bxirrogaroun 3BiTH npo ApiOHI iHIUAEHTH (near-misses), MOTOHI YMOBH, CTaH
obnagHaHHA Ta HaBiTh mcuxodizionoriuni moka3Huku mnpauiBHukiB. LI BusiBisie
MaTepHH, [0 MHepenyloTh aBapisM, O3BOJSIIOYM MEHEKMEHTY BTPYTUTHCS O
MOMEHTY BHHUKHEHHS HEIIIACHOTO BHIIAJIKY.

B. InTerpartis 3 HocumumMu npuctposimu (Wearables) ta [oT

Po3yMHI TOIVHHHMKM Ta CEHCOPH Ha OJ31 MOHITOPSATH JKUTTEBO BayKIIUBI
MMOKAa3HUKHU (IyJIbC, TEMIlepaTypa Tina, piBeHb BTOMH). Lle kputnaHO AN pOOIT y
3aMKHEHHX IPOCTOPAX, MPH EKCTPEMAIBbHUAX TeMIeparypax adbo y HiuHi 3MiHU. [lpu
BUSIBJICHHI KDUTUYHOTO PiBHS BTOMH CHCTEMa PEKOMEHIY€E 3pOOUTH NepepBy.

2. Tpanchopmariiss HABYaHHS Ta IHCTPYKTAXKIB

I 3miHIO€ MiAXiA A0 MiArOTOBKH MEPCOHAY:

e  ApnantuBHe HaByaHHS: ['eHeparuBHui LI cTBOprOEe mepcoHaizoBaHi
KypCH Ha OCHOBI TIOMIJIOK, SIKi IIPalliBHUK JIOITYCKaB paHimie.

e  VR/AR-cumymsuaii: TpeHyBaHHS HaBH4YOK Oe3medHoi pobotu y
BipTyasmpHOMY cepefoBumi 3 LII-iHCTpyKTOpOM, SIKH MOZETIoE
KPUTHYHI CUTYyalil B PeKUMi PeabHOTO 4acy.

3. IlepeBaru Ta ekoHOMiuHA eheKTHBHICTH

3a gaHMMH MDKHApOAHHX 3BiTiB 2025-2026 pp., MiANPUEMCTBA, IO BIPOBAAMIN
HII-nmnaTdopmu Oe3nexu, AeMOHCTPYIOTh:

e  3HWXKEHHsS TpaBMaTU3My Ha 25-40%.

e  CKOpOueHHs BUTPAT Ha CTPAXOBi BUILUIATH Ta KOMIICHCALI.

e  [IpuckopeHHS ayIMTiB: MiATOTOBKA 10 MEPEBIPOK 3 OXOPOHH ITPALli CTAE
mBuAmoo Ha 40% 3aBsKH aBTOMAaTH30BaHOMY 300pYy JTaHUX.

4. BUKIMKY Ta €TUYHI aCleKTH

HesBaxxaroun Ha TEXHOJIOTIYHUI IPOTPEC, 3ATHIIAIOTHCS BIIKPUTUMU MTUTAHHS:

o  KoudineHmiiiHicts qaHNX: HEOOXiTHICTH OaaHCy MK MOHITOPHHIOM
0e3IeKH Ta IPUBATHICTIO MpalliBHUKA.

e  JlcuxonoriuHMi THCK: PU3MK BUHHKHEHHs CTPECy y MEpPCOHAy 4epes
BITYYTTS «IIOCTIHHOTO HATJIITY» aJrOPUTMOM.

e  TexHomoriyHa 3aJIe)KHICTh: PU3UK BTPATH HABUYIOK CAMOCTIHHOT OLIiHKH
HeOEe3MEeKH JIFOANHOIO.

BucHoBok. CraHom Ha 2026 pik IITy4HHH IHTEJIEKT TIiepectaB OyTH
(GYTYpUCTHYHMM KOHIIENITOM i CTaB (yHIaMEHTalbHUM IHCTPYMEHTOM y cdepi
oxoponu mpati. [lepexin Big «KOHTPOIIO micist (akTy» A0 «3anodiraHHs 10 Hoaii» €
KITFOYOBHM BEKTOpPOM po3BHUTKY. Maiibytane CYOII nmomnsrae y cuHeprii JI0ICHKOTO
JocBigy Ta obumcmoBanbHOi mortyxHOcTi LI, me TexHoxorii BHCTymaroTh HeE SIK
3amina imkeHepy 3 OII, a gk H0ro BUCOKOTEXHOJIOTIYHHI aCHCTEHT.
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The growing use of autonomous Al agents in educational software introduces new
cybersecurity challenges due to their ability to interact with external systems and act
on behalf of users. The objective of this work is to analyze access control-related risks
in such systems and propose practical mitigation strategies. The relevance of the study
is driven by the increasing integration of Al into critical educational processes. The
scientific novelty is the structured analysis of these risks across different layers of Al
usage within educational systems.

The vulnerability surface of Al systems is often defined as prompt injection, data
poisoning and hallucination [1, 2]. However, any LLM is prone to these kinds of risks.
What makes agentic systems especially vulnerable to these attacks is the main strength
of the ReAct pattern — the ability to interact with external systems (load data, perform
actions).

In the context of educational systems, the work covers three classes of Al agent
use. Internal automation agents — purpose-built agents that automates operational
scenarios, running scripted flows (e.g., automated syllabus review per instructional
design, suggesting additional materials for students based on their results, Al-assisted
learning, etc.). Al-assisted coding and engineering — in 2026 this has become an
industry standard, with a significant portion of code generated by Al agents. Al-
generated code in system-critical domains like security can lead to vulnerabilities. Al
features in the product — production-side features powered by Al agents that students
and educators interact with directly. Exposing Al to actual users without proper
guardrails not only allows the system to be tricked or abused by dishonest individuals
but can also lead to unexpected costs and overall system instability. All three layers
are prone to access control-related security risks which are not new but are rather
elevated by AI [3].
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