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Traditional graphical steganography relies on raster images to embed covert data
by modifying pixel color values. However, as web systems shift toward scalable,
responsive media, raster-based methods face security scrutiny and structural
limitations. Steganography is, first of all, the science of hiding a secret message within
anon-secret file to avoid triggering suspicion. The Least Significant Bit (LSB) method
is the foundational algorithm of this domain. It operates on the principle that digital
media files possess data bits that contribute minimally to human perception [1].

In a standard uncompressed image, each pixel is typically represented by 24 bits
of data — 8 bits each for the red, green and blue color channels (RGB). The leftmost
bits (most significant bits) describe the primary color information, while the rightmost
bits (least significant bits) represent very minimal variations in shade [1]. LSB
steganography exploits this by replacing these LSBs with the binary stream of an
encrypted secret file.

Mainstream implementations of LSB are localized to raster graphics, audio files,
and video containers. These mainstream applications suffer from bottlenecks that limit
their utility in modern security bases. Because raster pixels follow natural statistical
distributions, sequential LSB injection alters the global pixel histograms. Modern
steganalysis tools can easily detect these changes [2]. Raster LSB is highly fragile.
Everyday web processes, such as converting a PNG to a lossy JPEG, scaling an image
down, or applying compression, can destroy the LSB array, corrupting the hidden
data. Modern firewalls and automated Deep Packet Inspection (DPI) systems target
traditional media attachments on the first priority basis and subject them to
algorithmic checks for embedded hidden data.

To bypass some of the limitations of raster media, steganography can use Scalable
Vector Graphics (SVG). SVGs are text files written in structured XML code. They do
not contain a grid of pixels, instead they contain mathematical instructions how to
render an image by the web browser [3].

We propose a framework where LSB principles are mapped directly onto the
XML DOM structure. An SVG defines colors textually via hexadecimal strings or
standard CSS RGB strings [3]. By targeting the lowest bits of these color palettes,
inline fills, and stroke attributes, a secret payload can be distributed across the
structural elements of a webpage.

Future scientific investigations should focus on the following unexplored
dimensions. Research is needed to develop parsers that dynamically map the XML
tree of an SVG, isolate color attributes, and handle the LSB flipping within string data
types rather than raw binary matrices. SVGs also rely on precise floating-point
coordinate points. A massive avenue for research lies in coordinate LSB manipulation,
where the thousandths decimal place of a geometric shape is altered to hold data.
Because vector points are highly precise, shifting an object by 0.0001 millimeters is
visually non-existent but offers massive data capacity.
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Future studies must benchmark SVG LSB against standard defensive tools.
Because SVGs are processed as code by firewalls rather than images, research can
empirically prove whether vector steganography can bypass mainstream pixel-based
steganalysis engines.

LSB steganography must evolve alongside modern web standards. By embedding
data into the XML architecture of SVG files, we can open up a lightweight and novel
vector for secure data transmission.
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MeTon BUSIBJIeHHS] 00THET-aKTUBHOCTI B KOPIOPATUBHII Mepeski Ha
OCHOBI 0araTokpurepianbHoi onTuMizanii XGBoost
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BoTHeT-akTHBHICTh 3aJMINAETHCS OJHIEI0 3 HaliHEOE3MEeYHilnX 3arpo3 Uit
KOPIIOPAaTUBHUX MEPEX, OCKIIbKA BUKOPUCTOBYeThCs Uit DDoS-aTak, po3cuiaHHs
cramy, KpaabKKH IaHMX Ta HPUXOBAHOTO BiIAJICHOTO KEepPyBaHHS 3apaKeHUMHU
By3MaMu. Y mocmimkeHHI aBTopiB [1] Ha Habopi mammx CSE-CIC-IDS2018 6ymno
nopiBHsHO Random Forest, XGBoost Ta SVM mist BusiBieHHst 60oTHeTiB. Halikpamum
6azoBuM pimreHHsiM crana XGBoost, sika gocsria cepenaporo 3HadenHs F1-mipu 0,99
3a Kpoc-BaliAaIli€r0 PH Yacy HaBYaHHS Oym3bko 16 c. Lle oO0rpyHTYBao mepexin Bix
npocTtoro BuOopy Mozeni 1o ii onTuMizauii 3 ypaxyBaHHSIM YMOB NPAaKTHYHOTO
MEpEeKEeBOr0 MOHITOPHHTY.

Mertoto poOOTH € pO3poOICHHS] METOLY BHSBICHHS OOTHET-aKTHBHOCTI, SKHUii
oIHOYacHO 3a0e3reuye BHCOKY SIKICTh Kiacuikailil, KOHTPOJb PiBHS XHOHHX
CIIPALIOBaHb Ta JOCTATHIO MPOIYCKHY 3[aTHICTh JUIs IOTOKOBOTO MOHITOPHHTY. Jliis
YHUKHEHHsS BUTOKY iH(opmamii nani Friday-02-03-2018 Oyno mopineHo Ha paHHE
BikHO S1 ansg HaB4YaHHS ¥ onTuMmizamii Ta mi3HImE BikHO S2 it (iHATBHOTO
TeCTyBaHHs, a benign-miamaoxuHy Thursday-15-02-2018 BukopucTaHo 5K
HE3aJIC)KHUH HeraTMBHUN J€Hb JUIs KaliOpyBaHHs MOpora pillieHHs 32 00MEeXESHHIM
FPR < 1 %. OcHoBoto ekcriepuMeHTy ciayryBaB Habip nanux CSE-CIC-IDS2018 [2].
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