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OTxe, mociimpkeHHs atak Ha SDN-opieHTOBaHI cuCTeMH KepyBaHHS MEPEKEI0 €
aKTyaJbHUM, OCKUIBKHM IEHTpatizauis (yHKUiH anMiHICTpyBaHHS, MOHITOPHHTY Ta
KepyBaHHA TpagikoM MiABUILYE KPUTUYHICTh KOHTpOJEpa K 00’ekra 3axucty. Ha
npuksani Omada Controller moka3zaHo, [0 BUKOPUCTAHHsI JIMIIIE TOTOBHX HAOOpiB
MaKeTiB He 3aBXIU 3a0e3Medye JOCTOBIPHICTh PE3yNbTaTiB, aUke BOHH MOXYTh HE
BPaxXxOBYBATH O0COOIMBOCTI KOHKPETHOI TOIIOJIOTII, CITy>KO0BOT B3aeMOIi1 PUCTPOIB 1
peanbHUX yMOB eKCILTyaTallil. 3alporoHOBaHa EKCIIEPUMEHTAIbHA CXeMa JIa€ 3MOTY
(dopmyBaTu BracHMil HaOlp TaHUX, (QiKCyBaTH HOPMaJIbHHUH Ta aTaKyBaIbHUH Tpadik
Y KIIFOYOBHX TOYKaX MEpeXi i CTBOPIOE OCHOBY JUIS MOJANBIIOI pO3POOKH METOIIB
BUSBJICHHS aHOMAJIiii Ta IPOTUAIl aTakaM Ha CHCTEMH LEHTPATi30BaHOTO KepyBaHHS
MEpPEeXEIO.
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KopmopatuHi Mepeki HOCTIHHO Mial0ThCs BIUTUBY Pi3SHOMAHITHUX 3arpo3, sKi
MOJYTh MPU3BECTH 10 MOPYIIEHHS KOH(IISHIIHHOCTI, HUTICHOCTI 200 AOCTYIHOCTI
MEpEeKEeBUX CepBiCiB. ¥ KOHTEKCTI JHHAMIYHOI MapHIpyTH3alii i 3arpo3d MaroTh
KPUTHYHE 3HAYCHHS, OCKUIBKM BIUIMBAIOTh HAa MEXaHI3MH OOMiHY MapIIPyTHOIO
iHpopMali€o, O € OCHOBOIO (YHKIIOHYBaHHS Oynb-sikoi IP-mepexi. 3aBmsaku
BHUKOPHCTAHHIO JIMHAMIYHHX MPOTOKOJIB MapupyTu3sauii, Takux sk RIP, OSPF, IS-
IS, EIGRP, ta BGP [1,3], 3a0e3meuyeTbcsi aBTOMATHYHE OHOBICHHS TaOJHUIlb
MapuIpyTusanii B peaJbHOMY dYaci, IO J03BOJISIE aJanTyBaTH MEpexy 10 3MiH.
OpHak, 1i caMi BIACTMBOCTI POOJISITH NMPOTOKOJH MapUIPyTH3alii Bpa3IMBUMHU JI0
PI3HOMaHITHHUX aTak, IO MOXXYTb MOPYIIUTH IXHIO (PYHKIIOHATIBHICTB 1 O€3MeKy.

3arpo3u y KOpIOpaTUBHUX MepekaX MOXKHa YMOBHO KIacH(iKyBaTH Ha KiJIbKa
TPyII, KOXKHA 3 SIKHX CTOCY€EThCS TIEBHUX acCMeKTiB (QYHKIIOHYBaHHS MEPEXKi.

[Mepmra rpyma 3arpo3 CTOCYETHCSI MApIIPYyTU3aTOPIB Ta MEPEKEBOTO 0OJIaTHAHHS.
L1i 3arpo3u BKJIIOYAIOTH aTakH, METOIO SKUX € BHBEICHHS MaplIpyTU3aTtopa 3 Jaay
a00 OTpUMaHHs JIOCTYIy 10 Horo koHbiryparii [1].

Ipyra rpyma 3arpo3 - 3arpo3W ILJTICHOCTI MapIpyTHOI iH(popMarii.
370BMHCHUKH MOXYTb 3MIiHIOBaTH a0 MiZIMiHIOBaTH MapLIPyTHi OTOJIOLIEHHS, IO
CYTT€BO BIUIMBAaE Ha Mepexy. Y Mekax AWHAMIYHOI MapmpyTusamii momiOHi mif
MOXYTbh CIHPUYMHUTH IIEPEXOIUIeHHS Tpagiky, HOro INepeHanpaBiIeHHs abo MOBHE
OJIOKYBaHHSI KOMYHiKailii [1].

Tperts rpyma 3arpo3 - 3arpo3u gocrynHocti. Ataku tumy DoS (Denial of Service)
ta DDoS (Distributed Denial of Service) MOXyTh CIIPUYMHHTH HEpPEBaHTAKECHHS
MapLIPYTHUX MPOLECIB, 10 MPU3BOANUTD 10 3HIKECHHS MPOJTYKTHBHOCTI 200 BiIMOBH
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MIPOTOKOJIIB MapIIpyTu3amii. J{s IpoTOKOIMiB, 9y TINBHX JI0 YaCTOTH Ta CBOEYACHOCTI
OHOBJIEHB, TakUX AK OSPF [1-3], e Moske MaTH KPUTHUYHI HACITiAKH.

UerBepta Tpyma 3arpo3 TMoB’s3aHi 3  aBTeHTH(]ikauiero. BiacyTHicTe
aBTeHTU(IKAIil [03BOJIIE AaTaKylOUOMY 3MiHIOBATH TaONHMII MaplipyTu3amii, He
OyIoy4d BHABICHUM, 110 MOKE IIPU3BECTHU 10 CEPHO3HUX MOPYILIEHD Y poOOTI Mepexi
[1].

OcraHHS Tpyma 3arpo3 CTOCYEThCS 3arpo3H BiJ BHYTPIIIHIX IOPYIIHHKIB.
BHyTpimHI NOPYNIHUKH MOXXYTh MaTH JOCTYH 10 KOH(QIAEHIiHHOI MapHmpyTHOI
inpopmarii, SKy BOHM MOXYTb 3MiHIOBaTH a00 BHKOPHUCTOBYBaTH JUIS
HECaHKI[IOHOBAHOT'O IOCTYITy IO KOPIIOPATUBHUX CEPBICIB.

Binpmricte  HaBeIEeHMX 3arpo3  BHUKOPUCTOBYE BpPAa3IMBOCTI  MPOTOKOJIB
JUHAMIYHOI MapIIpyTH3aLii.

AHaiiz Bpa3NUBOCTEH MPOTOKOJIB JUHAMIYHOI MapLIpyTH3amii MOKa3ye, IO
KOKeH 3 MPOTOKOJIB Mae cBol cmemudiyni crmabki Micus, sKi MOXYTb OyTH
BUKOPHUCTaHI 3JIOBMHCHHKAMH JJIsI aTak Ha Mepexy. Y Tadmuimi 1 mpencTaBicHO
MOPIBHSIHHS OCHOBHUX Bpa3NMBOCTeH mporokoisiB Mapuipytusanii RIP, OSPF,
EIGRP i BGP, a Takox Tumu atax, 10 AKX I1i MPOTOKOIH CXUIBHI.

Tabmuns 1
TlopiBHsIBHHMIT aHATI3 BPA3JIMBOCTEH IPOTOKOMIB JMHAMIYHOI MapIIpyTH3aMii
TIpoTokon Bpasnusicts Tunu aTak
RIP BincyTHicTb aBTeHTHIKALi, TOBIIBHA Spoofing,route injection,DoS
KOHBEPIeHIList
OSPF BpazsuBicTh 10 BIIpOBaHKCHHS Spoofing, replay-araxu, DoS
¢anpmBux LSA-nmakeris
EIGRP Biacytricts kpuntorpadii, Spoofing, route injection, replay-
MaHIIyJIsIis] OHOBICHHAMU aTaKu
BGP Bpasmsocti B AS-PATH, BGP BGP hijacking, Route Leak, DoS
hijacking

3axucT MepexKi BiJl IIUX 3arpo3 MoTpedye 3aCTOCYBaHHSA PI3SHOMAHITHUX METO/IIB,
cepen SKAX aBTCHTU(iKamis, IMUPPyBaHHS, BUSBICHHS aHOMAIiil 1 3aCTOCYBaHHS
MOJITHK MapIIpyTU3allil, 0 J03BOJISIOTH MiHIMI3yBaTH PHU3UKH Ta 3a0€3MCUUTH
0e3MeKy JTaHuX, 10 MepeJaloThesi MK MapuipyTuzaTopamu [3].

BincyTHiCTh HaJISKHOTO 3aXHUCTY MapIIPYTHHX OTOJIOIIEHb MOXKE IPH3BECTH 10
KaTacTpo(iuHUX HACIIJKIB, BKIIOUAIOYHM BTPaTy KOHQINeHIiHHOCTI Tpadiky, Horo
MepeHaIpaBiIeHHs Yepe3 BY3JH 3JI0BMHCHHKA, OJIOKYBaHHS CEIMEHTIB Mepexi abo
MOPYIIEHHSI TOCTYITHOCTI KPUTHYHUX cepBiciB. ToMy BHHHKae mOTpeda y CTBOPEHHI
YHIBEpCaJbHOTO METOMY 3axXWCTy, 3JaTHOTO IIABHINUTH CTIHKICTh AHMHAMIYHOT
MapuipyTH3amii 10 arak, He 3HW)KYIOUH MPOMYKTHUBHICTH 1 HE 3MIHIOIOYH JIOTIKY
po6oTH MTPOTOKOITIB.
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Modern wireless networks play a crucial role in data exchange and are widely
deployed across commercial, governmental, educational, and residential
environments. However, they remain among the most vulnerable components of both
corporate and household security infrastructures. As their adoption increases, so does
the number of potential targets for cyberattacks. Most attacks on wireless networks
target authentication mechanisms, as these mechanisms are designed to prevent
unauthorized access to access points.

Several widely used protocols provide secure authentication for wireless
networks, including WPA, WPA2, and WPA3. These protocols differ in the data
required for successful authentication, as well as in their encryption and validation
methods. Each protocol supports two main authentication modes: WPA-Personal and
WPA-Enterprise. The WPA-Personal mode relies on a pre-shared key (PSK), where
all users and devices must know the same password to access the network. In contrast,
WPA-Enterprise uses a RADIUS server for centralized authentication, where user
credentials are verified individually.

Although WPA is considered obsolete for modern devices, it is still used in
practice, particularly in low-power or legacy systems that rely on older algorithms.
Similarly, WPA2, introduced in 2006 as the standard for secure Wi-Fi networks,
remains widely used today. This is supported by the results of a wireless network scan
(Fig. 1) performed using a portable NetScope device as part of ethical hacking
activities [1].

Fig.1. Results of a wireless network scan

The compromise of wireless networks is rarely an isolated issue and often serves
as an entry point for deeper intrusions into IT environments. By analysing information
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