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Modern wireless networks play a crucial role in data exchange and are widely
deployed across commercial, governmental, educational, and residential
environments. However, they remain among the most vulnerable components of both
corporate and household security infrastructures. As their adoption increases, so does
the number of potential targets for cyberattacks. Most attacks on wireless networks
target authentication mechanisms, as these mechanisms are designed to prevent
unauthorized access to access points.

Several widely used protocols provide secure authentication for wireless
networks, including WPA, WPA2, and WPA3. These protocols differ in the data
required for successful authentication, as well as in their encryption and validation
methods. Each protocol supports two main authentication modes: WPA-Personal and
WPA-Enterprise. The WPA-Personal mode relies on a pre-shared key (PSK), where
all users and devices must know the same password to access the network. In contrast,
WPA-Enterprise uses a RADIUS server for centralized authentication, where user
credentials are verified individually.

Although WPA is considered obsolete for modern devices, it is still used in
practice, particularly in low-power or legacy systems that rely on older algorithms.
Similarly, WPA2, introduced in 2006 as the standard for secure Wi-Fi networks,
remains widely used today. This is supported by the results of a wireless network scan
(Fig. 1) performed using a portable NetScope device as part of ethical hacking
activities [1].

Fig.1. Results of a wireless network scan

The compromise of wireless networks is rarely an isolated issue and often serves
as an entry point for deeper intrusions into IT environments. By analysing information
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broadcast over the air about wireless networks and associated client devices —
including hidden SSID/BSSID, channels, signal strength, security mechanisms, and
equipment manufacturers — an attacker can assess the level of radio-frequency
security within a given environment and determine an appropriate attack strategy. In
WPAZ2-Personal networks, authentication and key establishment are performed using
a four-way handshake. Attacks targeting the four-way handshake aim to exploit
vulnerabilities in the process of establishing a secure connection between a client
device and a wireless access point. During the attack, adversaries attempt to exploit
the four-way handshake used for authentication and key establishment by transmitting
deauthentication frames, which belong to the IEEE 802.11 control frame subclass.
These frames operate at the lower levels of the Wi-Fi protocol stack and are used to
terminate connections. The presence of a deauthentication reason code field enables
analysis of how control messages are processed by the receiving side and provides a
formal description of connection termination events. As the network becomes
destabilized, the attacker may deploy a rogue access point that mimics the target SSID.
Ifthe PSK is known, an Evil Twin attack can be performed, forcing the victim’s traffic
to pass through the attacker-controlled node and enabling Man-in-the-Middle
scenarios, such as credential interception and content manipulation [2]. The Evil Twin
attack is also relevant to WPA2-Enterprise networks. Although WPA2-Enterprise is
generally considered more secure than WPA2-Personal, it remains vulnerable to
online brute-force attacks. Since WPA2-Enterprise credentials often correspond to
domain user accounts, compromised credentials may enable unauthorized access to
additional systems within a corporate network.

In January 2018, the Wi-Fi Alliance introduced WPA3 as a successor to WPA2.
WPA3 enhances security through the implementation of the Simultaneous
Authentication of Equals (SAE) protocol and the Dragonfly key exchange
mechanism, which provide stronger protection against password-based attacks.
However, in 2019, several vulnerabilities were identified, including downgrade
attacks exploiting backward compatibility, where a client can be forced to connect to
arogue WPA2 access point, allowing attackers to capture the handshake.

Based on the analysis of attacks on wireless security protocols, several
conclusions can be drawn. WPA3 replaces the vulnerable PSK—based authentication
approach, which allows attackers to capture Wi-Fi traffic and perform offline brute-
force attacks, with a more secure SAE-based key exchange mechanism. Nevertheless,
given the widespread use of WPA2, the following considerations remain important:

1) The Evil Twin attack on WPA2-Enterprise is ineffective against clients that
use certificate-based authentication methods (e.g., EAP-TLS or PEAP with
EAP-TLS), as no reusable credentials are exposed and server certificate
validation is enforced during the initial authentication phase.

2) Protection against dictionary attacks relies on the use of strong and unique
passwords. Additionally, the Pairwise Transient Key PTK, which is
generated per session, ensures secure data transmission by encrypting
communication between the client device and the access point.
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VY cyyacHHX KOMIT'IOTEPHHUX MEpeXaxX BaXKIIMBUM 3aBHaHHAM € 3a0e3MeucHHs
cTabiapHOTO 1 Ge3MmevHoro AocTymy 1o IHTepHeTy Ta Ge3nepepBHOI Iepeaadi JaHuX.
Jnst opranizanii, siki BUKOPHCTOBYIOTH XMapHi CEpBICH, Bil€03B’s30K, BilmaneHe
aJMIHICTpYBaHH Ta iHIII OHJIAMH-pECypCH, HaBiTh KOPOTKOYACHA BTpaTa 3’ €JHAHHS
MOX€ CIPHYHHHUTH MOPYIIEHHs podounx mponeciB. ToMy akTyaabHUM 3aBIAaHHSIM €
BUKOPUCTAHHA KUIPKOX HE3AIEKHUX KaHaJiB 3B’S3Ky I OalaHCyBaHHS
HAaBaHTAXCHHS Ta aBTOMaTHYHOT'O EPEMUKAaHHS Ha PE3ePBHUI KaHAaJL.

[ix wac mocmimkenns Oymo Bukopuctano VMware Workstation, y skomy
CTBOPEHO BipTyaJlbHE TecToBe cepepoBume. VMware Workstation mo3Bossie
BUKOPHUCTOBYBAaTH BIPTYaJIbHi MepeXeBi ajanTepd, KOMYTaTOpH Ta OKpeMi
BIpTyaJIbHI MEpeXKi, 10 € 3pYyYHHM JJIsI TECTYBaHHS MEPEXKEBHUX CLIEHapiiB, 30KkpemMa
MPOMYCKHOI 3[aTHOCTI, CTa0UTbHOCTI Ta Oe3neku 3’ eqHanHsA. OCHOBHUM MEpPEKEBUM
npuctpoem Buctynus MikroTik RouterOS CHR.

VY TecroBoMy cepenoBuIi OyJ0 3MOIENBOBAHO MEpEXEBY 1HOPACTPYKTYpY 3
TphOMa HE3aIC)KHUMH KaHATaMH 3B’ 53Ky, 30kpeMa ocHOBHHI W AN-kanan, Starlink
ta LTE sx pe3epBHe minkmodeHHs. Ha mogatkoBomy erami Oyiio BUKOHAHO 6a30Be
HanmamtyBaHHa MikroTik RouterOS: mnpusnaueno I[P-agpecu inTepdeticam,
HajamToBaHo numo3d, DNS, nokamsHy Mepexxy Ta mpaBwia NAT [1]. NAT
BHUKOPHUCTOBYBAINCH AJIsI 3a0e3NeueHHs] Oe3MeuHOro JOCTYITy BHYTPILIHBOI Mepexi
JI0 30BHILIHIX PeCypciB yepe3 KOXKeH 3 KaHaliB 3B’s3Ky. HacTymHuM etamom Oyio
3aCTOCOBaHO MexaHi3M Mangle 3 BHKOPHCTaHHSAM alTOPUTMY per-connection-
classifier mnms peamizamnii OanaHCyBaHHS HABaHTKEHHS, IO JAN0 MOXKIIHBICTh
po3moaiuTH Tpadik Ha TpW YacTHHHU. Jlanmi BHKOHAHO MapKyBaHHS 3’€THAaHHS 1
MAKeTiB BIJMOBIAHO A0 TaONWIF MapIIpyTH3aLil, sKi 3a0e3MMe4yI0Th PIBHOMIpHHN
po3moxin Tpadiky MK yciMa TpbOMa KaHaJlaMH, MIO 3a0e3ledye KOPEKTHY
MapIpyTH3allil0 HaBiTh Y BUMAJKY BiIMOBH OJHOTO 3 HHX.

[Ticnst HanmamTyBaHHS OaJlaHCYBaHHS HaBaHTaXXEHH Ta BIIMOBOCTIHKOCTI Ha 0as3i
MikroTik RouterOS Gymno mpoBeseHO MOHITOPHHT MepexeBoro Tpadiky. s 1nporo
BUKOPUCTOBYBAJIUCS Taki iHCTpyMeHTH, sik Ping, Tracert, SpeedTest, a Takox
Wireshark mis rm6mioro anHanmizy mpoITyCKHOT 3IaTHOCTI, CTaOUTFHOCTI Ta Oe3meKu
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