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KonTeliHep € 3amymeHUM eK3eMIUBIpoM o0pa3sy, SKHH (QYHKIIOHYE SIK
130/1b0BaHUM mporec y cuctemi. KoHTeiiHEpH CTBOPIOIOTHCS Ha OCHOBI 00pasiB i
3a0e3Me4yI0Th BUKOHAHHS 3aCTOCYHKIB Y BiIOKPEMIICHOMY CEPEIOBHILI.

Dockerfile — 1e TekcToBuii (aiii, 10 MICTUTh IHCTPYKIil ISt
ABTOMATH30BaHOT'O CTBOPEHHS 00pa3y. Y HbOMY BU3HAa4aeThcsi 6a30Be cepeioBHUIIE,
HEOOXiZIHI 3aJIe)KHOCTI Ta KOMAaHIM, SKi MOTPIOHO BHKOHATH ISl MiITOTOBKH
KOHTelHepa 10 poOoTH.

4. IlopiBHSHHS KOHTEIHEPIB Ta BipTyaIbHUX MAIINH

KonreitHepuzaiis Ta BipTyamizallis € pi3HUMH MiIX0JaMH 10 130JIS1Ii1 MPOIEciB,
sIKI MarOTh CYTTEBI BIIMIHHOCTI B apXiTeKTypi Ta e(eKTHBHOCTI BHKOPHCTAaHHS
pecypciB. KoHTeliHepu CTBOPIOIOTH 130JIbOBaHI CepelOBHUINA, 10 BUKOPUCTOBYIOThH
CIUIPHE SApPO OMepaliifHOl CcHCTeMH XOCTa, TOAl K BIPTyalbHI MAalIMHU
(YHKLIOHYIOTH SIK TIOBHOIIIHHI HE3aJI€KHi CHCTEMH 3 BIACHUM SIPOM.

IopiBHSHHS OCHOBHHX XapaKTEpHCTHK KOHTEHHEpIB 1 BIPTyaJbHHX MalIWH
HaBeeHOo y Tabmmmi 1.

Tabmuns 1
TlopiBHAHHS KOHTEHHEPIB i BIpTyaIbHUX MalluH

XapakTepucTuKa KonTeitnepu BipryaspHi MaluHu
Snpo OC CriisibHe Oxpeme
Yac 3amycky 1-3 cexynau 20-60 cexyHn
Butpartu mam’sti 50-200 Mb 512Mb-2T5b
Haxnansi ButTpatn 2-5% 5-15%
PiBens i30msuii YacTkoBui IToBHuit

1. Ponb xoHTeifHepu3amii Ta BipTyamizallii Ha piBHI OnepamiiHoi CHCTEMH B
PO3BHTKY XMapHO Opi€HTOBaHMX JojaTkiB. HaykoBa mepiojuka
MixkperioHaapHoi  Akanemii  ympaBimiHHg — mepcoHaioMm.  URL:
https://journals.maup.com.ua/index.php/it/article/view/4822/5115  (nmara
3BepHEHHs: 26.04.2026).

2. Docker Inc. What is Docker?. Docker Documentation. URL:
https://docs.docker.com/get-started/docker-overview/ (date of access:
28.04.2026).

3. Docker Inc. What is an image?. Docker Documentation. URL:
https://docs.docker.com/get-started/docker-concepts/the-basics/what-is-an-
image/ (date of access: 28.04.2026).
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The further development of digital technologies, digitization of information,
communication, social, management and production processes together with the
growth of levels of virtual cyberspace form a new digital reality and digital space. In
turn, cyberspace combines with physical space to form a new cyber-physical space.
At the same time, electronic communications ensure the full functioning of the cyber-
physical space, and also provide an opportunity to receive, transmit, process, store and
protect huge arrays of digital information produced by humanity. Thus, in modern
realities, electronic communications act as an important transport system for the
transmission of information, data and communication on a global world level. Also,
electronic communications act as a catalyst for further development of digital society,
digital economy and digital infrastructure.

Currently, the digital infrastructure creates the prerequisites for building a new
level of critical infrastructure that is able to function in the modern realities of the
growth of cyber threats. At the same time, the level of dependence of critical
infrastructure on modern electronic communications is increasing, because computer
networks, information and information and communication systems of enterprises,
organizations, institutions, companies and corporations are built on their basis.Also,
the globalization of management and production processes takes place on the basis of
the use of international electronic communications and the global data transmission
network, namely, monitoring, management, and security systems are created at the
facility, corporate, and sectoral levels of production and management. Thus, "security
of critical infrastructure" is characterized as "a state of protection of critical
infrastructure, which ensures the functionality, continuity of work, restoreability,
integrity and stability of critical infrastructure" [3, Article 1].

Today, stability and stability are quite important factors that characterize the
functioning of the infrastructure under the influence of external and internal factors of
influence.

All this requires electronic communications operators to build their own
infrastructure, which would be resistant to external and internal factors of influence,
as well as ensure sustainable functioning under the influence of cyber threats. Thus,
"resilience of critical infrastructure” is defined as "the state of critical infrastructure,
which ensures its ability to function normally, to adapt to constantly changing
conditions, to withstand and quickly recover from threats of any

species" [3, Article 1]. It should be taken into account that in accordance with
Government Resolution No. 1109, electronic communications are included in the List
of critical infrastructure sectors [1], and therefore electronic communications
operators need to ensure a sufficient level of security, stability and stability in relation
to their own networks and infrastructure for the possibility of providing electronic
communication services and electronic networks for other sectors of critical
infrastructure. Thus, an important feature of electronic communications is that, on the
one hand, they are a sector of critical infrastructure, and on the other hand, they are
part of other sectors of critical infrastructure. Currently, the financial and banking
spheres, the energy sphere, the security and defense sphere, the educational and
medical spheres are quite sensitive to the stable and sustainable functioning of
electronic communications.
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In addition, electronic communication services and services based on electronic
communications are the basis of the modern development of digital technologies,
digitalization of society and economy, namely: e-education, e-banking, mobile
banking, e-services, telemedicine, e-government, etc. Also, the development and
spread of electronic communications among many countries and broad segments of
the population gave impetus to the rapid development (quantitative and qualitative
indicators) of mobile applications, various software products, various software
products (specialized software), as well as the rapid growth of the number of users of
messengers and social networks. The next important step was the transition to the
virtual space of organizations, institutions, and enterprises. Yes, today almost all
authorities (central, regional, district and local levels have their own websites and
communicate with the population online), educational institutions of all levels,
medical institutions, financial and banking institutions, the sphere of service
provision, etc. All this also requires stable and sustainable functioning for the
possibility of providing various services to the population.

At the same time, experts within the framework of the study "Increasing resilience
by accelerating the digital transformation of business in Ukraine" consider digitization
and digital transformation as an important element "for increasing resilience and
facilitating recovery" [2, p.17], which directly depend both on the level of
development of electronic communications and the global data transmission network,
as well as on access to them by broad sections of the population.

1. Some issues of critical infrastructure objects, Resolution of the CMU dated
October 9, 2020 No. 1109. https://zakon.rada.gov.ua/laws/show/1109-
2020-%D0%BF#Text

2. Increasing sustainability by accelerating the digital transformation of
business in Ukraine. https://surl.li/asaeds

3. On critical infrastructure: Law of Ukraine of November 16, 2021 No. 1882-
IX Vedomosti Verkhovna Rada (VVR), 2023, No. 5, Article 13.
https://zakon.rada.gov.ua/laws/show/1882-20#Text

IHnTepakTHBHI cueHapii ik iIHCTPYMEHT BUKJIaJaHHS CTAHAAPTIB
TeXHIYHOro 3axucTy iHdopmauii

VK 004.94:004.921 IOpiit Ckopenbkuii!, Pycnan Kozak?,
Haraunis 3aropoana®, Tersina Bitenbko?

Tepnoninvcokuti HayioHanbHull mexuiunuu yHisepcumem imeni Ieana Ilynios,
Iskorenkyy@tntu.edu.ua, *zagorodna.n@gmail.com, 3ruslank@ntu.edu.ua
Yitenko@tntu.edu.ua

CrpiMka mupoBi3allist BUIOi OCBITH 3yMOBMJIA HarajabHy HOTpeOy B 3MiHi
MapaJurMy B OiK MOIYJTBHUX, CTINKUAX Ta IHTEPaKTUBHUX IEAAarOTIYHAX MOJENeH. Y
KOHTEKCTI TpaHchopmalii yKpaiHCHKOT BHINO OCBITH IHCTHTYHiHE BIKHBAHHS
3HAYHOO MipOIO 3aJIEXKHUTH BiJI IEPEXO/Y BiJI EKCTPEHOTO AUCTAHIIIHHOTO BUKITaTaHHS
1o cranoi nudpoBoi nexaroriky. BukiagaHHs OCHOB TEXHIYHOTO 3aXHCTy iH(opMartii
Ta y3ro/pkeHHs 3i crangaptamu (3okpema, ISO/IEC 27001) cTaHOBHTH 3HAYHUIA
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