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CEPEIHBOKBAIPATHYHOTO BIIXHMJICHHS JTAJI0 3MOTY KITBKICHO OI[IHUTH CTaOiLTBHICT
iH(epeHCy Ta BUMIPATH PiBEHb JUKUTTEPY B JUHAMIYHOMY BiJ€O MOTOIL.

Pesynpratu po6otu merogy HOG (CPU). Anpo0ariist KIJaCHYHOTO JETEKTOpa Ha
6a3i CPU mpoxeMOHCTpyBajla BHCOKY IPOTHO30BAHICTh YacCOBUX IOKA3HUKIB.
Cepenns 1aTeHTHICTH 00poOKH Kaapy ckmana 25-30 mc (30-40 FPS), mo BapitoeTbest
3aJIeKHO BiJl BXIJHOT PO3MUILHOI 34aTHOCTI. ['0NoBHOK TepeBaroro merony HOG
BU3HAYEHO €KOHOMIYHY JOCTYIHICTH Ta BIICYTHICTH ITOTpeOM y cliemiani3oBaHHUX
obunciroBauax. BopHouac BHSBIEHO CyTTeBE OOMEKEHHS TOYHOCTI: ajITrOpPHTM
BTpayae Nparne3faTHICTh IPH 3HaYHUX PaKypCHUX BIAXIICHHSIX OOIHYYS Ta B yMOBaxX
JUHAMIYHOI 3MiHH OCBITIEHOCTI.

Pesynmpratn poGotu merony CNN (GPU/CUDA). Bukopucranas CNN-
JeTeKTopa ©0e3  amapaTHOrO INPUCKOPEHHS  BHUABWIO KPUTHYHY  HeCTauy
MPOAYKTHBHOCTI: 3arpuMka iHpepercy monax 800 mc (~1.2 FPS) pobuts
3aCTOCYBaHHS IIEHTpaIbHOTO Tiporiecopa (CPU) HeAOIITBHUM [T CHCTEM PealTbHOTO
yacy. BnpoBamkenns texnonorii NVIDIA CUDA 3abe3meumino pajuKaibHUI
MPUPICT MBUAKOIT, CKOPOTUBIIHU Yac 00poOku 10 1520 Mc, 1110 BiAMOBi A€ 4acTOTI
nmoHay 50 FPS. OxpiM BHCOKOi HpPOIYKTHBHOCTI, HEHPOMEPEKEBHH IiIXix
MIPOJAEMOHCTPYBAB BHIIy MOBHOTY neTekuii (recall), ctabumeHO imeHTH(iKyIOUN
00IHMYUs B CKIIATHHUX paKypcax, ae kiaacuanuii meroq HOG BusiBuBcs Hee()eKTHBHUM

[opiBHsmpHA XapakTepucTuka. OTpUMaHi AaHiI MiATBEPIKYIOTh ¢()EKTHBHICTH
samyueHHst GPU-pecypciB: moka3HuK iHTeHCH]ikanii oOuncieHs (speedup) ckias
2,28 BiTHOCHO 0a30BOi apXiTEKTYpH.

BucHoBoK. Y po6oTi MpoBeaeHo OIIHKY Ta ONTUMi3alito iHcTpyMeHTiB dlib ms
nerekiii obnuyu. JloBeneHo, mo obmexena mpoaykTuBHicTh CPU He mno3Bossie
BukopucroByBatu Helipomepexi (CNN) y pexumi peanbHoro uwacy. HartomicTs
BrpoBaukeHHs TexHonorii NVIDIA CUDA 3a0e3neumsio KpaTHe HPUCKOPEHHS:
GPU-opiearoBanmii CNN-migxin mepeBepmmB kimacuyaunii mMeron HOG sk 3a
TOYHICTIO, TaK 1 32 IIBHIKICTIO iHpEepeHcy.
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To execute complex workflows such as dynamic data analysis, file system
management, and database querying, popular Python orchestration frameworks,
including LangChain, Llamalndex, and Ollama, frequently grant LLMs direct access
to runtime environments [1]. This architecture often relies on underlying Python
utilities like “exec()” or “eval()” to translate model outputs into system actions.

However, this design introduces a critical conflict between traditional
deterministic software security and the probabilistic nature of linguistic models. While
standard application security relies on strict input sanitization at the system boundary,
Al agents inherently process untrusted natural language payloads directly from users.
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This problem gives rise to “prompt injection” vulnerabilities, where an attacker makes
malicious linguistic instructions designed to override the agent’s core system prompts
[2].

The fundamental security flaw is at the structural intersection where natural
language instructions transition into machine-executable Python code. If the
orchestration framework lacks strict isolation or sanitization layers, a successful
prompt injection can easily escape the application context [3]. This boundary
effectively transforms a simple text interface into a vector for exploitation, with
potential to escalate linguistic manipulation into unauthorized system command
execution, file system traversal, or arbitrary Remote Code Execution (RCE) via
Python’s subprocess or OS modules. Consequently, parsing errors and context
window exploitation within Python ecosystems present a risk to production-grade Al
deployments [4].

Table 1
Security architecture comparison

Dimension Traditional Python Applications Emerging Python LLM Agents
Deterministic - structured data, Probabilistic - unstructured
Input type . .
strings, integers natural language
Security Strict input sanitization Open text interface directly
boundary exposed to user
Execution Pre-defined, compiled, or Dynamic translation of text into
mechanism hardcoded logic functions code using “exec()” or “eval()”
Primary SQL injection, buffer overflows, Prompt injection, linguistic
threat vector malicious code inputs manipulation overriding rules
Highest risk Application crashes, data leaks via Remote Code Execution (RCE)
impact specific bugs via subprocess
Proposed Standard input validation and Abstract Syntax Tree (AST)
mitigation parameterized queries validation prior to execution

To address these risks, an empirical, sandbox-based experimental framework to
quantify the vulnerability threshold of current Python LLM orchestration layers is
proposed. By constructing a prototype Al agent, we will subject both a baseline
Python implementation and a standardized framework deployment to a curated
benchmark suite of distinct prompt injections. These injections will explicitly target
the boundary where natural language triggers backend execution, attempting to make
the agent perform unauthorized operations. The experiment can evaluate framework
resilience by measuring injection success rates and mapping the specific architectural
blind spots where linguistic contexts successfully override Python-level security
constraints. Experimental findings are expected to reveal deficiencies in native input
sanitization, providing concrete data to advocate for deterministic mitigation
strategies prior to code execution.
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VY 3B’a3Ky 31 3pOCTaHHAM KiIbKOCTi Kibep3arpo3 i ckiagnictio CI/CD-
iHpacTpykTyp o0COOMHMBOi aKkTyaJdbHOCTI HaOyBae 3aBIaHHS IpiOpUTH3ALIl
Oe3nekoBrx KoHTpomiB s DevSecOps Ta CI/CD-cepemoBumy i3 MOAaNBIIAM
KUTBKICHAM OLIHIOBaHHAM iXHBOi e(eKTHBHOCTI. ICHYIOWl MiOXoau MepeBaXKHO
30CepeIDKYIOThCS Ha BHABJICHHI 3arpo3 abo OMHUCI OKPEMHX MEXaHi3MIB 3aXHCTY,
OJIHaK HEJOCTATHBO YBaru MPUIUIIETHCS (OPMAaTi30BaHAM METOIaM OIIiHIOBAaHHS Ta
pamKyBaHHS OE3MEKOBUX 3aXOJiB BIATIOBIIHO 1O PIBHA KPUTHUYHOCTI 3arpo3.Sk
3a3Ha4al0Th aBTOpH pobotu [1], 32 OCTaHHI I’SITh POKIB KUIBKICTH JOCTIKEHb y
chepi DevSecOps cyTTeBO 3pocia, MpOTe MHUTAHHSA TMpiopHuTe3alii Oe3MeKOBUX
KOHTPOJIB Yy KOHTEKCTI KOHKpeTHHX 3arpo3 i1 CI/CD-indpactpykrypu
3aJINIIAETHCS HETOCTATHBO JIOCIIIKEHIM.

OJHUM 13 MIEPCICKTUBHUX MiAXOIIB JO PO3B’I3aHHS I[i€i 3a1a4i € 3aCTOCYBaHHS
MeToxy aHauizy iepapxiit (AHP, Analytic Hierarchy Process) [2], sikuii 6a3yeThcst Ha
MOTIAPHOMY TIOpiBHSAHHI KPHUTEPIiB Ta anbTepHaTuB. Bukopuctanas AHP nozBomse
(dopmaizyBaTH MpoIec MPUHHATTS PillleHb, BH3SHAYUTH BaroMiCTh OKPEMHUX 3arpo3 i
0e3MeKOBIX KOHTPOIIB, a TAKOX 3a0€3MeUnTH 00T pyHTOBaHY NPIOPUTH3ALII0 3aX0/IiB
3axucry 11 DevSecOps ta CI/CD-cepenoBum. [Iiist paHXKyBaHHS 3aX0JiB 3aXHUCTY
npotu 3arpo3 CI/CD 3a ocHoBy B3sito STRIDE-mMeromonorito Ta BH3HA4YeHO, IO
cepen mectu kareropii STRIDE Tpu B konrtekcri CI/CD € mepuioyeproBuMH:
nigpobka koday Ta apredaxTiB, MiIMiHA CYTHOCTI Ta pO3KpPHTTA iHDopMarlii.
Besnekosi koHTpomi misa imeHTHdikamii 3aco6iB 3axucty koHBeepiB CI/CD 6ymo
B3aT0 3 NIST Secure Software Development Framework (SSDF) meronomorii [3],
OCKIIbKM BOHa 3abe3nedye OpIEHTOBaHI Ha JKUTTEBHH LMK TPAKTHKH, IO
BignoBigaoTs DevSecOps. [ 3a0e3medeHHst TOYHOCTI Ta MPAKTUIHOT JOLTEHOCTI
npioputesanii 3 nepeniky koHtposiB SSDF Oyno oOpaHO MiAMHOXHHY 3 JIECSATH
3ac00iB KOHTPOJIIO:
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