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The reality of the current moment is characterized by the acceleration of the
evolution of cyber security, in particular due to the influence of artificial intelligence
technologies [1], an increase in the speed of computing processes, a rapid increase in
the complexity and volume of data that must be processed and taken into account in
the processes of analyzing the state of cyber security, the transition to a risk-oriented
approach to cyber security, the correlation of domestic approaches with the
international practices of CISA [2], NIST [3], MITER ATT&CK[4], etc.

Each of the participants in public administration should be familiar with the
processes of organizing the full cycle of response to cyber incidents, its main
components, properties, and resources, and understand their place, functions, and
acquire the necessary competencies. The complete cyber incident response cycle
consists of several interrelated modules, namely: the preparation, the detection and
analysis, the deterrence, the elimination, the recovery, and the analysis of the
effectiveness of cyber incident response measures. In fact, it is a cyclical process, the
main one of which is the preparation stage, in terms of the amount of resources, time,
and qualifications required. The stage is performed almost continuously. If immediate
cyber incident response actions begin at the time a cyber incident is initiated, the
outcome for the institution will be known to be negative.
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CporomHi IU(GPOBI TEXHONOTI pPaAMKAIbHO 3MIHWIM CIOCIO CHPUHHATTS
iHpopmanii. Pororpadii Ta Bieo BKe HE € HATIHUM JOKa30M PEalbHOCTI TOIi,
OCKITBKY MITYYHUH 1HTENEKT 3AaTHHI CTBOPIOBATH MOBHICTIO CHHTETHYHHUI KOHTEHT,
SIKHA Ba)KKO BiAPI3HUTH Bix crpaBxaboro. llII-3reHepoBani 300pakeHHS CTand
MacoBUM SIBUIEM Yy COLIaNbHMX Mepexax, pekjiaMi, Media Ta HaBiTh CyAOBiH
npaktuui. L{e Tpu3BoAUTE 1O KPHU3U JOBIpH 10 BizyanbHOI iHpoOpMaIil Ta CTBOPIOE
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cepifo3Hi 3arpo3u Juisi KibepOe3meku, JKypHAIICTHKHM Ta CYCIIJIbCTBA 3arajoM.
AKTyanbHICTh TeMH OOYMOBJICHa HEOOXITHICTIO PO3POOKM HAAiHHHX alrOpUTMIB
aBTOMATUYHOTO BUSBICHHS TAKOTO KOHTEHTY Ha OCHOBI MAaIlIMHHOTO HABUAHHS.

LI-3renepoBani 300paXeHHS — Il CHHTETUYHI Bi3yajbHi MaTepiajii, CTBOPEHi
aJTOPUTMaMH IITYYHOTO iHTENEKTY, IEPEBAXKHO METOJaMH TTMO0KOTo HaB4aHHs. Ha
BiIMIHY BiJ Tpamuniiiaux Qotorpadii, ski GIiKCyIOTh peasbHHH CBITIOBHH INOTIK
CEHCOPOM KaMepH, BOHH (OPMYIOTBCS MaTeMaTHYHO — MUIIXOM MOJCIIOBAHHS
posmnoxiny mikcenis. CygacHi mozeni (GAN, Diffusion Models) 3xaTHi BinTBOproBaTH
CKJIQJIHI CTPYKTYPH: JIOACHKI OOIMYUS 3 peasiCTHIHOIO MIMIKOIO, TEKCTYpH IIKIpH,
BigONMCKU, NMPHPOAHI JaHAWAPTH Ta apXiTeKTypHI cueHH. PiBeHp ameramizarii
HACTUIBKM BHUCOKHM, IO A7 HEO30POE€HOTO0 OKa BIAMIHHICTD MDK peaJbHUM i
CHHTETHYHUM 300pa)K€HHSIM 4acTO € HEIOMITHOIO.

OpHak npuHOUT (GOpMyBaHHS TakuX 300paKEHb CYTTEBO BiAPI3HAETHCS Bif
¢izuunoi poTorpadii. PeasbHi 3HIMKH MICTATh yHiIKaIBHUI 1yM cencopa (PRNU),
metaznani EXIF ta ¢isudano obrpyHToBaHi TiHi i Binomucku. 11I-300paxkeHHs Takux
MIPUPOJHUX CIIJIB HE MalOTh a00 IMITYIOTH iX Jnine npuOIu3HO. BoHM TeHepyroThCs
3 BHUIIJIKOBOTO IIyMy a00 JIATSHTHOTO BEKTOPa, TOMY 3aBXKIU HECYTh CTaTHCTHYHI
«Bimbutkm» Mogeni. 3rimHo 3 ormsaom Verdoliva (2020), HaBiTH HaicydacHIimn
TEHEPaTOpH 3aJHIIA0Th apTeaKkTH: aCHMETpil0 oduel, HepeaicTHuHI 3yOwm,
HETpaBWIbHI IEPEXOIU TEKCTYp ad0 CIEeKTpalbHI aHOMalii B YaCTOTHOMY JOMEHI.

OcHOBHMMH MeTogaMu TeHepamii croroaHi € Generative Adversarial Networks
(GAN) Ta Diffusion Models. GAN npaIfforoTs 3a HPHHIIUIIOM 3MaraHHs JJBOX MEPEex:
TeHepaTop CTBOPIOE 300pakeHHs, a AUCKPHUMIHATOP HaMaraeTbest HOTro po3IMi3HATH.
Diffusion Models airoTh iHaKIIE: COYATKY JOJAIOTH IIYM JI0 300paKeHHS, a MOTIM
HaBYaIOThCSl HOro MpUOHpaTH KPok 3a KpokoM. Came BOHHM JiexKaTh B OCHOBI Stable
Diffusion, DALL-E ta Midjourney i chOro/iHi JaroTh HaiiKpaIy sSKiCThb Ta THYYKICTb.
YMOBHa TeHeparis JO3BOJISIE CTBOPIOBATH 300paKE€HHS 3a TEKCTOBUM OIIHCOM, IIIO
PpOOUTH KOHTEHT IIle OLIBII PI3SHOMAHITHUM 1 HeOe3NeYHUM JIJIs BUSIBIICHHS.

IcHyroui migxoau 10 BUABJICHHS MOXHA PO3IUTHTH Ha MacuBHI (popeH3myHi) Ta
akTHBHI (Ha OcHOBI MamuHHOro HaBuaHHus). IlacuBHi Meromm (PRNU, ELA,
YaCTOTHHUH aHAJIi3) NIyKalOTh NMPUPOJHI CIIAM KaMepH, ajle Cy4acHi reHepaTopu ix
no0pe iMITyroTh. AKTHBHI METOAM BUKOPHUCTOBYIOTH 3ropTkoBi mepexi (ResNet,
EfficientNet), mpoTe aHami3yrOTh JHIIE MPOCTOPOBI O3HAKH i HE BPaXOBYIOTh
gactoTHi apredaktu. Epstein et al. (2023) ra Cozzolino et al. (2024) miaTBepIKyIOTS,
IO YHIBEPCAIFHOTO DIIIEHHS MOKA HEMae, a TOJOBHOIO MpobieMoro € ciabka
TeHepai3alis Ha HOBI MOJEIN TeHepailii.

Jns mononaHHsS 3a3HAYCHUX OOMEXKEHb y JaHiii poOOTi 3ampOIOHOBaHO
ribpunHuit anroput™ BusBiIeHHS LII-3reHepoBaHnX 300pakeHb, MO MOETHYE aHAII3
HNPOCTOPOBUX Ta YAaCTOTHUX O3HAK 3 MEXaHi3MOM yBaru. AnroputM Oa3yeTbcs Ha
JIBOX TapayelIbHUX TiNKaX 0OpOOKH: MPOCTOPOBA TijKa BUKOPHCTOBYE IMOIMEPEIHBO
HatpeHoBaHy Mmepexy EfficientNet-BO mis BUTsArHeHHs Bi3yanbHUX O3HaK (Kpai,
TEKCTYPH, GOPMH), @ YACTOTHA I'iJIKa 00UNCIIIOE AUCKPETHE KOCHHYCHE ITEPETBOPEHHS
(DCT) ra BuTArae crexTpaiabHi apTedakTH dYepe3 OKpPeMy 3TOPTKOBY IiIMEpPExKYy.
O0'eqHaHHS O3HAK 3/1IHCHIOETHCS Yepe3 MexaHi3M Attention Fusion, sikuit auHaMigHO
3Ba)kKy€ BHECOK KOXKHOI T'JIKH 3aJISKHO Bl BXiTHOTO 300paxeHH. Lle € kimodoBoio
MepeBaror HaJ iCHYIOUMMH METOJaMU: 3aMiCTh (IKCOBAaHOTO 00'€IHAHHS MOJEIH
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aJlalITUBHO BU3HAYA€, YU MPOCTOPOBI, UM YaCTOTHI O3HAKH € O1IbII iHYOPMATHUBHUMH
Ul KOHKpETHOro 3pas3ka. HaBuaHHs peanizoBaHo 3i crpaterieto transfer learning
(3amoposxyBanHs backbone 3 HactymauM fine-tuning), LR warmup, cosine annealing
Ta early stopping. ExciepumenTtansHa ominka Ha gataceri Genlmage (300pakeHHs
Bix 10+ reneparopis: Stable Diffusion, GLIDE, BigGAN, StyleGAN3, VQ-Diffusion
Ta iH.) mokasana accuracy 94.3%, Fl-score 0.929, precision 0.907, recall 0.951 Ta
ROC-AUC 0.976, mo miaTBep/ky€e BHCOKY e(eKTUBHICTD TiOpUIHOTO MiAXOXy Ta
HOTO 37aTHICTH HaJiHHO BUSBIATH 300pa)KEHHS BiJ PI3HOMAHITHHX I'€HEpPaTHBHUX
Mozenei.
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Modern steganography has evolved from simple data hiding in least significant
bits (LSB) to complex methods that exploit machine learning and adaptive algorithms.
The aim of this work is to analyze contemporary data hiding techniques that combine
adaptive algorithms, neural network architectures and generative models, and to
outline promising directions for further research.

1. Adaptive embedding based on distortion minimization. This is the “gold
standard” of modern steganography: instead of embedding data uniformly, the
algorithm analyses the content and identifies regions where modifications will be least
detectable by steganalyzers. The mechanism relies on additive cost functions: each
pixel is assigned a modification cost — pixels on object edges and in textured areas
have low cost, while smooth surfaces (e.g. clear sky) have high cost. The key
algorithms are: 1) S-UNIWARD, which operates in the spatial and frequency
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