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Facial verification is a critical component of modern security infrastructure, yet
its effectiveness in surveillance deployments is limited by two challenges: low-
resolution (LR) imagery from cameras [1] and the vulnerability of single-model
verification architectures [2]. This paper proposes an integrated pipeline combining
super-resolution (SR) preprocessing with multi-model concatenated embedding
verification. The approach builds on the experimental work on concatenated
embeddings [3, 4] and comparative analysis of SR methods [5].

Experiments on the CFP dataset [6] evaluated verification using embeddings from
VGG-Face, Facenet, Facenet512, OpenFace, ArcFace, and SFace in concatenated
configurations [3]. The best concatenated configurations consistently outperformed
individual models across accuracy and EER. A normalization study [4] revealed that
sequential Z-Score followed by L2 normalization is optimal for multi-model
concatenation.

Table 1

Verification performance: single models vs. concatenated embeddings on CFP dataset

Configuration Qccuracy, EER, %
0

Facenet512 (best single) 97.45 3.40

Facenet + Facenet512 97.68 2.87

All 6 models 96.67 3.92

The best pair (Facenet + Facenet512) achieved 97.68% accuracy with EER of
2.87%, outperforming the best single model by 0.23 percentage points, while the all-
model concatenation showed lower performance (96.67%) due to noise from weaker
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models. A comparative SR study [5] showed Real-ESRGAN [7] excels at real-world
degraded images, while FSRNet [8] offers optimal speed-accuracy balance for face-
specific tasks.

Stage 1: SR Stage 2: Multi-Model Verification
Multi-Model Z-Score - erificatio
LR SRIFCCRIS Extraction L2 Norm. Concat. & Decision
Image L2 Distance
Real-ESRGAN VGG-Face, Facenet, Sequential T
or FSRNet ArcFace, SFace normalization T

Fig.1. Architecture of the proposed SR-enhanced multi-model concatenated verification
pipeline

The pipeline (Fig. 1) has two stages. Stage 1 enhances the LR image via SR (Real-
ESRGAN or FSRNet). Stage 2 passes the enhanced image through multiple face
recognition models; each embedding undergoes sequential normalization and
concatenation before L2 distance verification agamst an EER-optimized threshold.
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where ¢; is the raw embedding from model i, i and o; are its mean and standard
deviation, and I-I> denotes the L2 norm. This ensures embeddings from heterogeneous
models are harmonized before concatenation.

The pipeline is modular and each component can be updated independently.
Multi-model architecture also provides security resilience, as compromising
verification requires exploiting vulnerabilities across multiple models simultaneously.
The primary trade-off is computational cost, acceptable for security-critical
applications. Future work will focus on experimental validation on surveillance-
specific datasets and real-time optimization.
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CyuacHi KOMIT'IOTepHI Mepexi (YHKIIOHYIOTh B yMOBaX MOCTIHHOTO 3pOCTaHHS
KUTBKOCTI KiGep3arpo3. OcoOarBo MOMUPEHUMH € aTaku THITy port scan, DoS/DDoS
Ta brute force, siki cripsiMOBaHI Ha OPYIICHHS AOCTYITHOCTI CEpBiciB a00 OTPUMAaHHS
HECaHKI[IOHOBAaHOTO A0CTymy 1o cucteM [1]. TpaaumiiiHi MeTonu BHUSABICHHS aTak,
3aCHOBaHI Ha CUTHATYpax, MalOTh 0OMeXeHY e()eKTHBHICTh, 0COOIMBO II0JI0 HOBHX
a00 MoaM(IKOBaHUX TUIIB aTak [2].

OpHUM i3 NEpCTIEKTUBHUX MIJXOIB € BUKOPUCTaHHS rpadoBoro aHamuisy, sSKui
JI03BOJISI€ TIPEICTaBUTH MEPEXKEBHUH Tpadik y BUIIIII Opi€HTOBAHOTO Tpada, Ae By3JH
BiamosinatoTh [P-anpecam abo xocram, a pedpa — MepeKeBUM B3a€EMOMIIM MDXK
HumH [3]. Takuit miaxin 1a€ MOKIMBICTh BPaXOBYBAaTH CTPYKTYPY B3a€MO3B’SI3KiB Y
MepeXi Ta BUSBISITH aHOMAITbHI TATEPHU TTOBETiHKH.

Mertoto po0OOTH € MOAENIOBAHHS MEPEKEBUX aTak 3 BUKOPUCTAHHIM Ipad)OBOrO
aHaJ3y Ta Po3poOKa 3aCTOCYHKY IJISI BHSBIATH Y MEPEXKi aHOMAJIBHHX IATEPHIB
MOBEIIHKH.

Jlnst OWiHKM MOBEIIHKM BY3JiB BHKOPHCTOBYETHCS IHTETPAIBHHN ITOKAa3HUK
aHOMAJIBHOCTI, IO (OPMYETBCS HAa OCHOBI HOPMali30BaHUX Tpad)OBUX METPUK,
30KpeMa CTYINEHs BEpLIMHM, IHTEHCHBHOCTI Tpadiky Ta KUIBKOCTI YHIKaJIBHUX
3’€/THaHb:

X — Wt

z(xy) = P
t

JIe Xr - 3HAYECHHsI METPUKU B MOMEHT 4acy ¢ (abo y BikHi A¢), yr Ta or - cepenHe i
CTaHJApPTHE BIAXUIICHHS METPUKH Y 0a30BOMY Tepiofi (HAPHUKIIA, Y MOTEPEIHIX k
BIKHaXx).

3a mgxoaoM, IO BHKOPHCTAHO B POOOTI, aHANi3 CTPYKTypH Tpada J03BOIIE
BUIUTNTH XapaKTepHi O3HAKM MOXJIMBHX aTak. Jljist port scan THIIOBUM € CIeHapii
«oauH J0 Oarathox», s DDoS — «Oarato g0 oxHorow», Toai sk brute force
XapaKTepPHU3y€eThCsl IHTEHCHBHUMH TOBTOPIOBAaHUMH 3’ €THAHHIMH MK OOMEXEHOIO
KITBKICTIO TOCIIKYBaHUX MEPEKEBUX BY3JIiB.

Peaiizaiisi 3ampornoHOBAaHOrO MiJXOAy BHKOHAHA Yy BHUMIAAI MPOTPaMHOTO
3aCTOCYHKY, MO 3IilicHIOE 00poOKy flow-maHux, moOynoBy rpada MepereBHX
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